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Information      SecurityMatters

If information security were a movie, it would be 
a Western. The chief information security officer 
(CISO) would be the sheriff, hired to clean up 
the dusty frontier town—rounding up varmints, 
corralling rustled strays and protecting the good 
townspeople from the Dalton Gang1 (always 
the Dalton Gang). He would be beloved by the 
schoolmarm, and he would get along well with 
the saloonkeeper, too.

This would be a good, interesting movie, 
especially the climax in which he would 
singlehandedly shoot down the entire Dalton 
Gang. There is another story, though, but it is a 
boring one. It is the tale of the mayor who brought 
the sheriff to the town. He is really pleased to 
see crime in check, but he has other worries as 
well, such as air pollution, unemployment and 
the building of a sewer system. He has lots of 
problems to deal with, and on any given day, crime 
fighting may not be his top priority.

The mayor gets along well with the sheriff and 
is pleased with the progress he has made, but 
he does wish the sheriff would stop instigating 
brawls every night in the saloon and having all 
his gunfights on the main street.

The CISO And The RISk MAnAgeR
If the sheriff is the CISO, the mayor is the 
risk manager.

Historically, information security and risk 
management have been tightly aligned in most 
organizations. The lack of adequate protection 
of information resources has rightly been seen 
as one of the premier threats to any organization 
that relies on information systems for its business 
operations, which, today, means virtually every 
company and government agency. In recent years, 
two key factors have put strain on that alliance.

The first, paradoxically, has been the success 
of information security. When management first 
comprehended the risks inherent in information 
technology (often with the prompting of risk 
management), the result was the appointment of a 
head of information security, nowadays the CISO, 
and the allocation of budget to close loopholes, 
prevent internal misuse of information and protect 
the organization from the Dalton Gang—er, 
hackers. There was a perpetual battle for budget, 
as risks became more evident and effective 

countermeasures reached the market. So, firewalls, 
intrusion detection systems, antivirus filters and 
encryption were introduced, and because they 
worked, the security of information resources 
became less risky. Thus, risk managers’ attention 
could be focused elsewhere and CISOs could no 
longer blithely assume that risk managers would 
support each of their initiatives and purchases.

In some cases, CISOs’ zeal for security 
exceeds their political skill and the risk manager 
is an ally in getting senior executives to see things 
the way the CISO does. The occasional run-
ins with management are the equivalent to the 
Western movie’s fistfights in the bar.

The second factor is the emergence of 
automated information tools in every aspect of 
business and personal life. The Internet has been 
around for a while now, but it has never been 
so pervasive. Significant information processing 
capability fits in a pocket now, where once 
it required a briefcase. Many people in many 
organizations see these devices as tremendous 
productivity and business growth tools. Many 
CISOs feel as though they have been through this 
battle before, when laptop computers became 
prevalent, and they see the need for improved 
protective measures. Without arguing the rights 
or wrongs of each decision, cumulatively these 
decisions put CISOs on the defensive all the time. 
They are seen to be against smartphones, against 
social networking, against flash drives—against, 
against, against.

Many risk managers take a more measured 
view of these technical innovations. They can  
see the potential for both benefit and harm.  
For the first time in a long while, the CISO 
and the risk manager are finding themselves on 
different sides of issues, and both are uneasy  
with this development.

dIveRgIng ObjeCTIveS
At the heart of the divergence is the fact that 
many CISOs are temperamentally inclined and 
incented to eliminate risk, while risk managers 
are prepared to accept a greater degree of risk 
for larger rewards, and so they manage it. This is 
more than risk acceptance, which in some places 
has been code for ignoring risk and hoping that 
the negative consequences of it never occur (or at 

Steven j. Ross, CISA, CISSP, 

MbCP, is executive principal 

of Risk Masters Inc.  

He can be reached at  

stross@riskmastersinc.com.

The Mayor and the Sheriff
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least never during the time that the risk acceptor is with the 
organization).

Even when the risk manager and the CISO agree, there 
are often differences of emphasis and degree. With a finite 
budget for security, choices must be made for investment 
in risk containment. Unfortunately, much of that budget is 
constrained by the fact that many organizations purchased 
security products in the past without considering the total 
cost of ownership (TCO) of those tools. The TCO includes 
not only annual maintenance fees, but also the continuing 
labor cost for monitoring and using the safeguards. There is 
much less to spend in an information security budget than it 
would seem at first glance. Thus, incremental monies must be 
spent where the risk is greatest.

Many CISOs are justifiably proud of what they have 
accomplished to combat misuse of information resources, 
but are acutely aware that some misuse, some penetration, 
some data loss may still occur. They are so focused on those 
continuing battles that they may give less credence than 
warranted to other risks, such as business interruptions, 
privacy breaches or system failures, that are caused by errors 
and omissions, not malicious attacks. It is not so much that 
they continue to fight the ragged remnants of the Dalton 
Gang, to continue the metaphor, as it is hard for them to 
realize that the Daltons do not pose the threat that they used 
to and that other bad guys have taken over the Dalton Gang’s 
territory. Or, perhaps the town has been pacified enough that 
some funds can be reasonably released from crime-stopping 
to pay for some sewers.

All of this is not to minimize the importance of keeping 
information misuse at bay. There are some organizations, 
such as banks or the military, in which it is not paranoia 
to think that there are people in the world out to get them. 
But, risk can be described as a curve, approaching zero 
asymptotically though never reaching it. The question that 
CISOs increasingly must face is whether the curve has 
inflected to the point at which added investment brings 
precious little additional security. It is at this point that the 
mayor’s objectives may not be the same as the sheriff’s. 
And, it is at this point that the risks and rewards of the 
organization need to be considered as a whole, in context.2

This does not mean that in all cases the perspective of 
the risk manager is superior to that of the CISO, but they 
may be different. And where there are disputes within an 
organization as to the proper amount or degree of risk that 
it should accept, risk managers are better positioned to see 
the issues from all sides. They may, in many cases, but not 
all, side with the position that more security is needed. If the 

decision is to accept risk, the CISO has every reason to accept 
this decision as praise for work well done in the past. This is 
not a reason to saddle up the noble silver steed and ride off 
into the sunset.

endnOTeS
1   In every good Western, there was always a group of 

outlaws. There actually was a Dalton Gang that robbed 
banks in the American West in the 1890s. It seems to 
me that the Dalton Gang was always the bad guy in the 
Westerns of my youth.

2   It is instructive that ISO 27001, Information technology—
Security techniques—Information security management 
systems—Requirements, calls for “implementing and 
operating controls to manage an organization’s information 
security risks in the context of the organization’s overall 
business risks” (emphasis added).
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protecting itself from unauthorized access. This 
area of concern is generally considered a subset 
of identity and access management (IAM). One 
method for addressing these risks is through the 
perimeter for authorized access, the process of 
granting access on only a need-to-know basis 
(including admin rights) and the process of 
terminating employees. 

MITIgATIng LOgICAL ACCeSS RISkS
On the perimeter, best practices include 
authorization and authentication of users in the 
access rights policies and procedures. 

Authorization access controls are those with 
an objective to ensure that the person seeking 
access is authorized. This control is most often 
associated with login credentials and procedures, 
e.g., requiring an ID and password. However, 
the hacker world has developed sophisticated 
tools that can break fairly easily into systems 
with unsophisticated passwords (names, words 
found in the dictionary, etc.). Therefore, over 
the years, best practices have been expanded to 
include “strong” passwords, frequent changes 
to passwords and multifactor access controls, as 
appropriate. The greater the risk, the greater the 
need for more sophisticated and secure access, 
and the greater the need for additional layers 
of access controls. The more of the following 
elements a password includes, the stronger it is 
considered to be:
• It is at least eight characters long.
• It includes at least one special character.
• It includes at least one number.
• It mixes cases for alpha characters.
• It uses an incoherent phrase (i.e., not an 

address, etc.).
The purpose of these elements is to thwart 

existing hacker tools that can guess passwords. 
Weak passwords and PINs are the major 
cause for security breaches, according to IT 
consulting firm Frost & Sullivan.4 Usernames 
and passwords/PINs are usually static or shared 
across multiple accounts by users, making them 

Unauthorized access can lead to devastating 
effects. Entities can become victims of malicious 
activities such as identity theft, financial fraud, 
theft of data (e.g., credit card data) and attacks 
on systems (e.g., denial of service), which can 
be especially harmful for online businesses. All 
of these harmful effects have been the subject of 
various news reports in the past. 

Criminals, especially IT-savvy ones, have 
become expert at recognizing weaknesses in 
access and have become knowledgeable about 
the tools necessary to successfully exploit weak 
systems. In fact, experts say more and more 
criminals are focusing on IT crimes rather than 
traditional street crimes. Statistics from the 
Computer Emergency Readiness Team (CERT) 
and industry security analysts show that about 
80 percent of all malicious activities come from 
current or former employees.1

Thus, more than ever, one of the prime 
concerns in any audit, and for management, 
is the logical access to computer systems and 
data. The proliferation of IT, and the Internet in 
particular, has caused the risks associated with 
systems and data to explode. In fact, this topic 
has made the American Institute of Certified 
Public Accountants (AICPA)’s Top Technology 
Initiatives every year since 2005 and is ranked 
first on the 2010 list.2 Some level of audit risk 
and business risk exists in virtually every audit 
because of a variety of IT-related vulnerabilities, 
but especially access controls. 

Earlier this year, this column identified five 
areas of IT general controls (ITGC) that should 
be examined in every financial audit.3 Logical 
access was one of those five. This article adds 
further information, in a broader sense of audits, 
about logical access. 

To mitigate the risks associated with access 
control, it is necessary to identify the risks 
associated with access controls and to assess the 
level of those risks. An entity must then establish 
sound policies and procedures for granting 
authorized users access while simultaneously 
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relatively easy prey to hackers and crackers. The security 
profession and financial institutions have responded with 
temporary PINs and other tools and procedures. 

Authentication controls have a different objective. They 
attempt to ensure that persons logging in to the system are 
who they say they are. One classic illustration of this extra 

layer is biometrics. That is, 
controls are not sufficient where 
risks are relatively high and the 
access controls consist of only 
an authorization control with 
one layer—ID and password. 

Most savvy IT managers 
add tools such as USB tokens, 
smart cards, temporary PINS 
and biometrics on top of ID and 

password. A USB token, such as one from Entrust or Aladdin, 
is a hardware device that must be connected to the remote 
computer in a USB slot before access will be granted. Smart 
cards are swiped on a reader—similar to the way credit cards 
are used—on the computer and are combined with the ID 
and password to grant access. Temporary PINs are numbers 
sent back to a prearranged device, such as a text message to 
a cell phone or a small pager device, in which, to gain remote 
access, users have a limited time to enter the PIN along with 
their ID and password. The greater the risk, such as a remote 
login to sensitive data, the greater the need for strong controls 
for authentication. 

However, it is not enough to protect the perimeter. 
According to CERT in a white paper titled “An Introduction 
to Insider Threat Management,” over the last 10 to 15 years, 
organizations have spent billions of dollars building stronger 
defenses to protect their data and systems from hackers and 
external malicious parties. On average, more than 75 percent 
of corporate IT security budgets is directed toward protecting 
against outsiders, even though the annual Computer Security 
Institute/FBI Computer Crime and Security Study continues to 
show that insiders were responsible for just as many incidents 
as outsiders. A 2009 Information Security Magazine survey 
shows the biggest increase in IT spending is in the area of 
IAM, with the biggest driver being preventing unauthorized 
access of sensitive information by employees.

Once logged in, even an authorized user should be 
constrained from having access to all data and applications. 
Employees should have access to only those applications 

necessary to do their particular job. That limitation also 
includes data access rights of read-only, read/write or no 
access, where applicable (i.e., need-to-know access). For 
instance, a good security policy would be to have a strong 
logical access system on the network to log in to the system 
(e.g., Active Directory applied effectively on Microsoft SQL 
Server). But then, where risks are high, the entity should have 
another system of login credentials and access granted for each 
key application. Some application systems, such as Microsoft 
Dynamics, provide their own access control as a separate layer 
of security over data access via the applications. If both of 
these access control systems are managed properly, someone’s 
ability to break through the perimeter can be mitigated by 
strong access controls in the “back office” system—that is, a 
strong pair of controls to prevent unauthorized access. This 
need-to-know approach to applications is a key element of 
sound access controls. 

Administrative access rights are a critical area that need 
controls because of the broad access rights “admin” has once 
logged into the system, and they are included as part of “need 
to know.” Adequate access controls should provide for the 
application of best practices for the administrator function 
of databases or database management systems (DBMS), 
such as DB2, Oracle and SQL Server. They include, but are 
not limited to, not using a default ID/password for admin, 
minimizing the number of employees with admin access and 
establishing some modicum of segregation of duties. Admin 
rights are especially critical for operating systems in which 
root access can be granted, giving someone “the keys to the 
kingdom.” Obviously, this area is another that should be 
examined during most IT audits of any nature. 

Lastly, when employees are terminated, there should be 
effective controls in place to terminate the employee’s access 
to the systems. At termination, entities sometimes forget about 
logins and access rights formally granted to employees. All 
entities need an effective control or set of controls to ensure 
that all terminated employees lose all access rights. 

An effective and logical approach is to tie access control 
to human resources (HR) procedures. When an employee 
is hired, transferred or leaves the organization, the HR 
procedures should include the requisite changes to that 
employee’s access rights. When a new employee is hired, 
that person’s “need to know” should be assessed and access 
rights should be granted to only those applications and data 
necessary for that person’s job responsibilities. Either the 
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application or the network software should have the means 
to limit access appropriately. If an employee is transferred, 
those access rights may change because of the different 
responsibilities involved in the transfer. Thus, the HR transfer 
process should include a review of and a change, if necessary, 
in access rights. When an employee leaves the organization 
for any reason, but especially if the employee is fired, 
access rights should be terminated as close to the person’s 
termination as possible, but no later than the person’s last day 
on the job. 

COnCLUSIOn
The IT auditor should consider the previously disclosed 
procedures in an audit to ensure that access controls are 
adequate to mitigate the risks associated with access, 
including limiting the access of legitimate employees to need 
to know, and mitigating the risk of an unauthorized intrusion.

endnOTeS
1  Hirschhorn, Karen; “Hacker Activities,” IT Defense 

Magazine, December/January 2007, p. 12-15. 
See also the Insider Threat Research web page at 
www.cert.org/insider_threat/.

2  Per the 2010 AICPA Top Technology Initiatives Survey 
conducted mid-2010. Question:  “Which top ten technology 
considerations are driving your business or practice 
today?” Number one answer:  “Security of data, code and 
communications/data security and document retention/
security threats.” See http://infotech.aicpa.org.

3  Singleton, Tommie; “The Minimum IT Controls to Assess in 
a Financial Audit (Part II),” ISACA Journal, vol. 2, 2010

4  Ayoub, Robert; “An Overview and Competitive Analysis 
of the One Time Password (OTP) Market” (White 
Paper), Frost & Sullivan, June 2009, http://whitepapers.
techrepublic.com.com/abstract.aspx?docid=1016477
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Robert Schperberg, CISM, EnCEP

Q  What do you see as the biggest security threats/
risks? how can businesses and individuals 
protect themselves?

A  In the economic downsizing that
 organizations are faced with today, 

insider threat ranks highest and is of the highest 
concern for the corporate IT and corporate 
investigative divisions. Those who are inside 
the security perimeter and are about to be let 
go due to the reduction in force have access to 
intellectual properties, research and development 
documentation, and ongoing business deals  
that could seriously affect the organization’s 
bottom line.

Another facet of the downsizing threat is the 
motivation to exact revenge on the organization. 
With the availability of malware technology 
throughout the web, the people who want to 
commit an act of sabotage do not have to be very 
technical and can purchase the technology to 
suit their deed. Additionally, with the advance 
of technology comes the creation of malware, 
Trojans, spyware, worms and viruses, which 
rank a close second. Antivirus companies are 
struggling to produce antidotes for Day 0 and 
Day 1 viruses.

Next on the list are the phishing and spear 
phishing attempts on unsuspecting Internet 
users and company executives. Phishing is the 
impersonation of the organization through e-mail 
or other electronic means in an attempt to obtain 
confidential information; spear phishing is the 
targeting of executives by convincing them to 
click on a link that will download malware or 
Trojans on their computers.

Last among the top security concerns are 
fraudulent transactions that result in financial 
loss or damage to the organization’s reputation or 
its customers.

All sectors, private and public, have to be 
prepared when downsizing personnel. That 
entails limiting access to outgoing personnel 
while generating countermeasures in the event 
that a malicious attack is being contemplated. 
That requires the review of all compliance 
rules and additional training to the computer 
emergency response team (CERT). For external 
attacks, such as phishing and spear phishing, 
continuous training and education of executives 
and nontechnical personnel is a must. Finally, 
having proactive measures established in the 
areas of monitoring and alerts will ward off the 
number of attacks, while the alerts will enable the 
CERT to respond at a much quicker pace.
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Q  Please describe your transition from law enforcement, in the 
early part of your career, to your current role in corporate 
computer forensics. What led to this transition, and how has 
your background supported your current career?

A  While in law enforcement, I became an expert in 
 crime scenes and digital forensics investigations. I was 

also fortunate to receive several specialized certifications in 
the area of investigations—homicide, robbery, sexual assaults, 
computer investigations and fraud/embezzlement. When I was 
injured on duty and subsequently underwent back surgery, 
the medical decision was for me to retire. I used a sum of 
money allocated for rehabilitation to go through technical 
certification classes offered by Microsoft, Guidance Software 
and Access Data.

My first job in the corporate environment was with MCI 
as a senior investigator for corporate security. As such, I 
conducted several investigations involving threats, fraud and 
digital forensics. One of the investigations I participated in 
was that of the Oklahoma City bombing. I moved on to work 
for other consulting companies including SAIC. Throughout 
my experiences, I got involved in major, high-profile 
investigations, gaining experience through each investigation.  
I was also constantly attending technical workshops in the 
areas of IT and digital forensics to keep up with technology. 
Among the highlights were conducting training to some of 
the top military bases in the US and becoming a certified 
expert witness. My experiences and continued education paid 
off when I was offered a position as the global IT forensics 
investigations lead with Chevron.

Q  how do you believe the certifications you have attained have 
advanced or enhanced your career? What certifications do you 
look for when hiring new members of your team?

A  Throughout my career, I obtained several investigative 
 certifications, which included state of California 

certifications, and US federal certifications from the US 
Department of Justice (DoJ), the FBI and the US Secret 
Service. When I transitioned to the private sector, I obtained 
some Microsoft certifications as well as the Certified 
Information Security Manager (CISM) from ISACA.

The general trend when searching for cybercrime 
investigators or digital forensics investigators is to find 
candidates who have expertise in one of the following fields:  

digital forensics software and tools knowledge or network and 
operating systems knowledge. In essence, one candidate or the 
other will have certifications in their specific field. In today’s 
environment, however, what is needed are candidates who  
have the technical knowledge and investigative and digital 
forensics knowledge.

Q  how do you think the role of the security professional is 
changing? What would you recommend to security students 
or new security professionals to better prepare them for this 
changing environment?

A  The security professional’s role has constantly evolved 
 around the general practitioner and the specialized 

practitioner. To those starting in the field of IT or IT security, 
my recommendation is that they learn as much as possible 
while gaining as much experience as possible. Setting five-year 
goals can help to keep candidates focused on reaching goals 
while improving their knowledge and enhancing their skills. 
My advice is to transfer to different IT departments to gain 
different knowledge. Once a candidate is comfortable with 
the environment, the specialization process should be started. 
Most companies in a down economy will turn their attention 
to the experts first then to the “jack of all trades” next, so being 
prepared will help one maintain or find a position quicker.

Q  What has been your biggest workplace challenge, and how did 
you face it?

A  After retiring from law enforcement and having had 
 all that experience and investigative expertise, I had to 

adjust to the private sector and corporate environment. It was 
time to earn the employer’s confidence by producing results 
while reinforcing the earned certifications. 

Pressure in the private sector and corporate environment 
is also different. Employers want to see maximum results with 
minimum expense. The security environment is a necessity, 
but it does not produce revenue; it does, however, have a cost 
to the bottom line.

From the technical perspective, I encountered my biggest 
technical challenge during the Code Red virus/worm time. I 
had to deploy all my teams, myself included, around the world 
without any time off to eradicate the infestation from our 
client’s network environment.

12 ISACA JOURNAL  VOLUME 5, 2010



Book   Review

Fraud 101:  Techniques and Strategies for 
Understanding Fraud, 3rd Edition is a primer 
on how fraud works and how to prevent, detect 
and prosecute it. The author, Stephen Pedneault, 
explains fraud in a practical, easy-to-understand 
manner, introducing general business professionals 
and nonaccountants to this specialized field. Its 
intended audience is those with little knowledge 
or hands-on experience preventing, detecting 
or investigating fraud. Throughout the book, 
Pedneault provides solid evidence that fraud is a 
genuine issue, impacting every organization and 
social program in operation.

The first half of the book is devoted to 
providing an overall working foundation for the 
topic of fraud. Topics reviewed include how great 
the fraud problem has become, estimated fraud 
losses and costs associated with fraud plots, and 
some financial areas commonly abused by fraud.

Although fraud has become a burgeoning 
industry, only the most heinous cases receive 
media and legislative attention, such as Bernard 
Madoff’s Ponzi plot and the underhanded plots 
exposed underlying the subprime mortgage-
lending industry. Pedneault goes beyond the 
headlines to make it clear that fraud can and does 
occur in all organizations, in both for-profit and 
nonprofit organizations, and that all industries 
are at risk from fraud.

Major types of fraud are reviewed. Pedneault 
points out that fraud is not limited to white-
collar crime, such as financial disclosures and 
reports issued to investors and lenders. Fraud also 
includes political malfeasance and embezzlement, 
and individuals invent new plots daily. Some high-
level insight into why fraud occurs is offered. 

The second half of the book explores the 
accounting and financial industry’s response 
to fraud, as new fraud plots are identified. 
Responses to fraud reviewed include US 
Sarbanes-Oxley legislation, the development of 
audit committees, the establishment of codes 
of ethics, internal controls and internal audits, 

the creation of the Public Company Accounting 
Oversight Board (PCAOB), new professional 
credentials, training, and other industry 
responses.

Defenses against fraud are covered next, with 
the primary defense being an organization’s 
system of internal controls, followed by 
education to address the increasing frequency 
of fraud. Pedneault provides details of different 
underhanded plots commonly perpetrated, 
plus warning signs and symptoms of each 
underhanded plot to increase the probability 
that detection will occur. Also included 
are recommended steps and measures an 
organization should take to investigate known or 
suspected instances of fraud. 

The strength of the 234-page book is that 
it is both comprehensive and straightforward, 
providing examples of fraud plots that can be 
easily understood by those with different levels of 
accounting knowledge and experience. General 
concepts are enhanced with real-world case studies 
that illustrate the fraud issues and cases reviewed. 
Each case study includes realistic advice on how 
the fraudulent activity could have been prevented 
or detected earlier, thereby minimizing the 
financial loss experienced by each organization.

Fraud 101:  Techniques and Strategies for 
Understanding Fraud, 3rd Edition builds on the 
previous editions of Fraud 101 by Howard David 
and Howard Silverson and is a practical reference 
guide for all IT and business managers. It should 
be a useful desktop reference for beginning readers 
across all industries and geographical areas.

edITOR’S nOTe
Fraud 101:  Techniques and Strategies for 
Understanding Fraud, 3rd Edition is available 
from the ISACA Bookstore. For information, see 
the ISACA Bookstore Supplement in this Journal, 
visit www.isaca.org/bookstore, e-mail 
bookstore@isaca.org or telephone 
+1.847.660.5650.
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Information Technology Risk Management in 
Enterprise Environments provides an overview 
of industry practices and a practical guide to IT 
risk management frameworks, methodologies 
and techniques. The proliferation of cyberattacks; 
compromises of IT systems; and the increasing 
incidence of security breaches in volume, size, 
value and number have been a cause of concern in 
corporate and government circles alike. Business, 
industry and even nations are alarmed at the 
systematic attacks of ever-increasing magnitude, 
scale and frequency. Risk assessment and risk 
management have acquired an important place in 
the corporate environment as well as enterprise 
management and governance framework. A 
quantitative evaluation of potential vulnerabilities, 
and the consequences and impact of their 
exploitation by threats that materialize, has 
become essential for survival. Post-risk-assessment 
risk mitigation methodologies have become 
synonymous with good governance over IT.

Information Technology Risk Management 
in Enterprise Environments is not industry-
specific. It addresses all sectors of business, 

industry and even 
public/government 
sectors because 
risk, by its nature, 
and IT risk, due to 
the use of IT in all 
organizations, are 
all-pervasive. The 
book refers to US 

and European legislation and standards, but it is 
nevertheless applicable to all geographic areas.

The book is comprised of two parts of five 
chapters each:  Part I covers industry practices; 
Part II provides guidance to develop a risk 

management program. The material is well 
organized with appropriate figures and tables. 
The book also has a useful glossary and an index 
for ease of reference. One of its strengths is that 
it provides 10 appendices, a reference section for 
each of the 10 chapters and a glossary, providing 
appropriate documentation for the reader. It 
could have added further value if the text were 
embellished by interactive case studies.

The book provides a management perspective 
and a practical approach to implementing a risk 
assessment and a risk mitigation process using a 
team approach. It provides a survey of industry 
practices, and it is a good guide for developing a 
framework for IT risk assessment and mitigation 
in the enterprise.

One of the highlights of the book is that it deals 
with IT risk management methodologies such as 
COBIT and Octave. COBIT is widely referenced, 
and the methodology is explained in detail. 

Overall, Information Technology Risk 
Management in Enterprise Environments is a 
useful book for information security managers, 
security analysts, systems developers, auditors 
and consultants, and it even would be of help  
to academics and students. It is a how-to/
reference book, as well as a useful addition  
to the business library.

edITOR’S nOTe
Information Technology Risk Management 
in Enterprise Environments is available from 
the ISACA Bookstore. For information, see the 
ISACA Bookstore Supplement in this Journal, 
visit www.isaca.org/bookstore, e-mail 
bookstore@isaca.org or telephone 
+1.847.660.5650.
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The US Sarbanes-Oxley Act is an old bandwagon 
for most of the publicly listed companies, as they 
have been riding on it since its inception in 2002. 
But, most companies face newer challenges every 
day with the birth of newer technology, rapidly 
changing business conditions, and/or mergers 
and acquisitions.

Even after eight years of Sarbanes-Oxley, 
companies are still struggling to identify the 
right scope and the appropriate approach toward 
Sarbanes-Oxley IT general controls (ITGC). Lack 
of knowledge to identify the right scope can lead 
to an increase in the overall cost of compliance 
since organizations may test applications that 
would otherwise be deemed out of scope if an 
appropriate risk assessment had been performed.

The question that should be asked is, what 
should companies do to identify the exact scope 
for ITGC? Not only is it important to identify 
the systems that would fall into the scope of 

Sarbanes-Oxley, it 
is also important 
to identify the 
extent to which 
a specific system 
should be tested. 
For example, an 
auditor would 
definitely perform 

detailed testing for the financial system of records 
(SAP or PeopleSoft), but would not spend too 
much time or cost on performing the same level 
of testing for a system that falls into the scope 
but has only a handful of system administrators 
managing it.

The most appropriate and effective way to 
define the right scope and the extent of testing 
for each Sarbanes-Oxley in-scope system is to 
perform a risk assessment focusing on the risks 
associated with Sarbanes-Oxley requirements and 
specific to ITGC. Risk assessment is not a new 
buzzword—everyone in today’s world talks about 

risk-based approach, risk assessments, etc., but 
few understand that for a risk assessment exercise 
to be successful, it is extremely important to 
identify whether the focus of risk assessment is 
confidentiality, integrity and/or availability, and 
then to define the risk criteria/parameters.

For example, a risk assessment exercise for 
Payment Card Industry (PCI) Data Security 
Standard (DSS) compliance focuses on what 
should and should not be stored to ensure that 
credit card information is not compromised 
and, thus, to ensure data privacy. However, for 
Sarbanes-Oxley, the same approach cannot be 
applied because Sarbanes-Oxley focuses on data 
integrity and misstatements to financial reporting. 
Therefore, the risk assessment criterion shifts 
from data privacy to data integrity.

The right approach to identify the exact scope 
and extent of testing for Sarbanes-Oxley ITGC is to 
perform a detailed risk assessment that is focused 
on the risks that are associated with each general 
control process area, such as change management, 
logical access, computer operations, job scheduling, 
and third parties/service organizations that manage 
applications or data centers.

IdenTIFY RISk CRITeRIA/PARAMeTeRS
The organization’s approach to Sarbanes-
Oxley risk assessment should identify the key 
risk parameters that would help to quantify 
the risks for ITGC. An application might be 
considered “high risk” when viewed from a 
change management perspective because it might 
undergo hundreds of changes every month, but it 
might be “low risk” when viewed from a logical 
access perspective because it has only four to  
five administrators and no end users accessing 
the application.

To identify the appropriate risk parameters 
to perform a risk assessment for Sarbanes-Oxley 
ITGC, the focus should be on integrity and  
access risks.
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InTegRITY RISk
Integrity risk encompasses all of the risks associated with 
the authorization, completeness and accuracy of transactions 
as they are entered into, processed by, summarized by and 
reported on by the various application systems deployed by 
the organization. These risks pervasively apply to every aspect 
of an application system that is used to support the core 
financial system.

The following are the critical parameters that could impact 
the integrity of a financial application:
1.  Number of changes—The number of changes made to a 

financial application is directly proportional to the risk—
the more changes, the higher the risk.

2,  Number of application controls—If an application is 
completely automated and the output produced is relied 
upon for financial reporting without manual intervention, 
it becomes critical to ensure that all automated application 
controls are effective. Again, the more automated the 
application controls, the more reliance on the application 
and the higher the risk.

3.  Developed in-house—This parameter is critical to identify 
appropriate risk levels. If an application is homegrown and 
an internal team of developers has access to modify and 
maintain the application, the associated risk should be high; 
whereas, if an application is commercial, any changes to  
the source code will need vendor intervention and 
appropriate methods.

4.  Number of developers—The number of developers is 
again directly proportionate to the risk associated with 
inappropriate application configuration and is a critical 
parameter in evaluating risk levels.

ACCeSS RISk
Access risk focuses on the risk associated with inappropriate 
access to financial systems, data or information. It 
encompasses the risks associated with improper segregation 
of duties, the integrity of financial data and databases, and 
information confidentiality.

The following are the critical parameters that could impact 
access to a financial application:
1.  Number of users—The number of users accessing the 

application has a direct impact on the risk of unauthorized 
access and unapproved transactions—the more users, the 
more risk. An application with three users would probably 
be considered to have low risk; however, an application 

with 30,000 users will have a higher level of risk because 
there will be more chances of human error while granting 
access, of granting conflicting access or of inappropriate 
access monitoring.

2.  Number of administrators—Similar to the number of users, 
the number of administrators managing the application has 
a direct, proportionate impact on risk levels.

3.  Direct access to the underlying database—This is a critical 
parameter, as it can leave backdoor entries for users with 
direct access to the underlying database. Few applications 
store user information within the application, and direct 
access to the database is not allowed; whereas, some 
applications allow users to directly access the database 
without going through the application. Again, the risk will 
be high in the latter case.

4.  Integrated/independent authentication—It is very 
important to evaluate the authentication mechanisms in 
place for a financial application to determine the list of 
people who have access to the application. If an application 
uses integrated authentication with the operating system, 
the risk is high because users who are approved to manage 
the operating system would also be granted access to 
the application; whereas, if the application has its own 
authentication mechanisms, the risk will be low because 
even though a person might be an administrator of the 
operating system, he/she would require an application ID 
to access the financial application.
The above identified risk parameters can help determine/

quantify the actual risk levels for each financial application 
from an ITGC perspective. A risk scale of low, medium or 
high is used in the following example, as a demonstration, to 
calculate the risk ratings for the applications. The risk scale 
for Sarbanes-Oxley can be defined as shown in figure 1.

IMPLeMenTATIOn OF RISk ASSeSSMenT
The following example demonstrates the implementation of 
the risk assessment approach.

Company ABC Inc. has two financially critical applications 
used for financial reporting purposes (see figure 2). App 1
is the financial system of records and is a commercial 
application that can be customized, but no development is 
possible. Any development effort requires contacting the 
vendor. App 1 has about 150 end users from the accounts 
payable (AP), accounts receivable (AR), general ledger (GL) 
and payroll departments, who enter financial data. The 
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application has a Structured Query Language (SQL) database 
that is maintained by two administrators, and no end users 
have direct access to the database due to security designed 
within the application. App 1 has its own authentication 
mechanism. Since App 1 is a commercial application, not 
many changes are performed, but historical data show 
that about two changes are performed annually. Since this 
is a commercial application, the vendor has built several 
application controls (approximately 25) that control the 
environment to produce accurate financial reports and results.

App 2 is a homegrown application and is maintained by 
20 developers, and about 100 end users access it. It has a 
database that is maintained by 10 system administrators. The 
database can be directly accessed by the users if they open an 
Open Database Connectivity (ODBC) connection outside of 
the application. The application has integrated authentication 
with the underlying Windows operating systems. Since it 
was developed in house, the number of changes is on the 
higher side—close to 300 annually, according to historical 
data. No application controls are built into this homegrown 
application.

The results of risk assessment for these two applications 
show that App 2 is rated a high risk from a Sarbanes-Oxley 
ITGC perspective and needs controls to be established to gain 
reasonable assurance about the integrity of financial data. 
Since the number of changes made to the application is high, 
an auditor should test all aspects of change management, 
including predevelopment approvals, testing (unit, stress and 
integration, as applicable), verification of test plans and test 
results, quality assurance testing, separation of environments 
(development, test, quality assurance, training, production), 
segregation of duties (no developer access to production), 
premigration approval, verification that migration is done 

by authorized individuals, and postimplementation control 
to ensure that the change is working as expected and that 
nothing “broke.” Similarly, for logical access, both prevent 
and detect controls (such as user provisioning/deprovisioning, 
monitoring of security logs, user access reviews and 
appropriate password controls) should be established.

App 1 is rated as low risk due to the lower number of 
changes made to the application and lack of development 
effort being done internally. For a low-risk application, the 
organization can consider testing only critical preventive 
controls, instead of doing a full-blown ITGC testing. For 
example, for change management, only a preproduction 
approval should be sufficient, since all development and 
testing is performed by the external vendor, and all other 
change management controls can be referred to a Statement 
on Auditing Standards No. 70 (SAS 70) report or an 
equivalent. Similarly, for logical access, controls such as 
system administrator reviews can be eliminated because 
there are only two administrators and direct access to the 
database is not allowed. For low-risk applications, preventive 
controls such as appropriate password configurations and 
provisioning/deprovisioning provide enough assurance that 
the applications are secure and the necessity of detect controls 
can be eliminated using this approach, which will result in 
fewer controls and reduction in overall cost of compliance.

Once an organization has identified the high-risk and low-
risk applications and the controls are established and tested 
for appropriateness, the internal audit department should 
analyze the trend for failures and effective controls to evaluate 
whether more controls should be implemented for certain 
applications and whether some controls can be eliminated 
for others. For example, if changes to password configuration 
controls are very rare and have been effective for a period of 

Figure 1—Risk definitions for Sarbanes-Oxley

high Risk Medium Risk Low Risk

1.  Potential significant impact to revenue or 
earnings

2. Material to the financial statements
3. Could result in external audit qualification
4.  Could result in significant fines or legal 

action—serious failure to comply
5. Potential significant business interruption
6.  Should be communicated to the board of 

directors if it occurs

1.  Potential moderate impact to revenue or 
earnings

2. Potentially material to the financial statements
3.  Could result in management letter from 

external audit firm (significant issues) 
4.  Failure to comply with legal or regulatory 

requirements in some instances
5. Potential business interruption
6.  Should be communicated to executive 

management if it occurs

1. Slight to no impact to revenue or earnings
2. Not material to the financial statements
3. No major external audit findings or issues
4.  Failure to comply with legal or regulatory 

requirements in nonserious and isolated 
cases

5. Minimal business interruption
6.  May need to be communicated to functional 

leader if it occurs
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time, the control can be put on rotation, where it is tested 
every two years to reduce the overall effort of testing and cost 
as well to reduce the load on the IT department. Similarly, if 
changes are rare for an application (as was the case with App 
1 in the previous example), those controls can be performed 
by inquiry, instead of a full-blown test, to confirm if any 
changes were made to the application, and further testing 
can be done only if changes were made. If the trend analysis 
shows that the controls are effective year on year and, most 
important, if there is no feedback or issues raised by the 
external auditor, existing controls are clear enough to ensure 
that all financial transactions are secure and reliable.

COnCLUSIOn
Using this approach, focusing on the parameters that are 
critical from the Sarbanes-Oxley ITGC perspective, internal 
audit departments across the organizations can save a lot of 
time, effort and money and also reduce the load on the IT 
department. Performing 
risk assessments 
periodically with the right 
parameters in place can be 
used by audit management 
as a basis to gain comfort 
that all systems are being 
validated and tested as 
required by the Sarbanes-
Oxley ITGC requirements. 
This will reduce the 
probability of any significant deficiencies and increase 
external auditors’ confidence in management’s testing. If the 
scope of the ITGC audit is appropriate, the extent of manual 
procedures that an external auditor will typically perform will 
be reduced, which will further reduce the overall cost  
of compliance.

edITOR’S nOTe
Collaborate with ISACA members and access additional 
resources on this topic in the ISACA Knowledge Center 
located at www.isaca.org/knowledgecenter.
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Figure 2—Risk Assessment of Financially Critical Applications at Company AbC

Integrity Risk

Application name
number of Annual 

Changes
number of 

Application Controls
In-house

development
number of 
developers Risk Level

App 1 2 25 No 0 Low

App 2 300 0 Yes 20 High

Access Risk

Application name number of end Users
number of 

Administrators
direct Access to 

database Authentication Risk Level

App 1 150 2 No Independent Low

App 2 100 10 Yes Integrated High
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beings perform manual processes, there is a 
risk of something being done wrong—either 
accidentally or on purpose. In a privately held 
company, those discrepancies are potentially 
more devastating than they are in a public 
company. They are also much more personal. 
A second-generation GRC solution mitigates 
that risk by automating and regulating 
business processes. It can assure that all work 
is performed properly by refusing to allow 
completion of the process if the prescribed 
procedure is not followed. 

2.  Tightens up business processes. When a 
business first starts out, all the rules and 
business processes are generally laid out and 
closely followed by everyone who works 
there. Over time, however, as the business 
expands, the processes tend to expand along 
with it. Different people have different ways of 
working and will tend to do things in the way 
they are most comfortable—even if it conflicts 
with the organization’s best practices. Second-
generation GRC solutions help rein in the 
“cowboy” approach by tightening up business 
processes, and then making compliance a part 
of the process instead of a separate operation. 
At the same time, if there are improvements 
that need to be made, they can be easily 
implemented across the entire organization 
rather than affecting only the originator(s). 
Ultimately, they create a culture of controls, 
ensuring that work is completed by following 
the proper, repeatable processes rather than 
through individual acts of heroism.

3.  Improves change management. Anytime there 
is a change, it is important to document it to be 
able to trace back through any later problems. 
Yet, documentation is often the bane of an 
organization—something people know they 
should do but often put off in the interest 
of more urgent matters. Second-generation 
GRC solutions automatically create the 
documentation for any changes, assuring that 
there is always a current and accurate record of 

When the US Sarbanes-Oxley Act was first 
enacted in 2002 in the wake of several very visible 
accounting scandals, small to medium enterprises 
(SMEs) may have felt they dodged a very 
expensive bullet. The requirement to document 
processes for governance, risk management and 
compliance (GRC), and have them confirmed by 
outside auditors, applied only to publicly traded 
companies. Unlike their publicly traded brethren, 
SMEs were not forced to purchase costly GRC 
software, did not have to redirect resources from 
their normal daily tasks to prepare for audits and 
did not have to change their methods of operation 
to comply with a government mandate. 

Yet a funny thing happened in large 
enterprises as a result of that “bullet.” While at 
first they did it just to check off the “compliance” 
box on their list of tasks, in time they found 
that they were operating more efficiently, 

lowering their costs, 
driving innovation and 
becoming more agile. 
The focus in GRC 
shifted from the “C” to 
the “G” and the “R.” 
And as SMEs stood 
on the sidelines and 

watched, suddenly the idea of following a GRC 
regimen started looking more attractive. 

What was not attractive was the price tag 
for those first-generation GRC solutions. Now, 
with the introduction of second-generation GRC 
solutions, the price has come down significantly. 
In fact, some second-generation GRC solutions 
are one-third the cost (or less) of the first-
generation products.

Still, SMEs are not required to demonstrate 
compliance to outside auditors or to the 
government. So how does an organization decide 
whether the benefits of implementing a second-
generation GRC solution outweigh the cost? Here 
are some things to consider:
1.  Minimizes risk. Every business, no matter 

what the size, has risks. Anytime human 
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every process from inception on. They also allows  
SMEs to make more changes within a given time frame, 
helping them react more quickly to market pressures  
and opportunities. 

4.  Helps drive innovation. There are only so many hours in 
the day, and so much work each person in the organization 
can do. If that time is spent performing manual tasks (such 
as documenting changes), it is not available for more high-
value work. By automating tedious but necessary manual 
processes, second-generation GRC solutions free up those 
resources, allowing more time to drive innovation and to 
help the organization gain a competitive advantage. 

5.  Increases agility. One of the theoretical advantages an SME 
holds over a large enterprise is agility. Smaller companies 
are expected to be able to react more quickly to problems 
as well as sudden opportunities in the market. But, if they 
are bound by outdated or slow business processes, that 
advantage is often lost. Second-generation GRC solutions 
help SMEs regain and even increase their agility, making 
them more competitive even in the face of factors they 
cannot control (such as the economy). 

6.  Eliminates costly, repetitive tasks in the enterprise 
resource planning (ERP) landscape. By their nature, ERP 
systems have many repetitive tasks. An example could be 
something as simple as provisioning new users into the 
system. This is normally a manual task that takes time away 
from more important work. Yet, it is also the foundation 
for everything else that user will do in an ERP system, 
so it is important that it be done quickly and accurately. 
Second-generation GRC solutions can automate the process 
of enrolling users, with the appropriate controls and audit 
trail to assure everything is spot-on. As a result, ERP 
administrators spend less time on repetitive manual tasks, 
which frees them to do more high-value work. 

7.  Can be implemented in stages. Unlike the mandatory 
efforts for publicly traded companies that resulted from 
Sarbanes-Oxley, use of second-generation GRC solutions 
in SMEs is completely voluntary. As a result, they can be 
implemented in stages, allowing the cost savings from stage 
one to help fund the second stage, and so on. This option 
makes gaining all the other benefits much more palatable 
and realistic for budget-conscious organizations.
Compliance may not be required for SMEs, but sound 

business practices, tight controls and agility are—especially in 
the current economy. Second-
generation GRC solutions give 
SMEs the tools they need to 
act like the “big boys”—and 
reap all the attendant benefits. 
They also make SMEs more 
attractive business partners for 
enterprises that are required 
to demonstrate compliance. 
When all the factors are 
considered, it is apparent that 
GRC is not the bullet that SMEs thought they dodged, but 
a powerful weapon to increase competitive advantage. And, 
now is the time to seize the opportunity.

edITOR’S nOTe
Collaborate with ISACA members and access additional 
resources on this topic in the ISACA Knowledge Center 
located at www.isaca.org/knowledgecenter.
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exercise sustainable. Such an approach puts 
additional responsibilities on information systems 
(IS) auditors as well (this is addressed toward the 
end of the article).

Typical GRC implementation approaches 
include:
•  Checklist-based—For reasons cited previously, 

organizations implement GRC as a reporting 
exercise. Implementers and auditors adopt the 
checklist approach1 for testing compliance to a 
list of requirements.

•  Asset-based—In this method, information 
assets and their vulnerabilities are identified. 
Threats that could compromise confidentiality, 
integrity and availability of these assets are 
then identified. Based on the probability of 
threats exploiting these vulnerabilities and 
the consequential impact, the risk exposure 
is computed. Risk mitigation measures 
are suggested for vulnerabilities with risk 
exposures higher than the risk tolerance 
limit. The methodology is the application of 
Failure Mode and Effects Analysis (FMEA),2 
popular in engineering design and analysis, 
to the IT domain, except that FMEA does 
not recommend an asset-based approach. 
Though the International Organization for 
Standardization (ISO) does not recommend 
any specific method for information security 
assessment, consultants and practitioners 
have been using this method for ISO 27001 
implementation.3 The Operationally Critical 
Threat, Asset, and Vulnerability Evaluation 
(OCTAVE) method, developed by the Software 
Engineering Institute (SEI), is another asset-
based method.4, 5

•  Incident-based—Another approach that 
is recommended for risk management and 
audit is to look at the past deviations, using 
incident reports, error reports, system failure 
reports, etc. Using loss-event data collection 
as a measure of operations risk exposure, as 
recommended by Basel II,6 is an example of an 
incident-based approach.7

A number of corporate accounting scandals, 
such as Enron, created a need for regulations, 
such as the US Sarbanes-Oxley Act. The need 
for sound corporate governance principles was 
actively debated in this context, and the concept 
of governance, risk management and compliance 
(GRC) resulted. The concept has wide coverage 
now, encompassing enterprise risk management 
(ERM), operational risk management, incident 
management and other related areas. As with 
many popular concepts and practices, there are 
myths surrounding GRC, too. Some of these 
myths include:
•  GRC is for the board to worry about; day-to-day 

management is not concerned with GRC.
•  GRC is for big companies only.
•  GRC is for listed companies to worry about.
•  GRC is a pain organizations have to live with 

because government wants it.
•  GRC is about documentation and reporting.
•  GRC implementation interferes with  

the business.
Irrespective of size and pattern of ownership, 

organizations need to recognize that governance 
is the superordinate requirement to sustain 
ongoing activities, and risk management and 
compliance are necessary prerequisites for 
ensuring good governance. Thus, GRC needs  
to be a critical concern for all organizations,  
and its focus should be much larger than  
statutory compliance. 

A narrow focus has made GRC a reactive and 
piecemeal exercise in organizations. Even larger 
organizations with a better vision of GRC take 
up statutory compliance as the first step, and 
the larger exercise of holistic implementation 
and maintenance of GRC is placed at a lower 
priority. Consultants who are engaged in these 
assignments are forced to cater to the immediate 
needs of management and, thus, fail to present a 
comprehensive approach of ERM as part of GRC.

The subject of this article is to present a more 
fundamental approach to GRC and to suggest 
the most appropriate methodology to make the 
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A checklist-based approach is environment-specific and 
lacks rigor. However, this approach is popular for audits 
because of its simplicity. It is useful for regular periodic audits 
and serves the purpose when there has not been any major 
change in the business processes.

An incident-based approach assumes that if there is a 
problem in the system, it would be visible in some of its 
effects. To what extent is this true? To take an analogy 
of the human body, a viral infection would manifest in 
symptoms such as a cough and a cold, so monitoring external 
symptoms could unearth the underlying malady, but there 
could be a possibility that some dormant phenomenon such 
as cell mutation could go undetected until it develops into 
cancer. Incidents provide clues to the level of exposure and 
allow organizations to recalibrate their business processes 
to meet the new exposure levels.8 But, if the incident turns 
catastrophic, it is too late for any remedial action. The 
recent collapses of several financial institutions despite 
implementation of Basel II recommendations are examples; 
these collapses did not leave any time for recomputation of 
capital requirements.9 

An asset-based approach is more rigorous and 
comprehensive than these two approaches. In this approach, 
risk is looked upon as a threat to an asset, and the remedial 
measures are incorporated in the business processes of the 
organization. In the subsequent sections, an argument is 
presented that instead of looking at the processes for remedial 
action only, one needs to apply a rigorous analysis to the 
process(es) associated with the management of assets. 

The argument is based on the premise that incidents or 
threats to assets are due mainly to process vulnerabilities. 
These vulnerabilities could arise due to poor design of 

processes or controls 
associated with these 
processes or due to their 
improper implementation. 
Hence, a fundamental 
approach to risk analysis 
should start with  
process analysis.

PROCeSS-bASed APPROACh:  exPLAInIng The RATIOnALe
Risks arise because of exploitation of a vulnerability in the 
process. During a given period, a vulnerability may or may 
not result in some form of damage to an asset. It may or may 

not show up as an incident. Regardless, the fact remains that 
the vulnerability exists, ever ready to be exploited. When a 
risk emerges and becomes conspicuous to the users, it may 
have already caused damage to the processes/assets of the 
organization; therefore, any attempt to address risks without 
studying the vulnerabilities would amount to remedying the 
consequences without addressing the causes. That is why 
it is advised that the processes need to be studied for their 
vulnerabilities. The reason many frauds are perpetrated by 
internal people is because of their knowledge of vulnerabilities 
in the business processes.

The suitability of a process-based approach can be 
appreciated through a case example:  A large chemical 
manufacturing organization had a problem in which many 
vendor checks were returned because of spelling mistakes 
in the name of the vendor. The vendor master had 4,000 
entries, and the uncontrolled entry by many assistants had 
led to several names being misspelled. Since spelling mistakes 
did not create any problem in order execution, the purchase 
department, owner of the table, did not take any measure to 
correct the table. Accounts requested a facility for correcting 
the names while preparing checks. This was approved by 
management. While trying to address recurrent vendor 
complaints and associated problems, management did not 
realize that they were introducing a control weakness. No 
violation was reported during the six months in which this 
procedure was occurring; therefore, incident-based audit 
failed to capture the vulnerability. Asset-based risk assessment 
showed the vendor check returns as a threat to company 
reputation, an important asset, and the name correction 
facility for the accounts as an alleviation measure, thus the 
assessment showed reduced risk. It was only when the process 
was analyzed that the risk introduced became apparent.

PROCeSS-bASed APPROACh:  An OveRvIeW
A process view of an organization is a very detailed view 
and requires progressive elaboration until all elemental tasks 
are identified. Insiders in an organization would have only a 
partial/gross-level view of the processes and, thus, may not be 
fully aware of the vulnerabilities in the processes. A detailed 
documentation, mapping all business processes at their 
elemental level, is a necessary first step. Many vulnerabilities 
arise at the interprocess interface level and, thus, get 
omitted when processes are mapped in an isolated manner 
by their respective owners. The level of details required 

”
“A fundamental 

approach to risk 
analysis should start 
with process analysis.

23ISACA JOURNAL  VOLUME 5, 2010



for documentation of all the business processes makes it 
a daunting and cumbersome task that many organizations 
are hesitant to undertake.10 But, this is a onetime task that 
organizations need to complete, after which the process maps 
need to be maintained. The latter is a manageable task if 
undertaken on an ongoing basis.

A structured way of understanding an organization is to 
take a hierarchical view of the processes. This would help one 
understand the relationship of the processes to the business 
goals as well as the interrelationship among the processes. 
Hierarchy starts with deliverables in terms of products/
services, and then the associated business processes for these 
deliveries are identified. Processes need to be decomposed 
into subprocesses and activities. The process map is complete 
only when the following have been identified: 
•  The roles that perform each of the tasks
•  Entities, including assets, impacted by the processes
•  Application programs affecting the process
•  Data (tables) affected by the process 
•  Documents used by the process (data and documents used 

by this process would provide a link to the process that 
generated the data/documents)

•  Documents generated by the process
•  Controls built into the process

The controls built into the process give an idea of the risks 
identified, and the process analysis should include the residual 
risk after the controls.

AUdIT
The process-based approach puts additional responsibilities 
on GRC auditors, too. GRC auditors should take a process 

view and check the 
processes. Obviously, the 
auditor has to undertake 
a sampling test to conduct 
the audit. While selecting 
processes for audit, some or 
all of the following criteria 
may be applied:

•  Criticality of the process to the business
•  Financial implication of the process
•  Processes involving outsider interaction
•  Customer interaction processes
•  Recently changed processes

Depending on the level of maturity of processes, criticality 
of business and frequency of audit, the auditor may decide 
to perform a substantive audit to check the robustness of 
the processes as mapped or a compliance audit to check the 
match among the practices and processes.

In organizations in which extensive documentation of the 
processes exists, the auditor needs to check the conformance 
of the process document to the process in practice. If there 
are deviations, the process map has to be changed, and then 
the process needs to be analyzed for its robustness. This check 
has to address the following queries:
•  What are the process objectives?
•  How are they aligned to business objectives?
•  What are the sources of data for this process? Are these 

data authenticated?
•  What are the direct data entries into this process? How are 

they authenticated?
•  What are the checks built in the process? What are the 

stated objectives of these checks? Are they sufficiently 
robust to achieve the desired objective?

•  Which are the roles that hold data entry/modification rights 
in the process? Do these roles have sufficient authority to 
perform these actions?

•  What are the implications of such data change/wrong  
data entry?

•  What are the checks available for entry of accurate, 
authorized data only?

This is an indicative checklist and needs to be modified 
depending on the process and the context.

Where process maps do not exist, the auditor has the 
challenging task of preparing the maps for the processes 
identified for audit. Audit firms may need to build in-house 
expertise in developing business process maps or usage of 
business process management (BPM) tools.

An exAMPLe
The following banking example11 is provided to help explain 
the four-step process-based approach:
1.  Business processes are designed in an organization with 

a view toward delivering a product/service. Therefore, 
in a top-down approach, identify the products/services 
delivered by the organization (see figure 1).

2.  Identify the business processes associated with each of the 
products/services. This example takes personal loans as the 
product example and maps their business processes  
(figure 2).24 ISACA JOURNAL  VOLUME 5, 2010
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3.  Take the presanction subprocess and expand it (figure 3). 
This step can iterate several times until the elemental level of 
tasks is reached. While mapping the subprocesses/activities, 
also map the following: 
•  Roles associated with the subprocess/activity (shown in 

gray rectangles in figure 3)

Figure 1—Products/Services

 

Figure 2—Personal Loans business Process

 •  Entities/documents associated with that subprocess/
activity (e.g., application form)

•  Risks associated with the subprocess/activity (shown in  
gray ovals, in figure 3)

 During an audit, the auditor has to independently draw the 
map for risks and ensure that all risks have been identified 
by the process owner.

4.  For each of the risks identified, map the controls (figure 4).
During the audit, the auditor should check that, for all 
identified risks, the controls available are adequate.

COnCLUSIOn
This article reviews different risk analysis approaches 
and argues that a process-based approach addresses the 
requirements from the basic details and, hence, is more 
rigorous and comprehensive. The GRC approach has evolved 
beyond Sarbanes-Oxley compliance, and the GRC tools are 
maturing to address comprehensive risk management needs. 
There are process-based GRC tools currently available in the 
market.12

A sound GRC model would mandate the maintenance of 
a business process maps repository in the organization. The 
challenge lies not only in creating and storing these maps, 
but also in maintaining them. In a dynamic market situation, 
organizations keep adding products and services. Market 
demands compel organizations to continuously improve their 
business processes to suit the newer products and services. 
Even organizations that offer a fixed portfolio of products 
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and services need to innovate their business processes to 
maintain their agility and competitiveness. These changes 
need to be reflected in the business process maps, and a good 
configuration management of these maps is essential.

Auditors should also redefine their process-based approach 
and should build the necessary competencies to fulfill this 
task. Irrespective of the organization’s approach toward GRC 
implementation, auditors should undertake a process-based 
approach, as this addresses the risk at the most elemental level 
and is, thus, more comprehensive. This approach has already 
gained popularity among larger consulting and audit firms 
because of its strengths.13
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Figure 4—Controls Mapped for each of the Risks Identified
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The CISM® Review 
Manual 2010 is 
a comprehensive 
reference guide 
designed to assist individuals in preparing 
for the CISM exam and individuals 
who wish to understand the roles and 
responsibilities of an information security 
manager. The manual has evolved over 
the past six editions and now represents 
the most current, comprehensive, globally 
peer-reviewed information security 
management resource available.

The CISM Review Manual 2010 features 
a new format. Each of the five chapters 
has been divided into two sections for 
focused study. The first section contains 
the definitions and objectives for the five 
areas, with the corresponding tasks and 
knowledge statements that are tested  
on the exam.

Section 1 is an overview that provides:
• Definitions for the five areas
• Objectives for each area
• Descriptions of the tasks 
•  A map of the relationship of each task 

to the knowledge statements 
•  A reference guide for the knowledge 

statements, including the relevant 
concepts and explanations 

•  References to specific content 
in section 2 for each knowledge 
statement

•  Sample practice questions and 
explanations of the answers

•  Suggested resources for further study

Section 2 consists of reference material 
and content that supports the knowledge 
statements. Material included is pertinent 
for CISM candidates’ knowledge and/
or understanding when preparing for the 
CISM certification exam. Also included 
are definitions of terms most commonly 
found on the exam. 

This manual can be used as a stand-
alone document for individual study or as 
a guide or reference for study groups and 
chapters conducting local review courses. 
It is a primary reference resource for 
information security managers seeking 
global guidance on effective approaches 
to governance, risk management, 
program development, management and 
incident response.

The 2010 edition has been developed 
and is organized to assist candidates in 
understanding essential concepts and 
studying the following job practice areas:
• Information security governance
• Information risk management

•  Information security program 
development

•  Information security program 
management

• Incident management and response
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CM-10J Japanese Edition
CM-10S Spanish Edition

CISM Review 
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Answers  
& explanations 
Manual 2009
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The CISM® Review 
Questions, Answers & Explanations 
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Manual 2008 and the 2008 Supplement. 
These questions are not actual exam 
items, but are intended to provide CISM 
candidates with an understanding of 
the type and structure of questions and 
content that have previously appeared 
on the exam. This publication is ideal to 
use in conjunction with the CISM Review 
Manual 2010.

To assist candidates in maximizing study 
efforts, questions are presented in the 
following two ways:
• Sorted by job practice area
•  Scrambled as a sample  

200-question exam

CQA-9 English Edition
CQA-9J Japanese Edition
CQA-9S Spanish Edition

CISM Review 
Questions, Answers 
& explanations 
Manual 2009 and 
2010 Supplements 
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Developed each year, 
the CISM® Review 
Questions, Answers & 
Explanations Manual 
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2010 Supplement 
are recommended 
for use when 
preparing for the 2010 CISM exam. 
Each supplement consists of 100 
different sample questions, answers and 
explanations based on the current CISM 
job practice areas, using a process for 
item development similar to the process 
used for developing actual exam items. 
The questions are intended to provide 
CISM candidates with an understanding 

of the type and structure of questions that 
have typically appeared on past exams, 
and were prepared specifically for use in 
studying for the CISM exam.

2010 editions 
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CQA-10SS Spanish Edition 
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Database v10 combines the CISM Review 
Questions, Answers & Explanations 
Manual 2009 with the CISM Review 
Questions, Answers & Explanations 
Manual 2009 Supplement and 2010 
Supplement into one comprehensive 
650-question study guide. Sample exams 
with randomly selected questions can 
be taken and the results viewed by job 
practice, allowing for concentrated study 
one area at a time. Additionally, questions 
generated during a study session are 
sorted based upon previous scoring 
history, allowing CISM candidates to 
easily and quickly identify their strengths 
and weaknesses and focus their study 
efforts accordingly. Other features provide 
the ability to select sample exams by 
specific job practice areas, view questions 
that were previously answered incorrectly 
and vary the length of study sessions. 
The database software is available in CD-
ROM format or as a download.

PLEASE NOTE the following system 
requirements:
•  400 MHz Pentium processor or 

equivalent (minimum); 1 GHz Pentium 
processor or equivalent (recommended)

•  Supported operating systems:  Windows 
Server 2003, Windows Server 2008, 
Windows Vista, Windows XP

• 512 MB RAM or higher
•  One hard drive with 250 MB of 

available space (flash/thumb drives not 
supported)
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• CD-ROM drive
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• Documentation and system validation efforts 
commensurate with the risk

• A repeatable, measurable and scalable IT risk 
assessment process over IT systems

• Sustained compliance with regulatory 
requirements
The main critique of the highly compliance-

focused approach is that it is resource-consuming 
and difficult to apply consistently. In real life, an 
illustration of such an approach applied to the 
airline industry would be that all components 
of the aircraft, as well as passengers and staff, 
would be thoroughly and consistently checked 
for structural damage, identity of passengers 
would be checked, inspection of luggage would 
be conducted, etc. All possible scenarios that 
could compromise safety (e.g., liquids, hidden 
explosives, collusion with staff) would be 
examined, ranked and managed accordingly in a 
series of standard procedures and checklists. Such 
conservative approaches, while robust on paper, 
are not necessarily sustainable in the long term, as 
large costs would be involved. 

At the other end of the spectrum, a 
noncompliant approach would involve a highly 
judgmental, undocumented and subjective 
assessment of risks. In the airline analogy, the 
unstructured control would be left to airline crew 
screening sample passengers via an informal 
procedure, e.g., using observation and simple 
inquiry only. Such an approach would cause 
unreasonable acceptance of risk to passengers’ 
safety and would understandably cause public 
concerns.

RedeFInIng RISk
When it comes to IT systems life cycle and change 
control, there is often some confusion as to how 
to comply with certain regulatory requirements 
relating to computerized systems, without 
producing massive amounts of documentation 
for a simple change or a large implementation 
project. For instance, publicly traded 

“If one is forever cautious, can one remain 
a human being?”  
—Aleksander Solzhenitsyn

The human brain is inadequately trained to 
manage risk effectively:  Countless people 
continue to smoke tobacco, drive without a 
seatbelt and engage in other hazardous behaviors. 
Individuals may accept unreasonable risk  
(e.g., get a loan while already indebted to invest 
on a speculative investment) if it can yield a  
higher payoff. 

Running against human nature, regulatory and 
governance pressures—e.g., the US Sarbanes-
Oxley Act, Basel II, International Organization 
for Standardization (ISO) standards—are 
prompting management to systematically identify 
significant risks and mitigate their impact. In risk 
management literature, risk is seen as a function 
of the probability of occurrence and impact. 
These are difficult to assess with precision. In real 
life, humans tend to underestimate (“accept”) 
risks that have a low or remote probability 
of occurrence (even those that could have a 
catastrophic impact) for reasons including scarcity 
of resources (especially time) and tendency to 
focus on short-term objectives. In the business and 
technology world, managers struggle to implement 
sustainable and cost-effective means to balance 
risks and operational constraints.

bALAnCIng exeRCISe
This article explores the concepts of a 
risk management model in the context of 
change management to IT systems, and their 
ramifications with respect to system life cycle 
controls. However, the model and its concepts 
could be applied to other business risk areas. 
Figure 1 illustrates a practical, risk-based 
approach to IT systems that proposes a balance 
between two extreme models (noncompliant vs. 
highly compliance-focused). This approach is 
aiming to deliver:
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organizations encountered an excessive paperwork burden 
during the first years of enforcement of the US Sarbanes-
Oxley Act requirements for systems that were remotely 
related to financial reporting. Other examples are the “good 
practices” from the US Food and Drug Administration (FDA), 
which require computerized systems to be maintained in a  
validated state.

Taking, as an example, a complex business application, 
such as an enterprise resource planning (ERP) system, 
for which code changes or extensions occur frequently, 
some areas of the application system, such as payroll, cash 
management or general ledger, are subject to a higher level of 
data integrity and system security. When a particular change 
is made to an application system or its supporting hardware 
components, how can management ensure that it will not 
have any unforeseen negative impact on certain functionalities 
or data? On the one hand, IT could take a hands-off approach 
and hold the business users accountable for data integrity. 
Such a noncompliant approach could rapidly cause soaring 
audit costs, regulatory issues and lack of trust toward the 
systems. On the other hand, performing extensive validation, 
regression testing and documentation for the entire system 
every time a change is made to ensure that everything works 
as expected can be expensive and would not be sustainable 
in the long term. There needs to be a compromise between 
these two models. The solution is to use a risk assessment 
framework that will assist in simplifying the degree of system 
life cycle controls relative to perceived risks.

RISk ASSeSSMenT FRAMeWORk
The proposed risk-based approach to IT systems is based on 
classes of risk (hereafter referred to as risk factors). The value 
of the risk factors relates to a situation that has a combined 
probability and impact value, which can be expressed as a 

monetary value (e.g., net present value) or in a qualitative 
manner. Risk factors are to be defined based on the potential 
damage to the organization, as well as the existence of 
predetermined methods that can be used to reduce the 
damage. As an example, this article further details a two-
dimensional model that involves the following risk factors:
• Business—A situation that may result in loss of productivity, 

financial loss, liability or reputation damage, if it is not 
managed effectively. An example of a risk mitigation 
method to reduce business risk would be to increase 
management oversight of the activities.

• Regulatory—A situation that may modify the configuration 
of key automated controls that support compliance with 
regulatory requirements (e.g., controls over financial 
reporting or other key business processes such as privacy, 
drug or medical device safety). An example of a risk 
mitigation method to reduce regulatory risk resulting from 
data integrity issues would be to increase the depth and 
breadth of system life cycle artifacts.
To operate such a process, management needs to develop 

explicit criteria to define what the low, medium or high risk 
ratings mean. For instance, in the context of regulatory risk, 
high risk criteria are defined per an explicit list of systems 
controls that are subject to regulatory requirements. Low risk 
criteria include instances with a very remote likelihood to 
modify the integrity, availability or confidentiality of records 
or sensitive data. Each risk factor is assessed for a low, 
medium or high value. The results are then plotted on the risk 
level chart, which returns the resulting risk level (e.g., 1 to 4), 
as shown in figure 2.

RISk MITIgATIOn STRATegIeS
The risk levels are defined in a manner to provide a higher 
level of management oversight as the business risk factors 
increase. As an illustration, the risk levels may be defined as 
shown in figure 3.

In addition, the resulting risk levels involve an increasing 
amount of system life cycle controls, as the regulatory risk 
factors increase. This would include increased effort with 
respect to system documentation, testing and code review. 
Figure 4 is an illustration of the relationship between the risk 
levels and the typical documentation deliverables required for 
various stages of the process/life cycle (e.g., design, testing, 
promotion, validation).

Figure 1—balance between noncompliant and highly 
Compliance-focused Approaches
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 Issues
Audit/Compliance Issues
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Figure 2—Risk Level Chart

Figure 3—Risk Levels for high business Risk Factors

Risk Level Management Oversight

Level 4 All members of the IT leadership 
team plus one member of quality 
assurance/compliance/audit, etc., 
function

Level 3 All members of IT leadership team

Level 2 One member of IT leadership team

Level 1 One manager of IT

Figure 4—Risk Mitigation for high business Risk Factors

Risk 
Level

Stage A
(e.g., formal 

specs)

Stage b
(e.g., formal 

testing)

Stage C
(e.g., change 
control form)

Stage d
(e.g., 

validation 
report)

Level 4 Required Required Required Required

Level 3 Required Required Required Discretionary 

Level 2 Discretionary Required Required Discretionary

Level 1 Discretionary Discretionary Required Discretionary

CRITICAL SUCCeSS FACTORS
The risk-based approach should be supported by standard 
operating procedures (SOPs) to provide instructions 
and training to the affected personnel. Frameworks such 
as COBIT, IT Infrastructure Library (ITIL) and Good 
Automated Manufacturing Practices (GAMP) provide high-
level requirements for the design of IT processes over the 
system life cycle, application management, access control and  
change control.

When designing a risk-based approach, it is important not 
to underestimate the effort required in performing an accurate 
inventory of automated systems functions or situations that are 
linked to high risk factors. This inventory is the backbone of 
the risk-based procedure, and its accuracy and simplicity will 
enable an effective process. A key success factor is the adequate 
involvement and support of the various quality assurance, 
privacy, legal, audit, regulatory affairs or compliance teams in 
high regulatory risk situations. Some IT system changes may, 
based on risk ratings, require sign-off from key stakeholders 
before proceeding.

COnCLUSIOn
Organizations that have successfully implemented risk-
based approaches have observed cost savings, cycle time 
and customer satisfaction improvements. Management can 
appreciate that lower risk change requests can be processed 
swiftly, while still demonstrating the rigorous analysis that 
was performed to justify a low risk level. In addition, key 
stakeholders (even outside of IT) are now systematically 
consulted before approving system changes that are deemed 
as higher risk. Such an approach can also deliver increased 
governance over those particular risks that are not tolerated 
within the organization.

edITOR’S nOTe
Collaborate with ISACA members and access additional 
resources on this topic in the ISACA Knowledge Center 
located at www.isaca.org/knowledgecenter.
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more requirement changes, some of which may 
be missed and corrected later.

Another risk factor for RV is with unique 
and differentiated business processes that have 
unclear requirements initially and that evolve 
during development. Since system development 
is knowledge-intensive collaborative work, 
insufficient user knowledge of the application 
may lead to poor articulation of requirements that 
will need changes later. Similarly, if developers 
have insufficient knowledge of the application 
domain, they may not fully understand user 
requirements that will need changes later. 
Frequent turnover of developers and/or users 
in the development team will affect continuity 
and lead to changes in requirements. Projects 
that are forced to be completed earlier than the 
required time may lead to an incomplete and 
incorrect requirements definition and subsequent 
changes. Finally, users may add, modify or delete 
requirements due to lack of planning on their part 
or due to indecisiveness. Figure 1 summarizes 
various risk factors for RV.

Figure 1—Risk Factors for Rv

• Strategic information systems 
• New technology 
• Developers’ inexperience with technology
• Lack of users’ knowledge of technology
• Large systems
• Complex systems
• Unique/differentiated business processes
• Users’ inadequate knowledge of application
• Developers’ inadequate knowledge of application
• Many departments/functions in the system
• Unstable project team
• Compressed project schedule
• Nonessential requirement changes

Recognizing any of these RV risk factors in a 
proposed systems development project can help to 
manage the consequent project management risks. 
Specifically, recognizing these risk factors would 
help in assessing the IT risks as in process PO9, 

Requirements volatility (RV) refers to additions, 
deletions and modifications of requirements 
during the systems development life cycle. 
RV creates rework in design and code that 
increases the system development cost and time 
and compromises the system quality. Ignoring 
requests for requirement changes can cause 
system failure due to user rejection, and failure 
to manage RV can increase the development time 
and cost. 

A meta-analysis of several studies shows that 
system development projects have an average 
of 25 percent time overrun and 41 percent cost 
overrun.1 RV is the cause of failures in about 
11 percent of system development projects.2, 3 
Information systems (IS) professionals consider 
RV a critical risk. The management of RV is 
essential to success in a systems development 
project.4 

This article discusses the risk factors for RV, 
suggests methods to manage RV to reduce project 
risks, and relates RV and its management to 
various control objectives in COBIT.5

RISk FACTORS FOR Rv
Strategic IS have an inherent risk for RV because 
such systems are new to a firm and possibly 
not implemented by any other company in the 
industry. Requirements for such systems are 
initially unclear and evolve over time. Since new 
technology takes time to evolve and mature, 
such technologies in systems can cause RV. 
Users’ inadequate knowledge of technology and 
developers’ inexperience with technology are 
additional sources of RV. Large systems with 
a large number of requirements have scope for 
many changes. Large systems without adequate 
user representation of all concerned departments 
can produce incomplete requirements that will be 
added later or incorrect requirements that will be 
corrected later. In complex systems, a change in 
requirement may start a chain reaction to cause 
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Assess and manage IT risks, in the Plan and Organize (PO) 
domain of COBIT. The next section discusses the responses to 
RV risks and the management of such risks.

Rv RISk MAnAgeMenT MeThOdS
RV is a risk believed to be uncontrollable and outside of a 
project manager’s influence.6 Although not all RVs can be 
controlled, they can be managed. Project managers can reject 
requirement changes that are not critical to achieving a system’s 
objectives, they can create a development environment that 
eliminates the causes for avoidable RV and they can use 
development methods that work with volatile requirements. 
Finally, where such methods are not feasible, methods to 
manage the RV and the consequent changes in design, 
development and implementation are essential. The following 
sections discuss methods to manage RV risks.

Reject RV
The easiest suggestion to manage RV is to freeze the 
requirements and reject the volatility. However, this may 
not be practical in many situations because users may reject 
the system without the changes. In addition, the expected 
system benefits may not be achieved without the requirement 
changes. A project manager may not be able to prevent the 
RV in systems that are controlled by project stakeholders at 
a higher level. Nevertheless, the manager may have freedom 
with the requirements of nonstrategic systems. In these 
systems, the manager can separate the essential requirements 
from useful and nice-to-have requirements and be able to 
freeze the nonessential requirements. However, the manager 
should have the authority to reject a requirement change, 
unless it is critical to achieving the system objectives, and to 
prevent the volatility of nonessential requirements.

Eliminate Avoidable Causes of Volatility
A previous section discussed factors such as unique and 
differentiated business processes in an information system 
that would have unclear requirements initially and that 
would evolve during development. A solution to deal with 
such volatility is to avoid unique and differentiated business 
processes that do not have major benefits in nonstrategic 
systems. It is better to migrate to standard and accepted 
business processes in such cases. Where it is not possible to 
avoid such unique processes, process experts should be co-
opted to identify requirements correctly and completely.

Volatility created by new technology and inexperience 
with current technology can be reduced or avoided by co-
opting technology consultants in the requirements definition 
process. The development team should include users and 
developers with knowledge in the application domain to avoid 
incorrect and incomplete requirements that will be changed 
later. Volatility caused by users’ insufficient knowledge of an 
application can be balanced by having process experts on the 
development team.

RV due to inadequate user representation of various 
functions can be minimized by having the right number of 
users to represent each function. Having a stable team of 
developers and users on the development team will ensure 
continuity and avoid requirement changes that come with new 
team members.

Structured definition methods are useful when 
documenting and managing requirements. These methods 
can also help to update volatile requirements correctly 
and completely to avoid further volatility. Verification and 
validation of requirements using inspections, reviews and 
walk-through exercises can ensure that requirements are 
correct, consistent and complete, and they can help to avoid 
changes to requirements during later stages.

Use Methods to Work With Volatility
The RV associated with strategic systems and new technology 
cannot be rejected or avoided. It is prudent to use appropriate 
requirement gathering and development methods with 
such systems. Iterative methods such as rapid application 
development (RAD) and agile development have been found 
to be useful in the development of systems that have RV, but 
these methods are not proven for large systems development. 
In these cases, a prototype can be developed iteratively and 
used to elicit clear requirements during the requirement 
definition stage. Prototypes and pilot projects are useful in 
resolving requirement uncertainties in strategic systems and 
in systems with new technologies. If developers do not have 
much experience with the technology, consultants and process 
experts should be co-opted to identify requirements.

The methods discussed in the previous three sections—
methods to reject, eliminate or work with the risks—are 
consistent with control objective PO 10.9, Project risk 
management, in the PO domain of COBIT.
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Manage Volatility and Its Effects
RV increases development cost and time, and, thus, its 
implementation needs to be managed carefully. An incorrect 
implementation of requirement changes may lead to more 
volatility and higher costs. A change management system 
is essential to identify the impact of a requirement change 
on cost and schedule as well as on other requirements and 
system objectives. Changes that have a big impact need to 
be approved by a committee of senior managers from the 
user departments and the project sponsor. Current change 
management methods focus largely on design and code 
artifacts and very little on the requirements. Structured 
requirement definition methods can help to trace a 
requirement to the system’s objectives and to determine the 
impact of a requirement change on system objectives.

Top management commitment is the number one 
requirement for a project’s success. Top management support 
is essential in resolving conflicts that arise between users and 
in managing the associated volatility. Both the project and the 
project manager should have the support and commitment 
of top management in dealing with requirement changes and 
in using the RV management methods. These methods to 
manage the implementation of requirement changes map well 
to COBIT process AI6, Manage changes, in the Acquire and 
Implement (AI) domain.

Figure 2 summarizes methods that can be used to manage 
RV risks.

Before executing a systems development project, the 
project manager should identify various RV risks discussed in 
the previous section and summarized in figure 1. Depending 
upon the RV risk factor for the project, appropriate risk 
management methods as indicated in figure 3 should be 
adopted. Please note that management methods—such as 
getting top management commitment, arming the project 
manager with sufficient authority, verifying and validating 
requirements, and staffing the project with users and 
developers who are knowledgeable in the application area—
are good practices that are essential in all types of systems 
development. 

Project managers and IS developers are generally aware 
of risks due to RV, but other project stakeholders may not be 
aware of various RV risks and the implications of these risks.7 
The project manager has the responsibility of communicating 
the RV risks to project stakeholders and in educating them 
in the management of these risks. The project manager 
and the head of IS development are jointly responsible for 
identifying and assessing the RV risks in consultation with 
the owner of the business process, architects of the system, IT 
administrators, and the information system audit and control 
group. They are responsible and accountable for identifying 

Figure 2—Methods to Manage Rv Risks

general Methods # Rv Risk Management Methods

Reject requirement volatility. 1 Freeze requirements and reject volatility.

Eliminate avoidable causes. 2 Avoid unique processes in nonstrategic systems.

3 Use technology consultants.

4 Use process experts.

5 Ensure that all functions have adequate representation.

6 Use structured requirement definition methods.

7 Have a stable development team with low turnover.

Use methods to work with volatility. 8 Use pilot projects and prototypes in requirements analysis.

9 Use iterative development methods.

Manage volatility and its effects. 10 Use a change management system.

11 Use conflict resolution methods.

Elements that are essential to the success of all systems 
development projects:

• Top management commitment
• Project manager with sufficient authority
• Verification and validation of requirements
• Users/developers with knowledge of the application domain
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and implementing methods to manage these risks. As the 
project progresses, the project manager is also responsible for 
keeping the chief information officer (CIO) and chief financial 
officer (CFO) informed of the management of RV risks and 
the impact of the risks on the project outcome.

COnCLUSIOn
The guidelines discussed in this article help to manage not 
only the RV risks in in-sourced system development projects, 
but also help to manage several other risks in these projects. 
For example, new and unique business processes should be 
avoided in nonstrategic systems because they not only create 
RV, they also create a risk of higher development costs 
without the concomitant benefits. 

Outsourced projects would have additional risk factors 
for volatility of requirements. For example, outsourced 
projects with time and material contracts have a risk of higher 
volatility compared to fixed-price contracts. This may be due 
to vendors expanding the scope of a project to increase their 
revenue. Globally outsourced projects would have more RV 
risks due to separation of users and developers in distance and 
time and due to communication barriers created by language  
 

and culture. These types of projects warrant additional RV 
risk management methods.
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Figure 3—guidelines to Manage Rv Risks

If the proposed information system project…

Then employ These Methods (#s shown in Figure 2)

Reject Rv

eliminate 
Avoidable 

Causes

Use 
Methods to 
Work With 
volatility

Manage 
volatility 
and Its 
effects

Is strategic in nature 3, 4, 5, 6, 7 8, 9 10, 11

Employs new technology 3 8, 9 10

Has developers without much experience with technology 3 8

Has users with little knowledge of technology 8, 9

Is large 7 10

Is complex 6 9 10

Has unique/differentiated business processes 2, 4, 6 10

Has users with inadequate knowledge of an application 2, 4

Has developers with inadequate knowledge of an application 8, 9

Involves many departments/functions 5, 7 10, 11

Has an unstable team 7

Has a compressed project schedule 1 9 10

Gets requests for changes in nonessential requirements 1
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of covert compromise, and the blending of once 
distinct attacks into more complex and damaging 
exploits.” Such damaging exploits include 
increasingly sophisticated malware such as worms 
and viruses and the increased attack capabilities of 
blended threats and bots.

FISMA is the centerpiece of all of the US laws 
that have been enacted and implemented over 
the years to improve the US federal government’s 
ability to thwart cybersecurity attacks. At its core, 
FISMA requires federal agencies to implement a 
comprehensive agencywide, risk-based approach 
to protecting the confidentiality, integrity 
and availability (CIA) of federal information 
systems and to protecting information against 
cyberattacks. To this end, FISMA establishes clear 
criteria to improve federal agencies’ cybersecurity 
programs including:
• Periodic risk assessments and risk-based policies 

and procedures that cost-effectively reduce 
information security risks to an acceptable 
level and ensure that information security is 
addressed throughout the life cycle of each 
information system

• Comprehensive plans for providing adequate 
information security for networks, facilities, and 
systems or groups of information systems

• Security awareness training for agency 
personnel, including contractors and other 
users of information systems who support the 
operations and assets of the agency

• Regular periodic testing and evaluation of the 
effectiveness of information security policies, 
procedures and practices

• A process for planning, implementing, 
evaluating and documenting remedial plans of 
actions and milestones (POA&Ms)3 to address 
any deficiencies in the information security 
policies, procedures and practices of the agency

• Procedures for detecting, reporting and 
responding to security incidents

• Plans and procedures to ensure continuity of 
operations (COOP) for information systems that 
support the operations and assets of the agency

New threats related to cybersecurity are causing 
a shift in focus from compliance to risk-based 
protection, resulting in new requirements for 
system security and contingency plans, a greater 
push for continuous monitoring, and a stronger 
emphasis on configuration management and 
incident response.

ARe YOU ReAdY?
The US Federal Information Security 
Management Act (FISMA), originally enacted 
in 2002 and currently undergoing considerable 
revision, establishes clear criteria to improve US 
federal agencies’ cybersecurity programs. But, 
even as federal agencies struggle to implement 
their existing information security programs, 
cybersecurity breaches have become increasingly 
common, with a 200 percent hike in such 
breaches over the past three years, according to 
numbers from a recently released Government 
Accountability Office (GAO) report in which the 
number of cybersecurity breach-related incidents 
reported by US federal agencies has risen from 
5,503 in fiscal year 2006 to 16,843 in 2008.1

This article looks at how FISMA and its 
family of key National Institute of Standards and 
Technology (NIST) Special Publications (SPs) 
are changing to meet the challenges posed by 
increasingly elusive hackers who are using better 
and more sophisticated tools and techniques to 
attack increasingly lucrative targets. Complacency 
is definitely not an option. The only option is to 
stay one step ahead of the game.

bACkgROUnd
“It is no secret that terrorists could use our 
computer networks to deal us a crippling blow,” 
then-US Senator Barack Obama said in July 2008. 
A report2 issued by the GAO states that “federal 
agencies are facing a set of emerging cybersecurity 
threats that are the result of changing sources of 
attack, increasingly sophisticated social engineering 
techniques designed to trick the unsuspecting user 
into divulging sensitive information, new modes 
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• Annual reports to the US Office of Management and 
Budget (OMB), selected congressional committees, and 
the Comptroller General on the adequacy of information 
security policies, procedures and practices and on 
compliance with FISMA’s requirements
FISMA is supported by Federal Information Processing 

Standards (FIPS) 199 and 200 and several NIST SPs (SP 
800 series), most of which are evolving to counter the latest 
cybersecurity threats and to thwart others.

A SeA OF ChAnge In OveRALL CYbeRSeCURITY
Effectively dealing with cyberthreats requires looking at 
and evolving the FISMA “family” both strategically as well 
as tactically. Strategically, it requires building a consistent, 
uniform information security framework for the federal 
government and supporting contractors, which is the overall 
strategic vision for FISMA, and includes:
• Integrating information security and privacy requirements 

into enterprise architecture
• Applying systems engineering techniques/approaches to 

develop more secure information systems
Figure 1 shows the convergence of US federal, civilian, 

defense and intelligence security approaches into a unified 
FISMA strategic framework.

Tactically, such unification requires adjusting the FISMA 
“family” of standards based on cutting-edge best practices and 
lessons learned.

Tactical actions for cybersecurity readiness include:
• Revising the FISMA legislation to address the latest 

cybersecurity threats

• Updating the security controls catalog and baselines  
(NIST SP 800-53 revision 3)

• Updating the certification and accreditation (C&A) process 
(NIST SP 800-37 revision 1)

• Developing enterprisewide risk management guidance 
(NIST SP 800-39)

• Providing better guidance on risk assessments  
(NIST SP 800-30 revision 1)

FISMA IS ChAngIng
Most security pundits agree that the current implementation 
of FISMA is inadequate to meet the new challenges posed 
by cyberthreats. As an example, under current FISMA 
regulations, agencies must show how they comply with the 
processes determined to secure IT systems. However, to 
counteract continuously evolving cyberthreats, FISMA would 
have to rely less on compliance and more on ways to establish 
in real time whether systems and networks are truly secure.

Key upcoming FISMA changes include:
• Requiring federal chief information security officers 

(CISOs) to meet program management, training, 
governance, oversight, and independent verification and 
validation (IV&V) challenges

• Modernizing the FISMA platform using CyberScope, which 
is the new interactive data collection tool, and unlocking the 
value of reported data by publishing it on a cybersecurity 
dashboard

• Continuous monitoring of management, operational and 
technical controls
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Figure 1—Convergence of US Federal, Civilian, defense and Intelligence Security Approaches
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• Requiring attack-based and outcome-focused metrics, 
making agencies demonstrate that their systems are 
effectively protected against known vulnerabilities, attacks 
and exploitations

• Focusing on situational awareness to move toward  
real-time security
All of these changes are aimed at recognizing the 

interconnected nature of the Internet and agency networks; 
improving the situational awareness of government 
cyberspace; enhancing information security of the US federal 
government; unifying policies, procedures and guidelines for 
securing information systems and national security systems; 
and establishing security standards for government-purchased 
products and services.

The bottom line is that the focus of cybersecurity is shifting 
from compliance to risk-based protection.

neW SeCURITY COnTROL gUIdAnCe WITh nIST 800-53 RevISIOn 3
Recommended Security Controls for Federal Information 
Systems and Organizations, also known as NIST SP 800-
53, provides guidelines for selecting and specifying security 
controls for information systems that support the executive 
agencies of the federal government to meet the requirements 
of FIPS 200, Minimum Security Requirements for Federal 
Information and Information Systems. The guidelines in this 
special publication are applicable to all federal information 
systems except those systems designated as national 
security systems. Revision 3 introduces many changes to its 
predecessor, including:
• Lessons learned from the Interagency Assessment 

case project. Its goal was to provide a multiagency 
recommendation for the specific actions an assessor may 
perform in applying the assessment procedures in NIST SP 
800-53A.

• Security controls for civilian, defense and intelligence systems
• Best practices in information security from the US 

Department of Defense, the intelligence community and 
civil agencies

• Material from the Committee on National Security Systems 
(CNSS) instruction 12534 (as part of the unification)

• New security controls to address cyberthreats
• Plans for incorporating a threat appendix for 

cyberpreparedness

A new concept of priority codes has been introduced 
to assist in making sequencing decisions for control 
implementation. Additionally, a new management and 
common control concept is outlined with the introduction 
of the organizationwide information security program plan. 
Another exciting addition is the strategy for harmonizing 
FISMA security standards and guidelines with the 
international information security management standard ISO/
IEC 27001, Information technology—Security techniques—
Information security management systems—Requirements.

It would be naive to assume that so many changes would 
not have a noticeable impact on the application of the 
publication in practice. Major modifications will be required 
to existing system security documentation to incorporate 
the baseline control variances. For example, existing system 
security plans, contingency plans and documentation 
templates will have to incorporate new security controls and 
enhancements. 

neW C&A gUIdeLIneS WITh nIST 800-37 RevISIOn 1
Guide for Applying the Risk Management Framework to 
Federal Information Systems:  A Security Life Cycle Approach, 
NIST SP 800-37, provides guidelines for the security 
authorization of federal information systems. This publication 
has also undergone considerable revision with four key goals 
in mind:
1.  Develop a common security authorization process for 

federal information systems (currently known as the  
C&A process).

2.  Make the risk management framework and accreditation 
process an integral part of the system development life 
cycle (SDLC).

3.  Provide a well-defined and comprehensive security 
authorization process that ensures responsibility and 
accountability for managing information system-related 
security risks.

4.  Incorporate a risk executive function into the security 
authorization process to ensure that decisions are based 
on an “enterprise” view of risk and that they consider all 
factors, including mission, IT, budget and security.
There is a special emphasis on continuous monitoring via 

automated support tools and ongoing security authorizations.
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nIST 800-39:  MAnAgIng RISk AT An enTeRPRISe LeveL
Risk management is a central theme in all of the revisions 
that this article has covered thus far. To that end, the entire 
risk management framework is being reworked to shift focus 
from managing risk at the information systems level to the 
enterprise level. The development of SP 800-39 is the first 
step in this two-step redesign process. Step two is revising the 
current NIST recommendation on risk management,  
NIST SP 800-30, to focus exclusively on risk assessment 
as it applies to the various steps in the Risk Management 
Framework (RMF) described in SP 800-39. Truly, SP 
800-39 stands out as a flagship document in the series of 
FISMA-related publications by providing a risk management 
framework that allows a structured yet flexible approach for 
managing the risk resulting from using information systems. 

The complexity and diversity of mission/business processes 
in modern organizations and the multitude of information 
systems that are needed to support those processes require a 
holistic approach to building effective information security 
programs and managing organizational risks. Managing 
risk with an enterprise perspective requires looking at risk 
in a “tiered” manner, as shown in figure 2. Figure 2 also 
shows where SPs 800-37 and 800-39 fit with respect to risk 
management. Managing organizational risk (level 1) is beyond 
the scope of current NIST SPs.

Figure 2—A Tiered Approach to Managing enterprise Risk

Risk management is a six-step process, as illustrated in  
figure 3. These six steps are paramount to effective 
organizationwide management of risk resulting from the 
operation and use of information systems:
1.  Categorize the information and systems (impact/criticality/

sensitivity).
2.  Select and tailor the security controls. This includes 

tailoring and supplementing the security controls based on 
the risk assessment.

3.  Implement and document the security controls in the 
information system.

4.  Assess the security controls for effectiveness.
5.  Decide the enterprise/agency-level risk and risk 

acceptability, and authorize information systems operation.
6.  Monitor security controls on a continuous basis.

SP 800-39 introduces the concept of a risk executive function 
with the overall goal of ensuring that information security 
considerations and authorization decisions for individual 
information systems are viewed from an organizationwide 
perspective with regard to the overall strategic goals and 
objectives of the organization in carrying out its mission/
business processes. Figure 4 depicts this process.

SP 800-39 also reemphasizes the importance of continuous 
monitoring of risk by stating that: 

…Conducting thorough point-in-time assessments 
of security controls in organizational information 
systems and supporting infrastructure is a necessary 
but not a sufficient condition to demonstrate 
security due diligence and to manage risk. Effective 
information security program should also include 
comprehensive continuous monitoring programs to 
maintain on-going, up-to-date knowledge by senior 
leaders of the organization’s security state and risk 
posture and to initiate appropriate responses as 
needed when changes occur.5

Continuous monitoring programs are an important step 
toward ensuring that the implemented security controls 
continue to be effective over time as changes within the 
system or the operating environment occur. Continuous 
monitoring also ensures that when existing controls 
are deemed to be ineffective at satisfying the security 
requirements, the necessary steps of the RMF are engaged 
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to systematically address adjustments in the controls. Thus, 
a well-designed and well-managed continuous monitoring 
program can effectively transform an otherwise static security 
control assessment and risk determination process into a 
dynamic process that provides near real-time security status 
information to the appropriate agency officials.

COnCLUSIOn
FISMA and the supporting NIST publications are changing 
to incorporate lessons learned, to counter new and evolving 
cyberthreats, and to manage enterprise risk using an integrated 
SDLC approach. These changes are aimed at preventing 
exploitation of security vulnerabilities, unauthorized access, 
and loss of sensitive data or personally identifiable information 
(PII) and, ultimately, at obtaining funding for current and future 
projects. With so much at stake, is it any wonder that the only 
option is getting ahead of the game?
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Figure 4—The Risk executive Function
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This is not the only motivation. Project 
management standards and best practices have 
risk management requirements in common. 
Another strong motivation is the need to keep 
the costs of controls at a reasonable level. Risk 
assessment and evaluation provide the necessary 
inputs to reduce the risks to acceptable levels 
while investing the “right” amount of money. 
Stakeholders also fear for their investments 
and require reasonable assurance that risks are 
managed in a proficient manner by management.

The case described in this article occurred in 
a company that is the only supplier of IT services 
to a large international financial institution. The 
boards of both companies were fully aligned with 
the need to have a systematic approach to risk 
management, and the initiative took place with 
their full sponsorship.

The objective of the project was to implement 
the recommendations of ISO 31000, Risk 
management, ensuring at the end a maturity 
level of at least three for PO9. The set of 
deliverables included a risk management policy; 
risk management processes; a description of 
functions; a context manual; a list of threats, 
vulnerabilities and risks; a baseline of key 
performance indicators (KPIs) and key risk 
indicators (KRIs); a risk assessment tool; and 
training materials. These deliverables are just the 
foundation for what an organization needs to 
do. Additional actions are required to achieve a 
continual and sustainable attitude toward risk.

The ChALLenge
Basel II and other local regulations issued by 
the Bank of Portugal are now in effect, and as 
a result, it is in the best interest of financial 
institutions to implement a sound operational 
risk management system in the shortest period of 
time without compromising compliance with the 
various requirements. The obvious place to start 
was to define the policies and processes required 
by the organization. This approach, although 
sound, is a lengthy one and has a prerequisite:  a 

This article presents an effective methodological 
approach to implement and sustain the COBIT 
PO9 Assess and manage IT risks process. 
This process belongs to the Plan and Organize 
domain of the COBIT framework and is key for 
any organization concerned with managing and 
controlling its risks. It is a core process for any 
internal control framework that must comply with 
laws and regulations such as the US Sarbanes-
Oxley Act or Basel II. Although this strategy was 
applied to this process only, in a large international 
financial group (€100 billion), this approach may 
be applicable to other processes of the COBIT 
framework, with significant advantages in terms of 
rightsizing the implementation project.

gIvIng SUSTAInAbILITY TO PO9
Obtaining a high level of maturity for the PO9 
process is apparently a trivial task. The experience 
in this case1 shows that a management system 
can be put in place in three to four months. 
But, because PO9 requires a context to be fully 
operational, a methodology is required to identify 
a manageable set of assets and activities in which 
risk management can be applied, producing 
visible results in a reasonable time frame and with 
a justifiable amount of resources.

The approach described in this article is based 
on COBIT 4.1 and is independent from the 
context in which risk management occurs.

deSCRIPTIOn OF The COnTexT
Operational risk management has become 
mandatory for many institutions because there 
are external drivers such as Basel II and other 
international and country-specific regulatory 
requirements. Valorization of risk, as a decision 
tool for the choice of controls that protect the 
organization’s assets, is sufficient justification for 
operational risk to encompass IT practices and 
IT operations. IT organizations now believe that 
addressing risk is no longer a matter of choice; 
it is a requirement from both a financial and 
compliance point of view.
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careful choice of processes. Another very lengthy path, while 
absolutely and formally correct, is to make an inventory of the 
organization’s assets and perform a thorough risk assessment 
cycle.

 The challenge in this project was to choose a strategy 
that could provide quick wins, that was supported by a good 
rationale and fully coherent with the recently adopted risk 
management methodology, and that was sound enough to be 
accepted by internal audit and the regulator.

The MeThOdOLOgY
The internal control system of the IT organization was 
being built using COBIT as the main source of good control 
practices. Consequently, the design of the rationale and the 
strategy had to be supported by COBIT also. 

COBIT 4.1’s framework, control objectives, management 
guidelines and maturity models indicate, for each process, 
the required input and output processes. It can be established 
that every process needs to be implemented in an enabling 
and supporting environment, with the objective to increase 
process maturity levels and, thus, control effectiveness. To 
achieve its goals, a process needs activities and information 
provided by external sources. Each goal can be better 
achieved when each activity is executed properly and when 
data are available and reliable.

As such, there was a need to ensure that the PO9 process 
was receiving the required inputs from other processes, even 
if those processes were not yet in place or, because of reduced 
maturity or lack of implementation scope, they were not 
delivering the expected outputs.

PO9 Assess and manage IT risks is framed by processes as 
shown in figure 1.

Figure 2 shows the minimum requirements to set up the 
PO9 process. COBIT’s management guidelines provide a fairly 
comprehensive description of the required inputs. Following 
these guidelines throughout the design phase of the risk 
management processes provided a foundation for a reliable 
and comprehensive strategy to ensure a consistent, “clean 
and lean” approach to PO9’s design, implementation and 
sustainability and, thus, to ensure a management-optimized 
methodological approach. 

Figure 2—PO9 Management guidelines

Source:  IT Governance Institute, COBIT 4.1, USA, 2007

Having identified the processes, the second step was to 
look again at COBIT and clearly identify which inputs PO9 
was expecting from the processes included in the relationship 
diagram. Each of the mentioned processes produced a specific 
output that had to be fed into the PO9 stream of operational 
processes (those that the organization recognizes and executes 
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Figure 1—PO9 Relationship diagram
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on a daily basis). Many other assets had to be run through 
risk management. The management guidelines (figure 2) 
contain the minimum requirements for any organization. In 
fact, the main goal of implementing PO9 is to ensure that 
the organization’s assets have an adequate level of protection 
against threats that explore the existing vulnerabilities.

Analyzing the list of inputs, it became obvious that COBIT 
suggests that an organization should look first to the following 
assets:
• The services provided by the IT organization to the business
• The components of the infrastructure that support the 

services
• The projects
• The suppliers’ services
• The continuity plans

Then, the organization should build the list of threats and 
vulnerabilities that are applicable to its assets.

Risk analysis is more efficient when supported by historical 
data. This is referred to as historical risk trends and events. 
In the absence of historical data, a qualitative approach 
should be developed based on personal experience, technical 
expertise and the data provided by manufacturers and 
suppliers. 

Having identified the inputs for PO9, the next challenge 
was to identify where and how they were produced. Fully 
documented operational processes and management are 
normally the first sources of information. When this is not the 
case, the task is more efficient when supported by a typical 
map of functions that are normally responsible for producing  
such inputs.

Again, COBIT is a reliable source of planning information. 
The Responsible, Accountable, Consulted and Informed 
(RACI) charts indicate who in the organization is responsible 
for the production of each input. The results of using the 
RACI tables for PO1, PO10, DS2, DS4, DS5, ME1 and ME4; 
selecting the proper activities; and then choosing just the 
responsible functions are shown in figure 3.

Using the information in figure 2, gathered using the 
management guidelines, a solid reference was built and can be 
used to understand where the relevant functions are located 
in the organization chart and whether their responsibilities 
involve the production of the required inputs.

COLLeCTIng The evIdenCe
The next objective was to understand how many inputs exist, 
how effective and how mature the production process is, 
if there are any threats associated with the process, which 
controls are in place to ensure that risks are being managed, 
and also which process controls exist.

The evidence that is collected has to be recorded exactly as 
when a self-assessment is being performed. It is not relevant 
at this point to analyze the content of the inputs in great 
detail. That is the job of the PO9 process.

PROCeSSIng The ReSULTS
A self-assessment or an independent audit reveals if  
the inputs exist and, if they exist, what their maturity  
level is. It is at this point that usage of PO9 becomes 
operationally relevant.

PO9 control objectives are clear. The organization needs 
a framework, a clear context, and processes designed and in 
operation regarding the event identification, the assessment of 
risk and the response to risk.

The first question to ask:  Is there any way in which 
the inputs are related to the organization’s risk assessment 
context? In short, the risk assessment context is a document 
that describes, among other things, the assets that are relevant 
to the organization, the risk assessment criteria and the threat 
baseline.

The information collected, or the lack of it, should drive a 
KRI evaluation. COBIT control practices provide information 
to create a list of KRIs. They can be derived from the risk 
drivers and complemented by the risk appetite defined by 
management. The values obtained provide direction to the 
amount of remediation required to lower the level of risk to 
which the organization is exposed.

The RISk IT FRAMeWORk
The previously mentioned risk management project took place 
during 2008. The Risk IT framework had not been published 
yet. All the project work was based on a working draft of  
ISO 31000 and, of course, the PO9 control objectives and 
control practices.

Published in 2009, Risk IT has a comprehensive process 
model2 that could be useful to achieve the objectives described 
in this article.
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Process goals RG1, RG2 and RG3, all three linked to  
Risk Governance (RG), supply the necessary guidance to 
define the context in which risk management occurs in a 
particular institution.

Define IT risk analysis scope, a key activity of process goal 
RE3, helps to identify the relevant assets for analysis. RE3 
brings attention to collecting historical data that are later 
needed for the estimation of IT risk (RE2.2).

COnCLUSIOnS
COBIT can be used beyond control objectives. This simple 
example shows one of the benefits that COBIT’s management 
guidelines can bring when a decision has to be made about the 
scope of applicability of a particular process—in this  
case, PO9.

This example could become more complex just by adding 
additional input processes to the set of processes that have 

been mentioned. The increase in complexity is due to the 
amount of information that has to be treated, but not to 
the methodology itself. ISACA provides a good source for 
financial institutions to identify the additional projects:   
IT Control Objectives for Basel II. This book provides a sound 
rationale for the list of COBIT processes in scope.

 While COBIT sets good practices for the means of risk 
management by providing a set of controls to mitigate IT 
risk, Risk IT sets good practices for the ends by providing a 
framework for enterprises to identify, govern and manage  
IT risk.

endnOTeS
1  This is based on the authors’ recent experiences with COBIT 

and PO9 in particular.
2  ISACA, The Risk IT Framework, USA, 2009, 

www.isaca.org/riskit
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Figure 3—PO9 Functions Perimeter Table
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Process Activity Outputs
PO1 Build an IT strategic plan. Strategic plan A C C R I C C C C I C

Build IT tactical plans. Tactical plan C I A C C C C C R I

Analyze program portfolios and manage 
project and service portfolios.

IT service portfolio C I I A R R C R C C I

PO10 Build project charters, schedules, quality 
plans, budgets, and communication and risk 
management plans.

Project risk management 
plan

C C C C C C C A/R C

DS2 Identify, assess and mitigate supplier risks. Supplier risks I A R R R C C

DS4 Regularly test the IT continuity plan. Contingency test results I I A/R C C I I

DS5 Conduct regular vulnerability assessments. Security threats and 
vulnerabilities

I A I C C C R

ME1 Identify and collect measurable objectives 
that support the business objectives.

Historical risk trends and 
events

C C C A R R R

ME4 Review, endorse, align and communicate IT 
performance, IT strategy, and resource and 
risk management with business strategy.

Enterprise appetite for IT 
risks

A R I R C

http://www.isaca.org/riskit


Risk management, in its essence, is subjective. 
Though it is a structured approach to determine 
whether to accept, mitigate, transfer or avoid a 
risk, it is based on a subjective assessment of the 
business impact of the exercise on organizational 
vulnerability. The current slowdown in business 
profitability has brought into greater focus the 
need for risk management initiatives to quickly 
align with the business goals of an enterprise. 
Business goals will change from time to time, 
as will the perception of their associated 
vulnerabilities and their consequent impact. 
The process of risk management must be in 
line with this change. In a dynamic business 
environment necessitating change in business 
goals and objectives, the “in line” aspect of risk 
management (with business goals) percolates 
down to the management of risks associated with 
the optimal deployment of IT resources.

The bALAnCed SCOReCARd
There are numerous factors that impact the 
business goals and objectives of an enterprise 
and, thereby, contribute to the need for change. 
The change may be driven by market forces or 
may be a result of an internal shift in priorities. 
These factors, varied and divergent as they 
are, can be effectively abstracted by means of a 
balanced scorecard (BSC) approach.

The BSC approach has evolved from its 
early use as a simple performance measurement 
framework to a full-fledged strategic planning 
and management system. It is used across 
all sectors of business and industry to align 
enterprises’ business activities to the vision and 
mission of the organization, to improve internal 
functioning and customer perception of an 
organization, and to monitor the organization’s 
performance against strategic goals. It spawns 
a framework for performance metrics and 

delineates objectives, from which management 
can execute strategies. BSC has the potential to 
oversee the mechanism of converting a long-term 
strategic plan into sets of immediately doable 
activities. 

Although a great deal of literature is available 
on the BSC, it is abstracted for the purposes 
of this article in figure 1. Each of the four 
perspectives is briefly elucidated as follows:
• The financial perspective is focused on 

ensuring that the execution of the strategy of 
an enterprise is contributing to bottom-line 
growth. Revenue growth, costs, profit margins, 
cash flow and net operating income are some 
illustrative metrics that are incorporated into 
the planning and evaluation of an enterprise’s 
activities vis-a-vis this perspective.

• The customer perspective is focused on the 
value proposition (based on the appropriate 
mix of operational excellence, customer 
relationship management and product share) 
that the enterprise implements to generate 
greater sales by courting its customers.

• The internal business processes perspective 
focuses on the processes that create and 
deliver the product’s value proposition for 
the customer. Included in these processes are 
those that deal with (but are not limited by) 
operations, regulation, compliance, innovation, 
and the discharge of social and corporate 
responsibility. 

• The learning and growth perspective focuses on 
the foundation of any strategy:  the intangible 
assets of an organization, which primarily 
comprise the internal skills and capabilities that 
are required to mentor and support the value-
creating internal processes. Though investment 
in these assets usually decreases the short-term 
bottom line, it is necessary to realize long-term 
goals and success of an enterprise.
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Figure 1—bSC Model

MAPPIng TO An IT SCOReCARd
The BSC methodology can provide a measurement and 
management system that supports the process of IT 
governance as well as the more critical aspect of alignment 
of IT governance to corporate goals and objectives.1 Under 
this proposal, an IT BSC links with business through the 
business contribution perspective—by explicitly expressing the 
relationship between IT and business via a mapping of business 
goals and objectives to IT goals and objectives. The IT BSC, 
after mapping the various perspectives, is shown in figure 2 
(the mapped IT perspectives are shown in bold italics).

The mapping is a tool used to provide direction on how 
to impart maximum value for the organization through 
technology. It traces the consequential relationship between 
strategic goals determined by the corporate BSC and the 
consequent strategic objectives as relevant to the IT domain  
of an IT BSC (the respective objectives are within ovals 
in figure 2). For example, improving performance in the 
objectives found in future orientation (learning and growth) 
enables the organization to improve its operational excellence 
(internal business processes), which in turn enables the 
organization to create desirable results in the customer and 
financial perspectives. There is a cause-and-effect relationship 
here that plays out as the enterprise moves through various 
stages of its life cycle. 

IT departments can control risk by developing and 
deploying application controls to ensure completeness, 
accuracy, validity, authorization and segregation of duties, but 
accruing business value through risk management will require 
an understanding of the current priorities of the enterprise— 

Figure 2—Corporate bSC Mapped to IT bSC

 
in effect, those of senior management. These would be  
guided not only by various social, economic and 
environmental factors, but also by the specific stage of the life 
cycle of the enterprise. 

Risk management, subjective as it may be, has to be an 
inherent aspect of any successful business effort; it is carried 
out either explicitly or implicitly at both the operational and 
strategic levels of an enterprise. It is an essential constituent 
of sound corporate governance. Just as the IT BSC can be 
deduced from the corporate BSC to better align itself with 
corporate business objectives, a methodology for technology 
risk management can be deduced from the corporate BSC to 
facilitate effective IT risk management. 

This article aims at extrapolating the technique of using the 
BSC for IT governance to the task of IT risk management for 
an enterprise. It factors in the cause-and-effect relationship 
elucidated previously. Deployment of the methodology will 
enhance the level of sensitization of the technology risk 
management process to its most critical requirement—
alignment with corporate goals and objectives.

The MeThOdOLOgY
The methodology includes the following seven steps  
(see figure 3):
• Step 1:  Identify the current set of BSC goals. This activity 

is carried out at the highest levels of the organization. The 
chief information officer (CIO) must keep abreast of the 
goals and must ensure that any noticeable shift in priorities 
is (implicitly or explicitly) detected and expeditiously 
translated into an IT risk management plan.
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• Step 2:  Map the current set of BSC goals to actionable 
technology objectives, and establish the context in which the 
risk assessment framework is applied to ensure appropriate 
outcomes. This should include the objective of the 
assessment to a BSC goal, including delineating the context 
of each risk assessment against the business criteria sought 
to be achieved.

• Step 3:  Develop a risk identification system based 
mainly on the objectives determined in step 2. The main 
activities to be carried out at this stage are the profiling  
of specific threats and vulnerabilities to the attainment of 
the objectives.

• Step 4:  Carry out a risk assessment, taking into account 
the probability of occurrence, business impact (of the 
occurrence of vulnerability) and prioritization as per the 
standard methodology. Information security and compliance 
are not the only issues here. Threats to competitive 
advantage, reputation, furthering the mission, etc., have 
to be considered. Only by a holistic consideration of the 
entire spectrum of an organization’s activities and due 
prioritization is a technology risk assessment finalized. 

• Step 5:  Determine the specific risk control strategy as a 
combination of one or more of the following, in respect of 
each risk assessed:

 – Risk avoidance
 – Risk transfer
 – Risk mitigation
 – Risk acceptance
• Step 6:  Implement the system as per the system 

development life cycle (SDLC) methodology, with the 
enumerated strategy as an integral part of the requirement 
and analysis phases. This is the stage at which a risk 
response process should be developed and maintained. It 
should be designed to ensure that cost-effective controls 
align themselves with the specific risk control strategy 
chosen on a continual basis. Provisions for making 
allowance for risk management due to compliance and 
regulatory guidelines would be in addition to the risk 
management efforts deduced from the BSC. 

• Step 7:  Periodically review whether the technique is 
proving effective. The associated metrics will have to be 
identified at the initial stages. The final assessment must 
also be modulated by the subjectivity inherent in all risk-
related activities. Some suggested metrics are:

 –  The percentage of risk management effort that is 
earmarked, as a result of BSC priorities, as a part of the 
overall risk management effort. It is suggested that this 
should not be less than 60 percent.

 –  The percentage of actual critical events that have impacted 
business as a part of those envisaged during the risk 
assessment stage

 –  Number of significant incidents caused by risks not 
identified in the risk management process, as well as their 
respective business impact

 –  Frequency of review of the technology risk management 
process

 – Cost-benefit analysis of the implementation of the controls

Figure 3—IT governance bSC Methodology

CRITICAL SUCCeSS FACTORS
Risk management has now become inherent in all corporate 
endeavors. Getting all the stakeholders to focus on true 
essentials remains a challenge. Critical success factors (CSFs) 
help in delineating the essential areas of activity that must be 
performed well to achieve business goals. 

The CSFs for technology risk management through the use 
of the BSC are as follows: 
• The priorities as set by the BSC must be unambiguous and 

based on technology abstractions by the CIO (function) that 
have been mapped from facts sourced from:

 – Business intelligence and data 
 – Stakeholder expectations
• The mapping from technology abstractions to discrete IT 

objectives must be parameterized, and thresholds must 
be set for each parameter. In the absence of past data, 
approximation and estimation techniques should be 
employed.

• The risk assessment must always make allowances for 
performance, scale, security and disaster, apart from the 
objectives set by the BSC.
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• Change management must be effective whenever there is a 
shift in corporate priorities. This includes:

 –  Identifying the drivers of the change and their respective 
responsibilities (i.e., who will do what)

 –  Establishing a road map for change along with the 
milestones

 –  Ensuring that monitoring and controls are in place on a 
periodic basis

COnCLUSIOn 
At the end of the risk management activity, there is always a 
question that the stakeholders would like to have answered 
with a fair amount of certainty:  “Have we got it right?”

The question can be answered to any acceptable amount of 
precision only by constant observation and review—by being 
proactive rather than reactive. 

Success in any technology risk management activity, 
however, relies heavily on the commitment shown by senior 
management; the competence of the risk assessment team 
to translate business requirements into IT objectives; the 
support and participation of the IT team; and the awareness, 
cooperation and support of all employees in the organization 
who must comply with the controls to make the vision of their 
organization a reality. 
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reviewed information systems auditing 
management resource available.

The CISA Review Manual 2010 features 
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for focused study. The first section of 
each chapter contains the definitions 
and objectives for the six areas, with 
the corresponding tasks performed by 
information systems (IS) auditors and 
knowledge statements (required to plan, 
manage and perform IS audits) that are 
tested on the exam.

Section 1 is an overview that provides:
• Definitions for the six areas
• Objectives for each area
• Descriptions of the tasks 
•  A map of the relationship of each task 

to the knowledge statements 
•  A reference guide for the knowledge 

statements, including the relevant 
concepts and explanations 

•  References to specific content 
in section 2 for each knowledge 
statement

•  Sample practice questions and 
explanations of the answers

•  Suggested resources for further study

Section 2 consists of reference material 
and content that supports the knowledge 
statements. Material included is pertinent 
for CISA candidates’ knowledge and/
or understanding when preparing for 
the CISA certification exam. In addition, 
the CISA Review Manual 2010 includes 
brief chapter summaries focused on the 
main topics and case studies to assist 
candidates in understanding current 
practices. Also included are definitions 
of terms most commonly found on the 
exam. 

This manual can be used as a stand-
alone document for individual study or 
as a guide or reference for study groups 
and chapters conducting local review 
courses.

The 2010 edition has been developed 
and is organized to assist candidates in 
understanding essential concepts and 
studying the following job practice areas:
• IS audit process
• IT governance
•  Systems and infrastructure life cycle 

management

• IT service delivery and support
• Protection of information assets
•  Business continuity and disaster 

recovery
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current CISA exam question format, and/
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the correct answer. These questions are 
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to provide CISA candidates with an 
understanding of the type and structure 
of questions and content that have 
previously appeared on the exam. This 
publication is ideal to use in conjunction 
with the CISA Review Manual 2010.

To assist candidates in maximizing study 
efforts, questions are presented in the 
following two ways:
• Sorted by job practice area
•  Scrambled as a sample 200-question 

exam
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QAe-10I  Italian Edition 
QAe-10j  Japanese Edition
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Manual 2010 
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Developed each year, the CISA® 
Review Questions, Answers & 
Explanations Manual 2010 Supplement 
is recommended for use when 
preparing for the 2010 CISA exam. 
This supplement consists of 100 
new sample questions, answers and 
explanations based on the current CISA 
job practice areas, using a process for 
item development similar to the process 
for developing actual exam items. The 
questions are intended to provide CISA 
candidates with an understanding of  
 

the type and structure of questions that 
have typically appeared on past exams, 
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studying for the CISA exam.
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for concentrated study one area at a 
time. Additionally, questions generated 
during a study session are sorted based 
upon previous scoring history, allowing 
CISA candidates to easily and quickly 
identify their strengths and weaknesses 
and focus their study efforts accordingly. 
Other features provide the ability to 
select sample exams by specific job 
practice areas, view questions that were 
previously answered incorrectly and 
vary the length of study sessions. The 
database software is available in  
CD-ROM format or as a download.
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ACROSS
1. Head of information security
3. Security software
9. Bottom line
11.  Key position in evaluating security dangers and the budget and 

the need to handle them (2 words)
14. Auction offering
15. Deserve
17. Divide (2 words)
22. Keyboard key
24. ___ plus ultra
25. Audience
26. Keep something hidden, ____ up
27.  ____ threat:  one of the highest concerns of corporate IT and 

risk management, especially when downsizing is occurring
28. International organization of standards
30. Inadvisable action (2 words)
32. Monetary fund, abbr.
33. Diagram
37.  Minimum number of characters considered to be needed in an 

effective password
38. Physical security equipment (2 words)
40. Those with access permission (2 words)
44. Meet, of a board
45. Agent
46. Plans
47.  ____ phishing:  enticing executives to click on links that will 

download malware or Trojans onto their computers

By Myles Mellor
www.themecrosswords.com

Crossword 
Puzzle

(Answers on page 54)

dOWn
1. Carnegie Mellon group, for short
2.  Groups of independent but interrelated elements that comprise 

a unified whole
4. Minigolf course hole number
5. Compete
6. Web site address
7. Directly
8. Scope
10. Technology department
12. Governance, risk management and compliance, abbr.
13. Evaluated as to quality
16. Teacher’s assistant, for short
18. An assemblage of parts that is regarded as a single entity
19. Annually (2 words)
20. Type of malware
21. Modification that has to be documented
23. Form of identity access management
29. Modern form of the metric system, abbr.
31. Nullifies
34. Make a mathematical calculation
35. Effective, as a password
36. The operation of reading or writing stored information
39. Land area
40. Throw in
41. Downturn
42. Slip
43. Secretly collect sensitive or classified information
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reporting. The approach must be able to 
withstand any independent scrutiny. Undefined 
and informal approaches obviously invite 
unhappiness. It is better that they be based on 
industry standards or benchmarks.

• The methods used to conduct audits must be 
totally risk-based to avoid any potential bias. 
Adopting risk-based approaches will guarantee 
that each audit addresses all key and relevant 
risks. All the relevant risks must be identified. 
Once the relevant risks are identified, the 
corresponding controls to mitigate those risks 
must be listed. These lists of controls can be 
a desired list of controls, rather than a list to 
reflect the actual list of deployed controls. 
Once the desired list of controls is prepared, 
it must be compared with the actual controls 
on the field and any potential gaps identified. 
If material gaps exist, they should be reported. 
Unstructured methods will never be welcomed.

• At the same time, the controls must be 
tested for their effectiveness. Controls can be 
classified as preventive, detective or corrective. 
The controls should also be reasonable and 
commensurate to the risks that are to be 
mitigated. It is essential that the testing clearly 
identifies the efficiency and effectiveness of the 
controls in place. The audit must aim to identify 
clear gaps, if any, in the implementation of 
controls. If the auditor believes that better and 
alternate controls exist, the recommendations 
must clearly capture this need and outline the 
alternate requirements. However, the proposed 
changes must be articulated with facts and 
figures and without emotion.

• Auditors who produce reports—specifically, 
lengthy reports—that convey nothing will never 
be loved. Rather, reports must be produced 
in multiple formats to suit different audiences 
or they should encompass different sections, 
including a summary of issues, giving, in a 
nutshell, the essence of all the findings or 
observations.

  I read your previous column with a  
  question based on the book 8 Things 
We Hate About IT:  How to Move Beyond the 
Frustrations to Form a New Partnership with IT. 
In your response, you discussed ‘things we hate 
about information security’; it made a lot of sense 
and was interesting reading, too. Continuing 
the discussion along the same lines, can you 
please list out the things that people ‘hate’ about 
information systems auditors? Auditors do not 
necessarily, on all occasions, remain best friends 
with the people in the business/IT. Please also 
add what auditors must do to win friends.

  I do not disagree with you—auditors  
  who do a clinical, dispassionate job 
may win the wrath and displeasure of those 
in the field and, on some odd occasions, even 
from leadership of the operational area that gets 
audited. But that does not mean they are ‘hated’. 
Hatred can exist when auditors disappoint and 
fail to do their job. Not being popular can be 
misconstrued for hatred, but in the long run, 
good auditors are not necessarily popular  
per se. The truth of the matter is that by being 
clinical and dispassionate, with no personal 
agenda, auditors serve the best interests of their 
employers and their profession. Here are some 
areas that can result in auditors being ‘hated’:
• Auditors who do not choose the right areas for 

conducting the audits easily earn the displeasure 
of both operational and organisational 
leadership. Unless the right domains or 
organisation units get audited, it will be a waste 
of resources, both from the audit perspective 
and from that of the areas chosen for audit. It is 
essential to develop a ‘risk universe’ consisting 
of the entire organisation’s various risks—be 
they legal, compliance, regulatory, operational 
or IT—and to determine the correct priorities 
for audit based on the prevalent risk exposures.

• Auditors must have a defined/structured 
approach to handle all audits—from 
identification of areas to execution and 
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• The auditor’s observations must be factually accurate and 
must not be mere opinions. They must not lack objectivity, 
and they should not entertain anything subjective. 
Observations must be supported by adequate evidence 
gathered during the course of the audit. Observations 
should not be made if substantiation is not possible at a 
later date.

• Management of the areas audited must be given adequate 
opportunity to respond with their position on the audit 
report that goes out to leadership. They may differ with the 
observations made by the auditors; sometimes they may 
agree with the observations, but differ with the rating in 
terms of risk assigned to the findings. At times, they may 
agree with both, but may dispute the practicality or the 
pragmatic nature of the recommendations made by the 
auditors. Whatever the case may be, their point of view 
must be clearly recorded in the audit report, with no editing 

or alterations made to it by the auditors. Responses to such 
viewpoints must also be given equal prominence in the 
audit report. Any auditors who do not provide management 
an opportunity to respond and who fail to publish their 
responses are sure to be hated.

• Above all, it is essential to have auditors in place who do 
their job because they love to do it and are passionate 
about it. It should not be seen as a stop-gap arrangement in 
someone’s career journey. Such agenda-centric auditors will 
clearly end up as targets for hate.

• To win better trust and confidence and to act as true 
business partners, it is essential that auditors follow up their 
audits with activities to make sure that the key issues get 
closed in an effective manner. Closure of critical issues must 
get validated.
Thus, there are a number of reasons why auditors can be 

hated. Sounds like a good subject for yet another book, right?
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Q&ATo order CGEIT review materials for the  
December 2010 exam, visit the ISACA  
web site at www.isaca.org/cgeitbooks

or see pages S1-S8 in this Journal.

ORDER NOW—2010 CGEIT Review Materials for Exam Preparation and Professional Development
To pass the Certified in the Governance of Enterprise IT® (CGEIT®) exam, candidates should have an organized plan of study. To assist individuals with the 
development of a successful study plan, ISACA® offers several study aids and review courses (www.isaca.org/cgeitreview) to exam candidates.

The 2010 edition has been developed to help CGEIT candidates understand 
essential concepts and is organized to facilitate study in the following job 
practice areas:
• IT governance framework
• Strategic alignment
• Value delivery
• Risk management
• Resource management
• Performance measurement

CGEIT Review Manual 2010
ISACA

The CGEIT Review Manual 2010 is a reference guide designed to 
assist individuals in preparing for the CGEIT exam and individuals wishing 
to understand the roles and responsibilities of someone with significant 
management, advisory or assurance responsibilities relating to the governance 
of IT. The manual has been developed and reviewed by subject matter experts 
actively involved in the governance of IT. This is the first edition of  
the manual.

This manual includes six chapters, each one devoted to one of the domains 
within the scope of the CGEIT job practice. Each chapter provides task and 
knowledge statements with supporting explanations and exhibits detailing their 
interrelationships. Sample practice questions and explanations of answers will 
assist candidates in understanding the topic areas. Also included are definitions 
of terms most commonly found on the exam and references for further study. 
The manual is a resource to those seeking global guidance and a strong 
understanding of effective approaches to the governance of IT.

Prepare for the 2010 CGEIT Exams

http://www.isaca.org/cgeitreview
http://www.isaca.org/cgeitbooks


SIngLeTOn ARTICLe

 1.  A key to IT audits of cloud computing and SaaS is to choose 
a framework for the components that assist an effective 
risk assessment of those technologies. Once a proper risk 
assessment is produced, the IT audit becomes a natural 
extension of auditing for the identified risks.

 2.  According to the Generally Accepted Accounting Principles 
(GAAP), if the infrastructure is outsourced, the expense 
associated with the IaaS infrastructure usually becomes a 
capital expense (CAPEX).

 3.  Security from unauthorized access by rogue employees of the 
IaaS provider is an increased risk to the user entity that needs 
to be addressed via adequate controls by the service entity.

 4.  In one sense, auditing cloud computing is like auditing any 
new IT—understand the IT, identify the risks, evaluate 
mitigating controls and audit the risky objects.

neWMAn ARTICLe

 5.  During the evolution of the security function, security was 
a full-time role filled by IT practitioners who understood 
network technology.

 6.  A technology-oriented training approach is required to create 
in the next generation of security professionals the capability 
(with relevant skills and expertise) to respond quickly to guide 
the organization to a path that produces an acceptable level of 
risk.

 7.  Individuals often pursue certifications to enhance job 
prospects because many employers use them as benchmarks 
for hiring.

 8.  For every information security practitioner, risk analysis is a 
key requirement—not just an ability but a primary task, such 
as creating policies.

 9.  Security professionals must focus on negotiation and 
collaboration to work within the framework of the 
organization to ensure that risks are properly addressed.

 10.  An information security manager must make sure that the 
organization views security as a business function and the 
manager as a business partner.

beLL ARTICLe

 11.  Social psychology can assist an auditor’s comprehension 
of how best to work with human predilections and 
predispositions to achieve the goal of improving security.

 12.  Understanding the social psychology of IT security auditing is 
equally as important as auditing processes and procedures.

 13.  An essential part of developing security awareness is to engage 
the auditee and allow the auditor to experience a paradigm 
shift—where auditors begin to comprehend the problems they 
intentionally create by their mere presence.

bROWn And YARbeRRY ARTICLe

 14.  Off-balance sheet exposure, collateralized debt obligations 
and many other factors are not included in comprehensive risk 
models.

 15.  An organization with low strategic agility risk may have 
siloed and disconnected applications, an excessive number 
of interorganizational links, and limited ability to change IT 
functionality within a reasonable time.

 16.  In today’s environment in which disruption is nearly constant, 
only agile firms can shift products, offerings, services and 
suppliers fast enough to maintain or increase market share.

 17.  Agility is similar to factors such as morale, enthusiasm 
for one’s work and job flexibility, which all strongly affect 
enterprise performance but are hard to measure. Although 
important, these are fuzzy. Hence, auditors cannot include 
agility in their assessment tool kit.

Prepared by A Rafeq, CISA, 

CgeIT, CCSA, CIA, FCA

Quiz #132
based on volume 3, 2010—Career Management in Turbulent Times
value—1 hour of CISA/CISM/CgeIT/CRISC Continuing Professional education (CPe) Credit

TRUe OR FALSe 

CPE   Quiz
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True or False

SIngLeTOn ARTICLe

1. __________

2. __________

3. __________

4. __________

neWMAn ARTICLe

5. __________

6. __________

7. __________

8. __________

9. __________

10. _________

beLL ARTICLe

11. _________

12. _________

13. _________

bROWn And YARbeRRY ARTICLe

14. _________

15. _________

16. _________

17. _________

ISACA Journal
CPe Quiz

based on volume 3, 2010—Career Management 
in Turbulent Times

Quiz #132 Answer Form 

(Please print or type)

Name _____________________________________________

__________________________________________________

Address ____________________________________________  

__________________________________________________  

__________________________________________________  

CISA, CISM, CGEIT or CRISC # ____________________________  

Quiz #132

Please confirm with other designation-granting professional bodies for their 
CPE qualification acceptance criteria. Quizzes may be submitted for grading only 
by current Journal subscribers. An electronic version of the quiz is available at 
www.isaca.org/cpequiz; it is graded online and is available to all interested parties.

If choosing to submit using this print copy, please e-mail, fax or mail your 
answers for grading. Return your answers and contact information by e-mail to 
info@isaca.org or by fax to +1.847.253.1443. If you prefer to mail your quiz, 
in the US, send your CPE Quiz along with a stamped, self-addressed envelope, 
to ISACA International Headquarters, 3701 Algonquin Rd., #1010, Rolling 
Meadows, IL 60008 USA.

Outside the US, ISACA will pay the postage to return your graded quiz.  
You need only to include an envelope with your address.

You will be responsible for submitting your credit hours at year-end for  
CPE credits.

A passing score of 75 percent will earn one hour of CISA, CISM, CGEIT or 
CRISC CPE credit.

Answers—Crossword by Myles Mellor
See page 50 for the puzzle.

http://www.isaca.org/cpequiz
mailto:info@isaca.org
mailto:publication@isaca.org


Standards

Tools and Techniques
Guidelines

ISACA MeMbeR And CeRTIFICATIOn hOLdeR COMPLIAnCe
The specialised nature of IT audit and assurance and the skills necessary to perform such audits require standards that apply specifically to IT audit and 
assurance. One of the goals of ISACA® is to advance globally applicable standards to meet its vision. The development and dissemination of the IT Audit and 
Assurance Standards are a cornerstone of the ISACA professional contribution to the audit and assurance community. The framework for the IT Audit and 
Assurance Standards provides multiple levels of guidance:
n  Standards define mandatory requirements for IT audit and assurance. 

They inform:
 –  IT audit and assurance professionals of the minimum level of acceptable performance required to meet the professional responsibilities set out in the ISACA 

Code of Professional Ethics 
 –  Management and other interested parties of the profession’s expectations concerning the work of practitioners
 –  Holders of the Certified Information Systems Auditor™ (CISA®) designation of requirements. Failure to comply with these standards may result in an 

investigation into the CISA holder’s conduct by the ISACA Board of Directors or appropriate ISACA committee and, ultimately, in disciplinary action. 
n  Guidelines provide guidance in applying IT Audit and Assurance Standards. The IT audit and assurance professional should consider them in determining 

how to achieve implementation of the standards, use professional judgement in their application and be prepared to justify any departure. The objective of the 
IT Audit and Assurance Guidelines is to provide further information on how to comply with the IT Audit and Assurance Standards.

n  Tools and Techniques provide examples of procedures an IT audit and assurance professional might follow in an audit engagement. The procedure 
documents provide information on how to meet the standards when performing IT auditing work, but do not set requirements. The objective of the IT Audit 
and Assurance Tools and Techniques is to provide further information on how to comply with the IT Audit and Assurance Standards.

CoBIT® is an IT governance framework and supporting tool set that allows managers to bridge the gaps amongst control requirements, technical issues and 
business risks. COBIT enables clear policy development and good practice for IT control throughout enterprises. It emphasises regulatory compliance, helps 
enterprises increase the value attained from IT, enables alignment and simplifies implementation of the COBIT framework’s concepts. COBIT is intended for 
use by business and IT management as well as IT audit and assurance professionals; therefore, its usage enables the understanding of business objectives and 
communication of good practices and recommendations to be made around a commonly understood and well-respected framework. COBIT is available for 
download on the ISACA web site, www.isaca.org/cobit. 

Links to current guidance are posted on the standards page, www.isaca.org/standards.

The titles of issued standards documents are:

IT Audit and Assurance Standards 
S1 Audit Charter Effective 1 January 2005
S2 Independence Effective 1 January 2005
S3 Professional Ethics and Standards Effective 1 January 2005
S4 Professional Competence Effective 1 January 2005
S5 Planning Effective 1 January 2005
S6 Performance of Audit Work Effective 1 January 2005
S7 Reporting Effective 1 January 2005
S8 Follow-up Activities Effective 1 January 2005
S9 Irregularities and Illegal Acts Effective 1 September 2005
S10 IT Governance Effective 1 September 2005
S11 Use of Risk Assessment in Audit Planning Effective 1 November 2005
S12 Audit Materiality Effective 1 July 2006
S13 Using the Work of Other Experts Effective 1 July 2006
S14 Audit Evidence Effective 1 July 2006
S15 IT Controls Effective 1 February 2008
S16 E-commerce Effective 1 February 2008

IT Audit and Assurance Guidelines
G1 Using the Work of Other Experts Effective 1 March 2008
G2 Audit Evidence Requirement Effective 1 May 2008
G3 Use of Computer-assisted Audit Techniques (CAATs) Effective 1 March 2008
G4 Outsourcing of IS Activities to Other Organisations Effective 1 May 2008
G5 Audit Charter Effective 1 February 2008
G6 Materiality Concepts for Auditing Information Systems Effective 1 May 2008
G7 Due Professional Care Effective 1 March 2008
G8 Audit Documentation Effective 1 March 2008
G9 Audit Considerations for Irregularities Effective 1 September 2008
G10 Audit Sampling Effective 1 August 2008
G11 Effect of Pervasive IS Controls Effective 1 August 2008
G12 Organisational Relationship and Independence Effective 1 August 2008
G13 Use of Risk Assessment in Audit Planning Effective 1 August 2008
G14 Application Systems Review Effective 1 October 2008
G15 Audit Planning Revised Effective 1 Ma1 2010
G16 Effect of Third Parties on an Organisation’s IT Controls Effective 1 March 2009
G17 Effect of Non-audit Role on the IS Auditor’s Independence Effective 1 May 2010
G18 IT Governance Effective 1 May 2010
G19 Withdrawn 1 September 2008
G20 Reporting Effective 1 January 2003
G21 Enterprise Resource Planning (ERP) Systems Review Effective 1 August 2003
G22 Business-to-consumer (B2C) E-commerce Reviews Effective 1 October 2008
G23 System Development Life Cycle (SDLC) Reviews Effective 1 August 2003
G24 Internet Banking Effective 1 August 2003
G25 Review of Virtual Private Networks Effective 1 July 2004
G26 Business Process Re-engineering (BPR) Project Reviews Effective 1 July 2004
G27 Mobile Computing Effective 1 September 2004
G28 Computer Forensics Effective 1 September 2004 
G29 Post-implementation Review Effective 1 January 2005
G30 Competence Effective 1 June 2005
G31 Privacy Effective 1 June 2005

G32 Business Continuity Plan (BCP) Review From IT Perspective Effective 1 September 2005
G33 General Considerations for the Use of the Internet Effective 1 March 2006
G34 Responsibility, Authority and Accountability Effective 1 March 2006
G35 Follow-up Activities Effective 1 March 2006
G36 Biometric Controls Effective 1 February 2007
G37 Configuration and Release Management Effective 1 November 2007
G38 Access Controls Effective 1 February 2008
G39 IT Organisation Effective 1 May 2008
G40 Review of Security Management Practices Effective 1 October 2008
G41 Return on Security Investment (ROSI) Effective 1 May 2010
G42 Continuous Assurance Effective 1 May 2010

IT Audit and Assurance Tools and Techniques
P1 IS Risk Assessment Measurement Effective 1 July 2002
P2 Digital Signatures and Key Management Effective 1 July 2002
P3 Intrusion Detection Systems (IDS) Review Effective 1 August 2003
P4 Malicious Logic Effective 1 August 2003
P5 Control Risk Self-assessment Effective 1 August 2003
P6 Firewalls Effective 1 August 2003
P7 Irregularities and Illegal Acts Effective 1 December 2003
P8  Security Assessment—Penetration Testing and Vulnerability Analysis  

Effective 1 September 2004
P9  Evaluation of Management Controls Over Encryption Methodologies  

Effective 1 January 2005
P10 Business Application Change Control Effective 1 October 2005
P11 Electronic Funds Transfer (EFT) Effective 1 May 2007

Standards for Information System Control Professionals  Effective 1 September 1999
510 Statement of Scope
 .010 Responsibility, Authority and Accountability
520 Independence
 .010 Professional Independence
 .020 Organisational Relationship
530 Professional Ethics and Standards
 .010 Code of Professional Ethics
 .020 Due Professional Care
540 Competence
 .010 Skills and Knowledge
 .020 Continuing Professional Education
550 Planning
 .010 Control Planning
560 Performance of Work
 .010 Supervision
 .020 Evidence
 .030 Effectiveness
570 Reporting
 .010 Periodic Reporting
580 Follow-up Activities
 .010 Follow-up

Code of Professional Ethics Revised May 2003
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CobIt®

See www.isaca.org/cobitbooks
for complete descriptions and additional titles.

CoBIT® 4.1 
IT Governance Institute

CObIt is an It governance framework and supporting tool set that 
allows managers to bridge the gap between control requirements, 
technical issues and business risks. CObIt enables clear policy 
development and good practice for It control throughout 
organizations. CObIt was first published by ItGI in April 1996. 
ItGI’s latest update—CObIt® 4.1—emphasizes regulatory 
compliance, helps organizations to increase the value attained from 
It, highlights links between business and It goals, and simplifies 
implementation of the CObIt framework. CObIt 4.1 is a fine-tuning 
of the CObIt framework and can be used to enhance work already 
done based upon earlier versions of CObIt. When major activities 
are planned for It governance initiatives, or when an overhaul of the 
enterprise control framework is anticipated, it is recommended to 
start fresh with CObIt 4.1. CObIt 4.1 presents activities in a more 
streamlined and practical manner so continuous improvement in It 
governance is easier than ever to achieve.  2007, 196 pages. CB4.1

CobIt AnD ApplICAtIon ContRolS:   
A MAnAGeMent GuIDe
ISACA

CobIT and Application Controls is structured based on the life cycle 
of application systems—from defining requirements through providing 
assurance on application controls. the concepts presented apply to 
new and existing legacy application systems. the book also offers 
guidance on:
•  The definition and nature of application controls (addressing the six 

application controls discussed in CObIt)
• The design and operation of application controls
•  Relationships and dependencies that application controls have with 

other controls, such as It general controls
• The responsibilities of business and IT management

this guide helps business executives, business and It managers, 
It developers and implementers, and internal and external auditors 
implement, manage and provide assurance regarding application 
controls. 2009, 101 pages. CAC

CobIt SeCuRIty bASelIne, 2nD eDItIon
IT Governance Institute

this publication focuses on It security risk in a way that is simple to 
follow and implement for everyone, from the home user or small-to 
medium-sized enterprise to executives and board members of larger 
organizations. CobIT ® Security baseline provides an introduction 
to information security; an explanation of why security is important; 
the CObIt-based security baseline, mapped to ISO/IEC 27002; 
information security “survival kits” for varying audiences; and a 
summary of technical security risks. 2007, 48 pages. CBSB2

CobIt ContRol pRACtICeS:  GuIDAnCe 
to AChIeve ContRol objeCtIveS foR 
SuCCeSSful It GoveRnAnCe, 2nD eDItIon
IT Governance Institute

Control practices are derived from each control objective and help 
management, service providers, end users and control professionals 
to justify and design the specific controls needed to improve It 
governance. the control practices provide the how, why and what to 
implement for each control objective, to improve It performance and/
or address It solution and service delivery risks. by providing guidance 
on why controls are needed and what the best practices are for meeting 
specific control objectives, CobIT® Control Practices helps ensure that 
solutions put forward are likely to be more completely and successfully 
implemented. CobIT® Control Practices presents the key control 
mechanisms that support the achievement of control objectives.   
2007, 174 pages. CPS2

CobIt QuICkStARt, 2nd eDItIon
IT Governance Institute

CobIT ® Quickstart is specifically designed to assist in rapid and easy 
adoption of the most essential elements of CObIt. Quickstart is a 
summarized version of the CObIt resources, focusing on the most 
crucial It processes, control objectives and metrics, all presented in 
an easy-to-follow format to help users gain the benefits of CObIt 
quickly. Quickstart was designed as a baseline for many small to 
medium enterprises, but is also suitable for large organizations as a 
tool to accelerate adoption of It governance best practices. Quickstart 
will help you to rapidly understand the important issues and 
management priorities. It can be followed by nontechnical people or 
managers who want principles, not detail, and is a useful springboard 
to the more comprehensive CObIt guidance.  2007, 58 pages. CBQ2

CobIt uSeR GuIDe foR SeRvICe 
MAnAGeRS
IT Governance Institute

this is the first of a planned series aimed at providing specific 
guidance on how to use CObIt when performing a particular role. 
the first publication is focused on the service manager, as it is 
known that this is a significant role where there is a high demand for 
guidance. Each guide will highlight a specific group of CObIt users 
and describe how to use CObIt to support their activities, how to 
focus on the parts of CObIt that are most relevant to them, and how 
CObIt relates to the best practices and standards that they would 
typically use in their job. this guide contains an introduction to the 
business and governance challenges facing service managers and 
describes how CObIt can help, an explanation of the service manager 
role and why it is important for effective It governance, the key 
governance tasks for the role aligned with the ItIL V3 processes and 
CObIt 4.1 control objectives, case examples, a high level maturity 
model for the role area, and links to other references. 2009, 54 pages. 
CUG

IMpleMentInG AnD ContInuAlly 
IMpRovInG It GoveRnAnCe
ISACA

Replacing the popular IT Governance Implementation Guide, this 
publication assists enterprises in establishing and sustaining an 
effective approach to governing It. 

New features include Risk It-related content as well as typical 
pain points that new or improved It governance practices can help 
solve, including outsourcing service delivery problems and business 
frustration with failed initiatives.

Implementing and Continually Improving IT Governance is based 
on a life cycle of continuous improvement. In addition to describing 
the steps that need to be considered and undertaken to progress an It 
governance initiative, this guide identifies trigger events that indicate 
the need for better governance, as well as implementation challenges 
enterprises might face. It also describes how to use CObIt, Val It 
and Risk It components for critical support. 2009, 78 pages. ITG9

It ASSuRAnCe GuIDe:  uSInG CobIt
IT Governance Institute

Management needs assurance that the desired It goals and 
objectives are being met and that key controls are in place and 
effective. the IT Assurance Guide introduces the various types of 
It assurance activities that exist and describes how CObIt can be 
used to support such activities. It provides invaluable guidance for 
assurance professionals and a structured assurance approach linked 
to the CObIt framework that provides a common language and 
criteria for business and It people. this approach facilitates a shared 
identification of control priorities and improvements.  
2007, 269 pages. CB4A

ShARepoInt DeployMent AnD 
GoveRnAnCe uSInG CobIt 4.1:  A 
pRACtICAl AppRoACh 
Dave Chennault and Chuck Strain

SharePoint has quickly become one of Microsoft’s most successful 
products and the de facto collaboration standard. but deployment is 
often accompanied by chaos and a wave of frustration called “the 
SharePoint Effect” as organizations become overwhelmed by their 
own success, a lack of planning or insufficient governance.  While 
many bloggers and self-appointed experts have offered “best practice” 
guidelines, SharePoint Deployment and Governance Using CobIT 4.1 
contains a comprehensive, step-by-step guide on how to practically 
deploy and govern SharePoint 2007 and 2010 using CObIt 4.1, the 
leading internationally accepted governance framework.  
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this practical guide blends the needs of the deployment staff and audit 
teams with a comprehensive blueprint that puts business in charge. 
the book is filled with authoritative tips, techniques and advice on:
•  How to use CObIt 4.1 for SharePoint deployment and 

governance—on premises or in the cloud
•  Specific considerations  when using SharePoint 2007 or  

SharePoint 2010
•  Which third-party tools to consider to govern your SharePoint farm
•  How to apply appropriate CObIt processes at each stage of the 

SharePoint  deployment
2010, 176 pages. SDG

rISk It And rISk relAted topICS
See www.isaca.org/riskitbooks

for additional information.

InfoRMAtIon teChnoloGy RISk 
MAnAGeMent In enteRpRISe 
envIRonMentS
Jake Kouns and Daniel Minoli

this book provides a comprehensive review of industry approaches, 
practices and standards on how to handle the ever-increasing risks to 
organizations’ business-critical assets. through a practical approach, 
this book explores key topics that enable readers to uncover and 
remediate potential infractions. the authors present an effective risk 
management program by providing: 
•  An overview of risk assessment, mitigation and management 

approaches and methodologies 
•  Processes for developing a repeatable program for technological 

issues and human resources 
•  Definitions of key concepts and security standards in the area of  

risk management 
•  Analytical techniques for assessing the amount of risk and the 

benefit of risk remediation 
•  Information on the development and implementation of a risk 

management team 

the book details fundamental corporate risks and outlines how they 
can be avoided. It is an essential resource for information security 
managers and analysts, system developers, auditors, consultants, and 
students in understanding the It resources, procedures and tools to 
identify and handle technology and security risks.  
2010, 421 pages. 84-WRM

the RISk It fRAMewoRk
ISACA

The Risk IT Framework provides a set of guiding principles and 
supporting practices for enterprise management, combined to deliver 
a comprehensive process model for governing and managing It 
risk. For users of CObIt and Val It, this process model will look 
familiar. Guidance is provided on the key activities within each 
process, responsibilities for the process, information flows between 
processes and performance management of each process. the model is 
divided into three domains—Risk Governance, Risk Evaluation, Risk 
Response—each containing three processes:
• Risk Governance
• Risk Evaluation
• Risk Response
2009, 104 pages. RITF

the RISk It pRACtItIoneR GuIDe
ISACA 
The Risk IT Practitioner Guide, a support document for the Risk 
It framework, provides examples of possible techniques to address 
It-related risk issues, and more detailed guidance on how to approach 
the concepts covered in the process model.

Concepts and techniques explored in more detail include:
•  Building enterprise-specific scenarios, based on a set of generic  

It risk scenarios
•  Building a risk map, using techniques to describe the impact and 

frequency of scenarios
• Building impact criteria with business relevance
• Defining key risk indicators (KRIs)
•  Using CObIt and Val It to mitigate risk; the link between risk and 

CObIt control objectives and Val It key management practices
2009, 134 pages. RITPG

Val Ittm

See www.isaca.org/valitbooks
for complete descriptions.

Val It is the most complete collection of proven management 
practices and techniques for investment in It-enabled business change 
and innovation. It allows enterprises to increase return on their 
investments and generate business value. It helps enterprises to make 
better decisions on where to invest in business change—ensuring they 
are doing the right things the right way, doing them well and getting 
benefits from them. Val It fosters the partnership between It and the 
rest of business.

the vAl It fRAMewoRk 2.0
ISACA

this publication is the foundation document in the 
Val It series. It presents practices for three domains:
• Value Governance
• Portfolio Management
• Investment Management
Each of these domains is broken down into key management 
processes and a number of key management practices.

this edition simplifies the management processes and practices, and 
extends the Val It Framework beyond new investments to include It 
services, assets and other resources. It also aligns terminology with 
CObIt, and adds a management guidelines section, similar to CObIt, 
which provides a greater level of detail on the Val It processes, key 
management practices and maturity models for each Val It domain. 
2008, 146 pages. VITF2 

GettInG StARteD wIth vAlue 
MAnAGeMent
ISACA

this is a guide that outlines “how to implement” Val It and 
compliments the The Val IT Framework, which describes “what 
you do.” Getting Started With Value Management is made up of six 
chapters that flow in a logical sequence moving from typical starting 
points, pain points or “trigger points” to specific approaches to address 
these points.

It offers assessment templates and practical guidance on how to 
use the new framework, along with recommended approaches to 
addressing investment issues in organizations. It contains suggested 
maturity models and approaches to maintaining and sustaining change. 
2008, 44 pages. VITM

vAlue MAnAGeMent GuIDAnCe  
foR ASSuRAnCe pRofeSSIonAlS—
uSInG vAl It 2.0
ISACA

the objective of the newest publication to the Val It family Value 
Management Guidance for Assurance Professionals—Using  
Val IT 2.0 is to provide guidance on how to use Val It to support an 
assurance review focused on the governance of It-enabled business 
investments for each of the three Val It domains—Value Governance, 
Portfolio Management and Investment Management. this guide 
is based on the IT Assurance Guide Using CobIT which provides 
comprehensive guidance on planning and performing a wide range of 
It related assurance activities. this guide is focused on an assurance 
review of It value management based on and aligned with the Val IT 
2.0 Framework—the governance of It related business investments. 
Readers should be familiar with Val It 2.0. Readers wishing to obtain 
a fuller description and understanding of It assurance principles and 
context should refer to the IT Assurance Guide:  Using CobIT. 
2010, 48 pages. VITAG

the buSIneSS CASe GuIDe—uSInG  
vAl It 2.0
ISACA

the intention of this publication is to position the business 
case as a valuable management tool—an operational tool—and to 
provide an easy-to-follow guide, based on Val It 2.0, to creating, 
maintaining and using the business case. As such, this publication 
builds on and enhances the earlier version of this guide, Enterprise 
Value:  Governance of IT Investments, The business Case (2006). 
this new publication is now fully aligned with Val It 2.0, provides 
“how to do it” tips, maturity models, examples and references to other 
materials for using and implementing the business case processes as 
the powerful operational tools they have the potential to be. 
2010, 49 pages. VITB2

AudIt, Control And SeCurIty—eSSentIAlS
See www.isaca.org/essentialsbooks

for complete descriptions and additional essential titles.

ACCountInG InfoRMAtIon SySteMS,  
8th eDItIon
Ulric J. Gelinas, Richard b. Dull

today’s accounting professionals must help organizations identify 
enterprise risks and provide assurance for information systems. 
Accounting Information Systems, 8th Edition, helps develop a solid 
foundation in enterprise risk management as it relates to business 
processes and information systems. the book’s proven coverage 
centers around three of the areas most critical in accounting 
information systems today:  enterprise systems, e-business systems 
and controls for maintaining those systems. the book is written 
clearly to help readers easily grasp even the most challenging topics. 
It explores today’s most intriguing AIS topics to see how they relate 
to business processes, information technology, strategic management, 
security and internal controls.

the eighth edition provides the tools and processes for organizing and 
managing information. Whether desiring an emphasis on enterprise 
risk management, a solid understanding of databases and REA, 
or a background in systems development, this book offers a solid 
foundation. 2010, 696 pages 1-IT8 

CoMputeR SeCuRIty, pRIvACy 
AnD polItICS: CuRRent ISSueS, 
ChAllenGeS AnD SolutIonS
Ramesh Subramanian

the intersection of politics, law, privacy and security in the context 
of computer technology is both sensitive and complex. Computer 
viruses, worms, trojan horses, spyware, computer exploits, poorly 
designed software, inadequate technology laws, politics and 
terrorism—all of these have a profound effect on our daily computing 
operations and habits, with major political and social implications.

Computer Security, Privacy and Politics: Current Issues, Challenges 
and Solutions connects privacy and politics, offering a point-in-time 
review of recent developments in computer security. this reference 
source compiles content on such topics as reverse engineering of 
software, understanding emerging computer exploits, emerging 
lawsuits and cases, global and societal implications, and protection 
from attacks on privacy. 2008, 356 pages. 4-IGI

effeCtIve pRojeCt MAnAGeMent:  
tRADItIonAl, AGIle, extReMe,  
5th eDItIon
Robert K. Wysocki
the fifth edition of this popular guide gives new or veteran project 
managers a comprehensive overview of all of the best-of-breed 
project management approaches and tools today, including traditional 
(linear and incremental), agile (iterative and adaptive) and extreme. 
Step-by-step instruction and practical case studies show you how to 
use these tools effectively to achieve better outcomes. Plus, the book 
provides full coverage on managing continuous process improvement, 
procurement, distressed projects and multiple team projects.
2009, 792 pages. 50-WPM5

fRAuD AnAlySIS teChnIQueS uSInG ACl
David Coderre

Fraud Analysis Techniques Using ACL offers auditors 
and investigators:  
•  Authoritative guidance on the use of computer-assisted audit tools and 

techniques in fraud detection 
•  A CD-ROM containing an educational version of ACL
•  An accompanying CD-ROM containing a thorough fraud tool kit with 

two sets of customizable scripts to serve your specific audit needs 
•  Case studies and sample data files that you can use to try out the tests 
•  Step-by-step instructions on how to run the tests 
•  A self-study course on ACL script development with exercises, data 

files and suggested answers 

the tool kit also contains 12 utility scripts and a self-study course 
on ACL scripting, which includes exercises, data files and proposed 
answers. Filled with screen shots, flow charts, example data files, 
descriptive commentary highlighting and explaining each step, and case 
studies offering real-world examples of how the scripts can be used to 
search for fraud, it is the only tool kit you will need to harness the power 
of ACL to spot fraud. 2009, 176 pages, CD-ROM included. 82-WACL

GfI netwoRk SeCuRIty AnD pCI 
CoMplIAnCe poweR toolS
brien Posey
today all companies, uS federal agencies and nonprofit organizations 
have valuable data on their servers that need to be secured. One of 
the challenges for It experts is learning how to use new products in 
a time-efficient manner, so that new implementations can go quickly 
and smoothly. Learning how to set up sophisticated products is 
time-consuming and can be confusing. GFI’s LANguard Network 
Security Scanner reports vulnerabilities so that they can be mitigated 
before unauthorized intruders can wreak havoc on the network. to 
take advantage of the best things that GFI’s LANguard Network 
Security Scanner has to offer, it should be configured on the network 
so that it captures key events and sends alerts regarding potential 
vulnerabilities before they are exploited. this book pinpoints the most 
important concepts with examples and screenshots so that systems 
administrators and security engineers can understand how to get the 
GFI security tools working quickly and effectively.  
2009, 488 pages. 10-EL

InfoRMAtIon StoRAGe AnD 
MAnAGeMent: StoRInG, MAnAGInG, 
AnD pRoteCtInG DIGItAl 
InfoRMAtIon
EMC

Managing and securing information is critical to business success. 
While information storage and management used to be a relatively 
straightforward and routine operation, it has developed into a highly 
mature and sophisticated pillar of information technology. Information 
storage and management technologies provide a variety of solutions 
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for storing, managing, connecting, protecting, securing, sharing and 
optimizing information. 

to keep pace with the exponential growth of information and the 
associated increase in sophistication and complexity of information 
management technology, there is a growing need for skilled 
information management professionals. More than ever, It managers 
are challenged with employing and developing highly skilled 
information storage professionals. 2009, 480 pages. 83-WIS

ItAf:   A pRofeSSIonAl pRACtICeS 
fRAMewoRk foR It ASSuRAnCe
ISACA

ITAF:  A Professional Practices Framework for  
IT Assurance consists of compliance and good practice setting 
guidance. the It Assurance Framework™ (ItAF™):
•  Provides direction on the design, conduct and reporting of  

It audit and assurance assignments
•  Defines terms and concepts specific to IT assurance
•  Establishes standards that address IT audit and assurance 

professional roles and responsibilities, knowledge, skills and 
diligence, conduct, and reporting requirements

ItAF provides a single source through which It audit and assurance 
professionals can seek guidance, research policies and procedures, 
obtain audit and assurance programs, and develop effective reports. 
2008, 71 pages. WITAF

pCI CoMplIAnCe, SeConD eDItIon
Anton Chuvakin and branden R. Williams

Identity theft and other confidential information theft has now topped 
the charts as the number one cybercrime. In particular, credit card data 
are preferred by cybercriminals. Is your payment processing secure and 
compliant? this book is packed with help to develop and implement an 
effective security strategy to keep infrastructure compliant and secure.
Now in its second edition, PCI Compliance is revised to follow the 
new Payment Card Industry Data Security Standard (PCI DSS) 1.2.1. 
Also new in this edition, each chapter has how-to guidance to walk 
you through implementing concepts and real-world scenarios to help 
you relate to the information better and grasp how it impacts your 
data. this book will provide the information needed to understand the 
current PCI DSS standards and how to effectively implement security 
on the network infrastructure in order to be compliant with the credit 
card industry guidelines and protect sensitive and personally identifiable 
information. 2009, 368 pages. 7-SYN9

AudIt, Control And SeCurIty—SpeCIfIC enVIronmentS
See www.isaca.org/specificbooks

for complete descriptions and additional  
specific environment titles.

ApplIeD oRACle SeCuRIty:  
DevelopInG SeCuRe DAtAbASe  
AnD MIDDlewARe envIRonMentS
David Knox, Scott Gaetjen, Hamza Jahangir, Tyler Muth, Patrick 
Sack, Richard Wark and bryan Wise

this Oracle Press guide demonstrates practical applications of the 
most compelling methods for developing secure Oracle Database and 
Oracle Middleware environments. You will find full coverage of the 
latest and most popular Oracle products, including Oracle Database 
and Audit Vaults, Oracle Application Express, and secure business 
Intelligence applications.

Applied oracle Security demonstrates how to build and assemble 
the various Oracle technologies required to create the sophisticated 
applications demanded in today’s It world. Most technical references 
only discuss a single product or product suite. As such, there is no 
road map to explain how to get one product, product family or suite 
to work with another. this book fills that void with respect to Oracle 
Middleware and Oracle Database products and the area of security.
2009, 640 pages 18-MAo

SeCuRIty, AuDIt AnD ContRol 
feAtuReS oRACle® e-buSIneSS 
SuIte, 3RD eDItIon
ISACA

this updated edition of one of ISACA’s most popular guides reflects 
the many changes that the business environment and Oracle ERP 
application have undergone since the second edition was published. 
In response to customer needs and an increased market awareness 
of governance, risk and compliance (GRC), Oracle Corporation has 
continued to boost its GRC offerings and released the updated and 
improved Oracle E-business Suite R12.1 (EbS) in 2009. Security, 
Audit and Control Features oracle® E-business Suite, 3rd Edition 
reflects these new developments to provide a current view regarding:
• How business processes impact ERP implementation and operation
• Application functionality
• Strategic business risk
• Technical system architecture
• Security and control criteria/drivers for key functional areas, including:
 – Financial accounting

 – Expenditures
 – Web-enabled security
• IT resource requirements
• IT management requirements
• Professional services and support
• IT integration with other enterprise systems
•  Organizational and audit department challenges with  

Oracle E-business Suite
• Oracle E-Business audit programs

•  Using Oracle to assist with the regulatory requirements of financial 
reporting and other compliance issues

• How Oracle’s GRC offering integrates with Oracle E-Business Suite

this in-demand guide also provides an update on current industry 
standards and identifies future trends in Oracle EbS risk and control. 
It enables audit, assurance, risk and security professionals (It and non-
It) to evaluate risks and controls in existing ERP implementations, 
and facilitate the design and implementation of better practice controls 
into system upgrades and enhancements. this book also aims to assist 
system architects, business analysts and business process owners 
who are implementing Oracle EbS, as well as people responsible 
for managing it in live production to maintain the appropriate level 
of control and security according to business needs and industry 
standards. 2010, 407 pages. ISoA3

SeCuRIty, AuDIt AnD ContRol feAtuReS 
oRACle® DAtAbASe, 3RD eDItIon
ISACA

Security, Audit and Control Features oracle Database, 3rd Edition, 
provides a new perspective of security and controls over Oracle. this 
updated edition includes a background and review of security controls 
and addresses the risks associated with protecting information in a 
distributed computing environment of various platforms, versions, 
interfaces and tools.

the goal of this popular book is to guide the assessor through a 
comprehensive evaluation of security for an Oracle database based on 
business objectives and risks. It examines several different frameworks 
that can be used to assess security risks and covers technical topics, 
including an overview of Oracle Database’s architecture, operating 
system controls, auditing and logging, network security, and new 
features in Oracle 11g (differences from previous versions of Oracle 
Database are noted, as well as differences that may exist based on the 
host operating system of the database).

Security, Audit and Control Features oracle® Database helps simplify 
a daunting task, giving readers the approach, knowledge and tools to 
effectively plan and execute an Oracle Database security assessment. 
2009, 219 pages. oDB9

SeCuRIty, AuDIt AnD ContRol feAtuReS 
SAp® eRp:  teChnICAl AnD RISk MAnAGeMent 
RefeRenCe SeRIeS, 3RD eDItIon
Deloitte Touche Tohmatsu Research Team and ISACA

Security, Audit and Control Features SAP® ERP, 3rd Edition, part of the 
technical and Risk Management Reference Series, enables assurance, 
security and risk professionals to evaluate risks and controls in existing 
ERP implementations and facilitates the design and building of controls 
into system upgrades and enhancements.

the publication is based on SAP ERP (also known as SAP ERP Central 
Component [ECC]), the latest version of which is SAP ECC 6.0.

this in-demand new edition has been updated to reflect:
• New/modified SAP transaction codes and reports
•  SAP ERP based on a service-oriented architecture (SOA). SOA 

combines SAP ERP with an open technology platform that can 
integrate SAP and non-SAP systems using the SAP Netweaver 
platform.

•  SAP GRC suite of tools, including Access Control and Process 
Control, which offers corporate governance and risk management 
solutions

2009, 470 pages. ISAP3

non-enGlISh reSourCeS
See www.isaca.org/nonenglishbooks

for complete descriptions and additional non-English titles.

AuDItoRíA De teCnoloGíAS y SISteMAS De 
InfoRMACIón.
Piattini, M. y otros

2008, 732 Págs. 3-RAMA

CISA exAMInAtIon RefeRenCe MAteRIAl
Study aids available in French, Italian, Japanese and Spanish for the 
December 2010 CISA exam—see page S5

CISM exAMInAtIon RefeRenCe MAteRIAl
Study aids available in Japanese and Spanish for the December 2010 
CISM exam—see page S5

CoMputACIón foRenSe: DeSCubRIenDo loS 
RAStRoS InfoRMátICoS
Jeimy Cano

2009, 340 pages. 1-AOCF

GobIeRno De lAS teCnoloGíAS y loS 
SISteMAS De InfoRMACIón
M. Piattini y F. Hervada

2007, 489 Págs. 2-RAMA

SeCuRIty, AuDIt AnD ContRol feAtuReS 
oRACle e-buSIneSS SuIte:  A teChnICAl AnD 
RISk MAnAGeMent RefeRenCe GuIDe
Japanese Edition. 2006, 368 pages. ISoAJ

SeCuRIty, AuDIt AnD ContRol feAtuReS  
SAp R/3: A teChnICAl AnD RISk MAnAGeMent 
RefeRenCe GuIDe
Japanese Edition. 2006, 255 pages. ISAPJ

Internet And relAted SeCurIty topICS
See www.isaca.org/internetbooks

for complete descriptions and additional Internet and  
related security titles.

24 DeADly SInS of SoftwARe 
SeCuRIty: pRoGRAMMInG flAwS  
AnD how to fIx theM
Michael Howard, David Leblanc and John Viega

Fully updated to cover the latest security issues, 24 Deadly Sins of 
Software Security reveals the most common design and coding errors 
and explains how to fix each one—or better yet, avoid them from the 
start. this book has been completely revised to address the most recent 
vulnerabilities and has added five brand-new sins. this practical guide 
covers all platforms, languages and types of applications. Eliminate 
these security flaws from your code:
• SQL injection
• Use of magic URLs, predictable cookies and hidden form fields
• Format string problems
• C++ catastrophes
• Command injection
• Information leakage
• Poor usability
• Executing code with too much privilege
• Insecure mobile code
• Weak random numbers
• Failing to protect network traffic
• Trusting network name resolution
2009, 432 pages 19-M24

ClouD CoMputInG:  IMpleMentAtIon, 
MAnAGeMent, AnD SeCuRIty 
John W. Rittinghouse and James F. Ransome

this guide provides an understanding of what cloud computing really 
means, explores how disruptive it may become in the future, and 
examines its advantages and disadvantages. It gives business executives 
the knowledge necessary to make informed, educated decisions 
regarding cloud initiatives. the authors first discuss the evolution of 
computing from a historical perspective, focusing primarily on advances 
that led to the development of cloud computing. they then survey 
some of the critical components that are necessary to make the cloud 
computing paradigm feasible. they also present various standards based 
on the use and implementation issues surrounding cloud computing 
and describe the infrastructure management that is maintained by cloud 
computing service providers. After addressing significant legal and 
philosophical issues, the book concludes with a hard look at successful 
cloud computing vendors. 

Helping to overcome the lack of understanding currently preventing 
even faster adoption of cloud computing, this book arms readers with 
guidance essential to make smart, strategic decisions on cloud initiatives. 
2009, 340 pages. 45-CRC

CoMputeR AnD InfoRMAtIon SeCuRIty 
hAnDbook
John Vacca

this book presents information on how to analyze risks to your 
networks and the steps needed to select and deploy the appropriate 
countermeasures to reduce your exposure to physical and network 
threats. It also imparts the skills and knowledge needed to identify and 
counter some fundamental security risks and requirements, including 
Internet security threats and measures (audit trails, IP sniffing/spoofing, 
etc.), and how to implement security policies and procedures.
In addition, this book also covers security and network design with 
respect to particular vulnerabilities and threats, risk assessment and 
mitigation, and auditing and testing of security systems. Coverage 
includes identifying vulnerabilities and implementing appropriate 
countermeasures to prevent and mitigate threats to mission-critical  
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processes. techniques are explored for creating a business continuity 
plan (bCP) and the methodology for building an infrastructure that 
supports its effective implementation. the book provides essential 
knowledge and skills needed to select, design and deploy a public key 
infrastructure to secure existing and future applications and includes a 
discussion of vulnerability scanners to detect security weaknesses and 
prevention techniques, as well as allowing access to key services while 
maintaining systems security. 2009, 928 pages. 9-EL

hACkInG expoSeD CoMputeR 
foRenSICS SeCRetS AnD SolutIonS, 
2nD eDItIon
Aaron Philipp, David Cowen and Chris Davis  

Identify and investigate computer criminals of all stripes with help 
from this fully updated, real-world resource. this edition explains how 
to construct a high-tech forensic lab, collect prosecutable evidence, 
discover e-mail and system file clues, track wireless activity, and 
recover obscured documents. Learn how to re-create an attacker’s 
footsteps, communicate with council, prepare court-ready reports, 
and work through legal and organizational challenges. Case studies 
straight from recent headlines cover IP theft, mortgage fraud, employee 
misconduct, securities fraud, embezzlement, organized crime and 
consumer fraud cases. 2009, 544 pages. 1-MHF

netwoRk SeCuRIty bIble, 2nD eDItIon
Eric Cole

Network security is constantly evolving, and this comprehensive guide 
has been thoroughly updated to cover the newest developments. those 
responsible for network security will find value in this is reference. 
Covering new techniques, technology and methods for approaching 
security, it also examines new trends and best practices being used 
by many organizations. It is fully revised to address new techniques, 
technology and methods for securing an enterprise worldwide and 
features additional chapters on areas related to data protection/
correlation and forensics. 2009, 936 pages. 86-WNS

SCRAppy InfoRMAtIon SeCuRIty:  
the eASy wAy to keep the CybeR 
wolveS At bAy
Michael Seese

this book is written for those who care about the security and privacy 
of their online information, and want to know how to take steps to 
protect it. It will help readers to ensure that they do not inadvertently 
compromise their employer’s, or their own, sensitive information. this 
book provides concrete steps to take to reduce cybercrime and minimize 
its impacts. 2009, 212 pages. 1-HA

It GoVernAnCe And buSIneSS mAnAGement
See www.isaca.org/managementbooks

for complete descriptions and additional It governance  
and management titles.

enteRpRISe InfoRMAtIon SeCuRIty  
AnD pRIvACy
C. Warren Axelrod, Jennifer bayuk and Daniel Schutzer

this is a unique and practical book that addresses the rapidly growing 
problem of information security, privacy and secrecy threats and 
vulnerabilities. this authoritative resource helps the reader understand 
what really needs to be done to protect sensitive data and systems and 
how to comply with the burgeoning roster of data protection laws and 
regulations. the book examines the effectiveness and weaknesses of 
current approaches and guides the reader toward practical methods and 
doable processes that can bring about real improvement in the overall 
security environment. the reader will gain insight into the latest 
security and privacy trends, learn how to determine and mitigate risks, 
and discover the specific dangers and responses regarding the most 
critical sectors of a modern economy. 2009, 260 pages. 9-ART

fRAuD 101:  teChnIQueS AnD 
StRAteGIeS foR unDeRStAnDInG 
fRAuD, 3RD eDItIon
Stephen Pedneault

Fraud continues to be one of the fastest growing and most costly 
crimes around the world. the more an organization can learn about 
fraud and the potential fraud risks that threaten the financial stability 
of the organization’s cash flow, the better that organization will be 
equipped to design and implement measures to prevent schemes 
from occurring in the first place. this third edition offers guidance, 
understanding, and new, real-world case studies on the major types of 
fraud. 2009, 234 pages, 85-WF101

hACkInG expoSeD MAlwARe AnD 
RootkItS:  MAlwARe & RootkItS 
SeCRetS & SolutIonS
Michael A. Davis, Sean bodmer, Aaron LeMasters

Defend against the ongoing wave of malware and rootkit assaults the 
“Hacking Exposed” way. Real-world case studies and examples reveal 
how today’s hackers use readily available tools to infiltrate and hijack 
systems. Step-by-step countermeasures provide proven prevention 
techniques. Readers will find out how to detect and eliminate 
malicious embedded code, block pop-ups and web sites, prevent 
keylogging, and terminate rootkits. the latest intrusion detection, 
firewall, honeynet, antivirus, antirootkit and antispyware technologies 
are covered in detail. 2009, 400 pages 20-MHE

InfoRMAtIon SeCuRIty GoveRnAnCe:  
GuIDAnCe foR InfoRMAtIon SeCuRIty 
MAnAGeRS
W. Krag brotby and IT Governance Institute

this book discusses how to develop an information security strategy 
within an organization’s governance framework and how to drive that 
strategy through an information security program. It provides guidance 
on determining information security objectives and how to measure 
progress toward achieving them. It is an exposition on the rationale 
and necessity for senior management to integrate information security 
into overall organizational governance at the highest levels. It provides 
information, developed in recent years, that mandates a business case 
for information security governance. 2008, 78 pages. 3-ITG

 InfoRMAtIon teChnoloGy 
GoveRnAnCe AnD SeRvICe 
MAnAGeMent:  fRAMewoRkS AnD 
ADAptAtIonS
Aileen Cater-Steel

Increasingly, It governance is being considered an integral part of 
corporate governance. there has been a rapid increase in awareness 
and adoption of It governance as well as a desire to conform to 
national governance requirements to ensure that It is aligned with the 
objectives of the organization. 

this book provides an in-depth view into the critical contribution 
of It service management to It governance, and the strategic and 
tactical value provided by effective service management. A must-have 
resource for practitioners in fields affected by It in organizations, 
this work gathers authoritative perspectives on the state of research 
on organizational challenges and benefits in current It governance 
frameworks, adoption and incorporation. Section 1 provides literature 
reviews of previous research on It governance, and section 2 contains 
six case studies of It governance. Section 3 provides perspectives on 
the relationship of It governance to business, corporate governance 
and It security. It also considers governance as it relates to It 
portfolio management, outsourcing and software development. Section 
4 describes models of It service management such as ItIL and ISO/
IEC 2000.  2009, 519 pages. 3-IGI

InteRnAl ContRolS polICIeS AnD 
pRoCeDuReS
Rose Hightower

Your company can use this how-to manual to quickly and effectively 
put a successful program of internal controls in place. Complete with 
flowcharts and checklists, this essential desktop reference is a best 
practices model for establishing and enhancing your organization’s 
control framework.

Internal Controls Policies and Procedures is a collection of documents 
that summarize the regulations and rules which are part of corporate 
governance. It includes various definitions within the uS Securities 
and Exchange Commission regulations, and the Sarbanes-Oxley Act 
and Public Company Accounting Oversight board (PCAOb) and the 
American Institute of Certified Public Accountants (AICPA) standards, 
and an overview of the COSO framework. 

the how-to reference shows how to establish or enhance an internal 
control program. this manual includes an integrated internal control 
program and series of assessment checklists. 2008, 272 pages. 81-WIC

It fInAnCIAl MAnAGeMent 
Maxime Sottini

It is now accepted that It functions are a fundamental part of the 
competitive business model. Instead of simply offering services It must 
create value for the business. 
this practical publication describes the strong financial skills that It 
managers must have in order to support:  
•   Operations
•  Budgeting 
•  Project delivery
•  Business modeling
•  Investment and business cases

this book covers the main financial concepts that managers need to 
be familiar with in order for It to take its proper place as a contributor 
to the business. It assumes a basic level of financial understanding 
and builds on the techniques required almost daily; therefore, it is 
overwhelmingly practical and based on real-world scenarios. the 
techniques are fully described, and issues such as roles, implementation, 
daily management and even tooling are detailed.
2009, 230 pages. 12-VH

outSouRCInG It:  A GoveRnAnCe 
GuIDe
Rupert Kendrick

businesses are increasingly choosing to outsource their It function. the 
attraction of outsourcing It is that it enables a company to obtain an 
efficient and responsive It system, while at the same time allowing the 
company to focus on its core strengths. the current economic climate 
is also putting companies under increasing pressure to find new ways 
of cutting costs. However, all too often IT outsourcing projects fail 
because companies have not applied appropriate governance processes 
to the project.

the It function is nearly always a business-critical operation. this 
means that outsourcing It will give a supplier control over a function 
that is vital to the organization’s survival and success.

this book offers a guide to the many pitfalls of It outsourcing. It will 
provide readers with clear criteria for the application of governance 
principles to the outsourcing process and, thereby, enable them to 
implement It outsourcing so that it supports the overall business goals.
2009, 336 pages 2-ITo

teChnoloGy SCoReCARDS:  AlIGnInG It 
InveStMentS wIth buSIneSS peRfoRMAnCe 
Sam bansal

Readers can learn how to establish key performance indicators and 
value scorecards for It to ensure maximum value in their corporation 
with the step-by-step approach in Technology Scorecards. this book 
will show the reader how to:
•  Create scorecards geared toward the enterprise’s business goals
•  Make quantum improvements in cost, value and productivity using 

key performance indicators and scorecards
•  Increase a company’s net by as much as 100 percent just by 

improving its supply chain management by 50 percent
•  Impact the enterprise’s top line the most through product life cycle 

management
•  Develop a realistic strategy through scorecards, which can then be 

used to drive It investments that maximize business performance

Readers can learn how to align their It plans with business objectives 
and optimize the enterprise’s overall performance with the perfect 
scorecard approach found in Technology Scorecards. 
2009, 336 pages. 77-WTS

unloCkInG vAlue: An exeCutIve 
pRIMeR on the CRItICAl Role of  
It GoveRnAnCe
IT Governance Institute

the goals of this publication are to:
•  Increase awareness, understanding and adoption of IT 

governance by enabling chief information officers (CIOs) and 
other executives to better understand the why, what and how of 
It governance 

•  Create a call to enterprises for the need to adopt the concepts of 
It governance 

•  Assist CIOs in their effort to increase their enterprise’s 
leadership awareness of the need to adopt the concepts of It 
governance and obtain their support 

•  Assist CIOs in their effort to facilitate an understanding of the 
topic and obtain their buy-in and commitment

•  Assist CIOs in their effort to provide leadership for successful 
implementation, adoption and execution  
of It governance

2008, 28 pages. 4-ITG 

vulneRAbIlIty MAnAGeMent
Park Foreman

Vulnerability Management proactively shows how to prevent the 
exploitation of It security and weaknesses that exist particularly with 
a large organization. Illustrated with examples drawn from more than 
two decades of multinational experience, the author demonstrates how 
much easier it is to manage potential weaknesses, than to clean up 
after a violation. Covering the diverse realms that chief officers need 
to know and the specifics applicable to singular areas of departmental 
responsibility, he provides both the strategic vision and action steps 
needed to prevent the exploitation of It security gaps, especially those 
that are inherent in a larger organization. 2009, 347 pages. 44-CRC

bookstore@isaca.org

Learn more about CoBIT visit:
COBIT Home Page www.isaca.org/cobit
COBIT Online www.isaca.org/cobitonline
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ISACA Bookstore Price List

2010 CISA® exAm referenCe mAterIAlS

u To prepare for the December 2010 CISA exam, order u

CISA Review Manual 2010*
  CRM-10 English Edition $135.00 $105.00
  CRM-10F French Edition 135.00 105.00
  CRM-10I Italian Edition 135.00 105.00
  CRM-10J Japanese Edition 135.00 105.00
  CRM-10S Spanish Edition 135.00 105.00
CISA Review Questions, Answers & Explanations Manual 2010*
  QAE-10 English Edition (800 questions)   130.00 100.00
  QAE-10I Italian Edition  (800 questions)   130.00 100.00
  QAE-10J Japanese Edition  (800 questions)   130.00 100.00
  QAE-10S Spanish Edition  (800 questions)   130.00 100.00
CISA Review Questions, Answers & Explanations Manual 2010 Supplement*
  QAE-10ES English Edition  (100 questions) 60.00 40.00
  QAE-10FS French Edition  (100 questions) 60.00 40.00
  QAE-10IS Italian Edition  (100 questions) 60.00 40.00
  QAE-10JS Japanese Edition  (100 questions) 60.00 40.00
  QAE-10SS Spanish Edition  (100 questions) 60.00 40.00
CISA Practice Question Database v10 (900 questions)*
  CDb-10  CD-ROM—English Edition 225.00 185.00
  CDb-10W  Download—English Edition 225.00 185.00
 (No shipping charges apply to download)
  CDb-10S  CD-ROM—Spanish Edition 225.00 185.00
  CDb-10SW  Download—Spanish Edition 225.00 185.00
 (No shipping charges apply to download)
CAN* Candidate’s Guide to the CISA Exam and Certification 2010 15.00 5.00 
 (No charge to paid CISA exam registrants) 

2010 CISm® exAm referenCe mAterIAlS

u To prepare for the December 2010 CISM exam, order u

CISM Review Manual 2010*
  CM-10    English Edition 115.00 85.00
  CM-10J   Japanese Edition 115.00 85.00
  CM-10S  Spanish Edition 115.00 85.00
CISM Review Questions, Answers & Explanations Manual 2010 Supplement*
  CQA-10ES    English Edition  (100 questions) 60.00 40.00
  CQA-10JS     Japanese Edition  (100 questions) 60.00 40.00
  CQA-10SS    Spanish Edition  (100 questions) 60.00 40.00
CISM Review Questions, Answers & Explanations Manual 2009*
  CQA-9    English Edition  (450 questions) 90.00 70.00
  CQA-9J    Japanese Edition  (450 questions) 90.00 70.00
  CQA-9S    Spanish Edition  (450 questions) 90.00 70.00
CISM Review Questions, Answers & Explanations Manual 2009 Supplement*
  CQA-9ES    English Edition  (100 questions) 60.00 40.00
  CQA-9JS     Japanese Edition  (100 questions) 60.00 40.00
  CQA-9SS    Spanish Edition  (100 questions) 60.00 40.00
CISM Practice Question Database v10 (650 questions)*
  MDb-10  CD-ROM—English Edition 160.00 120.00
  MDb-10W  Download—English Edition 160.00 120.00
 (No shipping charges apply to download)
CGC*  Candidate’s Guide to the CISM Exam and Certification 2010 15.00 5.00 

(No charge to paid CISM exam registrants)

2010 CGeIt exAm referenCe mAterIAl

u See www.isaca.org/cgeitreferences for It governance resources u
to prepare for the December 2010 CGEIt exam.

CGM-10*    CGEIt Review Manual 2010 115.00 85.00
CACG* Candidate’s Guide to the CGEIt Exam and Certification 2010 15.00 5.00 
 (No charge to paid CGEIt exam registrants)

CobIt®

Cb4.1* CObIt 4.1, Print Format 190.00 75.00
CObIt and Application Controls:  A Management Guide
  WCAC* E-book—PDF format (purchase online only) 55.00  FREE
  CAC* Print format 75.00 35.00 

CbX* CObIt 4.1 Excerpt 5.00 5.00
CPS2*  CObIt Control Practices:  Guidance to Achieve Control   

Objectives for Successful It Governance, 2nd Edition 110.00 55.00 
CbQ2* CObIt Quickstart, 2nd Edition 110.00 55.00 
CbSb2* CObIt Security baseline, 2nd Edition 40.00  20.00 
 Additional Set (5 each) Reference Cards
 HRC2 Home Users 3.00   2.00 
 PRC2 Professional users 3.00   2.00 

 MRC2 Managers 3.00   2.00 
 ERC2 Executives 3.00   2.00 
 SRC2 Senior Executives 3.00   2.00 
 bRC2 board of Directors/trustees 3.00   2.00 
CObIt user Guide for Service Managers
  WCuG* E-book—PDF format (purchase online only) 35.00 FREE
  CuG* Print format 50.00 20.00

Cb4A* It Assurance Guide:  using CObIt 165.00 55.00
ItG9* Implementing and Continually Improving It Governance 115.00 55.00
SDG* SharePoint Deployment and Governance using CObIt 4.1: 
 A Practical Approach 70.00 30.00

CoBIT online 4.1
  CoLB* Annual Full Subscription + Benchmarking  400.00 200.00
 (purchase online at www.isaca.org/cobitonline)  50.00
 ISACA members SAVE 75%

 Visit www.isaca.org/cobitonline for additional information. 

CObIt Mappings
  WCMCMM* Mapping of CMMI for Development V1.2 With CObIt 4.0  25.00 Free
  WCMISO* Mapping of ISO/IEC 17799:  2005 With CObIt 4.0 25.00 Free 
  WCMIt3* Mapping of ItIL V3 With CObIt® 4.1 25.00 Free
  WCMNISt* Mapping of NISt SP800-53 Rev 1 With CObIt® 4.1 25.00 Free
  WCMPMB* Mapping of PMBOK to CObIt 4.0 25.00 Free 
  WCMSEI* Mapping of SEI’s CMM for Software to CObIt 4.0 25.00 Free
  WCMtOG* Mapping of tOGAF 8.1 With CObIt 4.0 40.00 Free
  WCMFF* Mapping FFIEC with CObIt 4.1 25.00 Free

Sets of related CObIt products focusing on your 
professional needs are available—purchase a focus set and save! 

See www.isaca.org/cobitbooks for components included in each Focus Set

CBVH   IT Governance Based on CObIt® 4.1:  A Management Guide 45.00 35.00

Meycor CobiT Suite
   Comprehensive software for implementing CobiT 4.1 as an It governance, security or 

assurance tool. (see www.isaca.org/cobit for descriptions and pricing)

See NoN-ENGLISH RESoURCES for additional CObIt material.

VAl Ittm

Enterprise Value:  Governance of It Investments
  VItM* Getting Started With Value Management 40.00 25.00
  VItF2* the Val It Framework 2.0 90.00 45.00
  VItb2* the business Case Guide—using Val It 2.0 40.00 25.00
  VItAG* Value Management Guidance for Assurance  
 Professionals—using Val It 2.0 40.00 25.00
  VItS2* Complete Set 185.00 105.00

rISk It And rISk relAted topICS
24-CRC Assessing and Managing Security Risk in  
 It Systems:  A Structured Methodology 75.00 65.00
78-WRM  the Failure of Risk Management:  Why It’s broken and  
 How to Fix It 55.00 45.00
70-WFR  Fraud Risk Assessment:  building a Fraud Audit Program 75.00 65.00
27-CRC Guide to Optimal Operational Risk and basel II 115.00 105.00
11-CRC8 How to Complete a Risk Assessment in 5 Days or Less 90.00 80.00
84-WRM Information technology Risk Management in  
 Enterprise Environments 100.00 90.00
2-HBS IT Risk:  Turning Business Threats Into  
 Competitive Advantage 45.00 35.00
5-PL  Risk Assessment & Risk Management  105.00 95.00
55-WRCS  Risks, Controls, and Security: Concepts and Applications 111.00 101.00
RItF*  the Risk It Framework 95.00 45.00
RItPG*  the Risk It Practitioner Guide 115.00 55.00
5-RO   A Risk Management Approach to business Continuity:  

Aligning business Continuity with Corporate Governance 105.00 95.00

AudIt, Control And SeCurIty—eSSentIAlS
1-It8  Accounting Information Systems, 8th Edition 225.00 215.00 
70-WAS Accounting Information Systems:  Controls and Processes 155.00 145.00
6-PAW  Applied Security Visualization 65.00 55.00
45-WAP Audit Planning:  A Risk-based Approach 75.00 65.00
6-PL  Auditing It Infrastructures 105.00 95.00
53-WAG Auditor’s Guide to Information Systems Auditing 108.00 98.00
7-EL  biometric technologies and Verification Systems 79.00 69.00
76-WSL  build Your Own Security Lab:  A Field Guide for  
 Network testing 60.00 50.00
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43-CRC  building an Effective Information Security Policy Architecture  90.00 80.00
31-CRC   Complete Guide to Security and Privacy Metrics:  Measuring 

Regulatory Compliance, Operational Resilience and ROI 135.00 125.00
79-WCAF  Computer Aided Fraud Prevention and Detection:   
 A Step by Step Guide 70.00 60.00
4-IGI   Computer Security, Privacy and Politics: Current Issues,  

Challenges and Solutions 110.00 100.00
30-WCC  Core Concepts of Information technology Auditing 99.00 89.00
50-WPM5 Effective Project Management:  traditional, Agile,  
 Extreme, 5th Edition 60.00 50.00

Enterprisewide Identity Management
  WIM* E-book—PDF Format (purchase online only) 20.00 10.00
  PIM* Print Format 35.00 25.00

71-WCF  Essentials of Corporate Fraud 50.00 40.00
60-WESO   Essentials of Sarbanes-Oxley 45.00 35.00
82-WACL Fraud Analysis techniques using ACL 210.00 200.00
62-WFC Fraud Casebook:  Lessons from the bad Side of business 80.00 70.00
10-EL GFI Network Security and PCI Compliance Power tools 73.00 63.00
68-WHF  Healthcare Fraud:  Auditing and Detection Guide 80.00 70.00
36-CRC  How to Achieve 27001 Certification:  An Example of  
 Applied Compliance Management 94.00 84.00
2-W404  How to Comply with Sarbanes-Oxley Section 404:   
 Assessing the Effectiveness of Internal Control, 3rd Edition 90.00 80.00
7-ARt  Implementing the ISO/IEC 27001 Information Security  
 Management System Standard  95.00 85.00
9-CRC  Information Security Architecture:  An Integrated  

Approach to Security in the Organization, 2nd Edition 94.00 84.00
28-CRC  Information Security:  Design, Implementation,  

Measurement and Compliance   104.00 94.00
83-WIS Information Storage and Management:  Storing,  
 Managing, and Protecting Digital Information 70.00 60.00
4-CRC3 Information technology Control and Audit, 3rd Edition 100.00 90.00
35-CRC Insider Computer Fraud:  An In-depth Framework for  
 Detecting and Defending Against Insider It Attacks 94.00 84.00
STDPK* IT Standards and Summaries of Guidelines and Tools and  
 techniques for Audit and Assurance and Control Professionals 20.00 15.00
WItAF* ItAF: A Professional Practices Framework  
 for It Assurance e-book—PDF (purchase online only) 45.00 FREE
11-PL It Auditing:  It Governance 105.00 95.00
8-PL It Auditing:  the Process 105.00 95.00
15-MIt  It Auditing:  using Controls to Protect Information Assets 70.00 60.00

It Control Objectives for basel II
 WItCOb* E-book—PDF Format (purchase online only) 35.00 FREE
  ItCOb* Print Format 50.00 20.00

PSOX*  It Control Objectives for Sarbanes-Oxley:  the Role  
of It in the Design and Implementation of Internal  
Control Over Financial Reporting, 2nd Edition 40.00 20.00

9-SYN  The IT Regulatory and Standards Compliance Handbook:  
 How to Survive Information Systems Audit and Assessments 80.00 70.00
5-ARt  Outsourcing Information Security 103.00 93.00
7-SYN9 PCI Compliance, Second Edition  70.00 60.00
26-CRC A Practical Guide to Security Assessments 94.00 84.00
1-RIA Practical It Auditing with current Supplement 400.00 390.00
69-WPS  Public Sector Auditing:  Is It Value for Money? 70.00 60.00
8-ARt  Role Engineering for Enterprise Security Management  95.00 85.00
75-WSO  the Sarbanes-Oxley Section 404 Implementation toolkit:   
 Practice Aids for Managers and Auditors, 2nd Edition 95.00 85.00
1-IGI  Securing the Information Infrastructure  110.00 100.00
5-PSM  Security Metrics: Replacing Fear, uncertainty, and Doubt  60.00 50.00
1-SCC Spreadsheet Check and Control:  47 Key  
 Practices to Detect and Prevent Errors 50.00 40.00
2-WG Standard for Auditing Computer Applications 470.00 460.00
2-bAY* Stepping through the InfoSec Program 45.00 35.00
1-bAY* Stepping through the IS Audit, 2nd Edition 45.00 35.00

AudIt, Control And SeCurIty—SpeCIfIC enVIronmentS
18-MAO Applied Oracle Security:  Developing Secure Database  
 and Middleware Environments 70.00 60.00
4-DC Audit Guideline for Db2 80.00 70.00
1-SAPP  CObIt and the Sarbanes-Oxley Act  45.00 35.00

Linux:  Security, Audit and Control Features
  WLIN* E-book—PDF Format (purchase online only)  30.00 15.00
  PLIN*  Print Format 50.00  35.00

Managing Risk in Wireless Environment:  Security, Audit and Control Issues
  WW* E-book—PDF Format (purchase online only) 40.00 20.00
  PW* Print Format 50.00 35.00

1-IPG Oracle Privacy Security Auditing 70.00 60.00
OS390* OS/390-z/OS Security, Audit and Control Features 70.00 55.00
29-St4  A Practical Guide to IbM i and i5/OS Security and Compliance  89.00 79.00

ODb9* Security, Audit and Control Features Oracle® Database, 
 3rd Edition  55.00 40.00
ISOA3* Security, Audit and Control Features Oracle® E-business 
 Suite, 3rd Edition 75.00 60.00
ISPS* Security, Audit and Control Features PeopleSoft®, 2nd Edition 70.00 55.00
ISAP3*  Security, Audit and Control Features SAP® ERP, 3rd Edition 75.00 60.00 
3-EL Wireless Operational Security 91.00 81.00

non-enGlISh reSourCeS
3-RAMA  Auditoría de tecnologías y Sistemas de Información 70.00 60.00

CISA Examination Reference Material
   Study aids available in French, Italian, Japanese and Spanish for the December 2010 

CISA exam—see page S1

CISM Examination Reference Material
   Study aids available in Japanese and Spanish for the December 2010 CISM exam—see page S1

CObIt 3rd Edition, available at the following web site
 Korean Edition—www.isaca.or.kr

CObIt 4.0 Edition, available at the following web sites
 German Edition—www.isaca.at
 Italian Edition—www.aiea.it

CObIt 4.1 Edition, available at the following web site
 French Edition—www.afai.fr
 Japanese Edition—www.isaca.gr.jp
 Hungarian Edition—www.isaca.hu
 Portuguese Edition—www.isaca.org/downloads
 Russian Edition—www.isaca-russia.ru
 Spanish Edition—www.isaca.org/downloads

1-AOCF  Computación Forense: Descubriendo los Rastros Informáticos 42.00 32.00
2-RAMA   Gobierno de las tecnologías y los Sistemas de Información 65.00 55.00
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