
At Regis University, we believe that information assurance 
professionals should have the knowledge to maximize the use 
of data within an organization as well as protect it. As a result, 
our Information Assurance programs are grounded in security 
but also focus on delivering the requisite combination of IT and 
business acumen — creating a link between the server room 
and the boardroom.

Available programs – online or on-campus:

MASTER OF SCIENCE IN INFORMATION ASSURANCE

• General track
• Specialization in Cyber Security
• Specialization in Information Assurance Policy Management

Regis University is designated as a Center of Academic 
Excellence in Information Assurance Education by the National 
Security Agency. The curriculum is modeled on the guidelines 
and recommendations provided by the Committee on National 
Security Systems (CNSS) 4000 training standards, the (ISC)2 
International Information Systems Security Certification 
Consortium Ten Domains of Knowledge, and ISACA.

KEEP YOUR CAREER ON TRACK

The program can be taken on campus or completely online

LEARN MORE
RegisDegrees.com/ISACA | 1-877-820-0581

VO
LU

M
E 

5
,  

20
11

W
W

W
.I

S
A

C
A

.O
R

G

Governance, Tying Together 
the Three Lines of Defense

Featured articles:

IT Governance and the Cloud
IT General and Application Controls
The Impact of Governance on Identity Management Programs

And more...

 ISACA JOURNAL • VOLUM
E 5, 2011 • GOVERNANCE, TyING TOGEThER ThE ThREE LINES Of DEfENSE

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=Cover&exitLink=http%3A%2F%2FWWW.ISACA.ORG


December Exam Date:  10 December 2011
Registration Deadline:  5 October 2011

www.isaca.org/certification-journal

Résumés/CVs may list your experience and knowledge, 
but an ISACA® certification designation after your name proves it. 

Demonstrate your value 
without saying a word.

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=IFC&exitLink=http%3A%2F%2Fwww.isaca.org%2Fcertification-journal


www.isaca.org/isacaonsite-journal

Get the latest, industry-leading training for 
IT professionals... without leaving the office!

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=1&exitLink=http%3A%2F%2Fwww.isaca.org%2Fisacaonsite-journal


Columns

3
Information Security Matters:  The Train 
of Danger
Steven J. Ross, CISA, CISSP, MBCP

6
Guest Editorial:  The Three Lines of 
Defence Related to Risk Governance
Ken Doughty, CISA, CRISC, CBCP

9
Cloud Computing:  Governance  
in the Cloud
Joseph Kirkpatrick

11
IT Audit Basics:  Auditing IT Risk 
Associated With Change Management  
and Application Development
Tommie W. Singleton, Ph.D., CISA, CGEIT, 

CITP, CPA

15
Five Questions With…  
Hongwen Zhang, Ph.D.

The ISACA® Journal 

seeks to enhance 

the proficiency and 

competitive advantage 

of its international 

readership by providing 

managerial and 

technical guidance from 

experienced global 

authors. The Journal’s 

noncommercial,  

peer-reviewed articles 

focus on topics critical to 

professionals involved

in IT audit, governance, 

security and assurance.

3701 Algonquin Road, Suite 1010

Rolling Meadows, Illinois 60008 USA

Telephone +1.847.253.1545

Fax +1.847.253.1443

www.isaca.org

Volume 5, 2011

Want more of the practical, peer-reviewed articles you have come to expect from the Journal? Additional online-only articles will be available on the 
first business day of each month in which no Journal is released, i.e., February, April, June, August, October and December. These articles  
will be available exclusively to ISACA® members during their first year of release. Use your unique member login credentials to access them at  
www.isaca.org/journalonline.

Online Features
The following articles will be available to ISACA members online on 3 October 2011.

An Introduction to Information Security 
Management in Health Care Organizations
Haris Hamidovic, CIA, ISMS IA, ITIL-F, IT 

Project+, and Jasmina Kabil

Certification—The Answer to  
Cybersecurity Woes?
Derek Mohammed, Ph.D., CISA, CISSP, PMP 

La Gerencia de la Seguridad de la 
Información:  Evolución y Retos 
Emergentes
Jeimy J. Cano, Ph.D., CFE

Journal Online

 ISACA®Journal
Features

17
IT Governance and the Cloud:  
Principles and Practice for Governing 
Adoption of Cloud Computing
Ron Speed, CISA, CRISC, CA

23
IT General and Application Controls: 
The Model of Internalization
Emanuele Palmas, CISA

27
Analyzing IT Value Management at KLM 
Through the Lens of Val IT 
Steven De Haes, Ph.D., Dirk Gemke,  

John Thorp, CMC, ISP, and Wim Van 

Grembergen, Ph.D.

35
The Impact of Governance on Identity 
Management Programs
Rafael Etges, CISA, CRISC, CIPP/C, CISSP, 

and Anderson Ruysam, CRISC, CISSP, ITIL

39
A Framework for Estimating ROI of 
Automated Internal Controls
Angsuman Dutta and Dan Dopp

45
The Significance of the Dodd-Frank Act
Larry Marks, CISA, CGEIT, CRISC, CFE, 

CISSP, PMP

Plus

49
Crossword Puzzle
Myles Mellor

50
HelpSource Q&A
Gan Subramaniam, CISA, CISM, CCNA, 

CCSA, CIA, CISSP, ISO 27001 LA, SSCP

53
CPE Quiz #138
Based on Volume 3, 2011 

Prepared by Smita Totade, Ph.D., CISA, CISM, 

CGEIT, CRISC

55
Standards, Guidelines, Tools and 
Techniques

S1-S8
ISACA Bookstore
Price List Supplement    

41
The Assimilation of Marketing’s Service 
Quality Principles and the IT Auditing 
Process
Thomas J. Bell III, Ph.D., CISA, PMP, and 

Thomas Smith, Ph.D.

Plus

49
Crossword Puzzle
Myles Mellor

50
Help Source Q&A
Gan Subramaniam, CISA, CISM, CCNA, 

CCSA, CIA, CISSP, ISO 27001 LA, SSCP

53
CPE Quiz #137
Based on Volume 2, 2011 

Prepared by Sally Chan, CGEIT, ACIS, CMA

55
Standards, Guidelines, Tools and 
Techniques

S1-S8
ISACA Bookstore
Price List Supplement    

Journal authors are  
now blogging at  
www.isaca.org/journal/blog. 
Visit the ISACA Journal  
Author Blog to gain more 
insight from colleagues and 
to participate in the growing 
ISACA community.

Read more from these 
Journal authors…

Follow ISACA on Twitter:  http://twitter.com/isacanews

Discuss topics in the ISACA Knowledge Center:  www.isaca.org/knowledgecenter

Join ISACA LinkedIn:  ISACA (Official), http://tinyurl.com/42vbrlz

Like ISACA on Facebook:  www.facebook.com/ISACAHQ

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Fwww.isaca.org%2Fjournalonline
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Fwww.isaca.org%2Fjournal%2Fblog
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Ftwitter.com%2Fisacanews
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Fwww.isaca.org%2Fknowledgecenter
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Ftinyurl.com%2F42vbrlz
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Fwww.facebook.com%2FISACAHQ
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=2&exitLink=http%3A%2F%2Fwww.isaca.org


IS      SecurityMatters

3ISACA JOURNAL  VOLUME 5, 2011

Do you have 
something  
to say about 
this article?

Visit the Journal 
pages of the ISACA 
web site (www.isaca.
org/journal), find the 
article, and choose 
the Comments tab to 
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Serious cyberattacks have been in the news 
quite a lot recently.1 Large organizations in the 
United States, including Lockheed,2 Google,3 
Citigroup4 and the International Monetary Fund,5 
have all reported successful attempts perpetrated 
against them. Particularly discomforting was 
the attack on EMC Corp.’s RSA division, which 
was, in effect, a meta-attack in that what the 
hackers were reported to have stolen was security 
information related to the access control tokens 
used by millions of individuals around the world.6

BeyOnD HACKIng
By all indications, these are not examples of 
hacking, at least not as the term has been used 
for many years. The reported attacks were not 
attempted by mischievous teenagers seeking to 
create random damage just to show that they could 
do it. These were deliberate attacks with intent 
to cause some sort of harm. In some cases the 
motivation seems to have been monetary. In others, 
groups or individuals that are somehow aggrieved 
seem to have been seeking to exact revenge. Still 
others are said to be geopolitical in nature. There 
have even been incidents in which open military 
conflict was said to have included cyberwarfare.7

Allegations have also been made that 
cyberattacks were used as instruments of 
policy by one nation against another. The 
nation of Estonia was victimized so greatly 
that it found itself losing “the first war in 
cyberspace,” described in The New York Times 
as “close to shutting down the country’s digital 
infrastructure, clogging the web sites of the 
president, the prime minister, Parliament and 
other government agencies, staggering Estonia’s 
biggest bank and overwhelming the sites of 
several daily newspapers.”8 The so-called Stuxnet 
worm was evidently aimed at Iran’s nuclear 
program; “computer security specialists who 
have examined it were almost certain it had been 
created by a government and is a prime example 
of clandestine digital warfare.”9

nOT RepORTeD 
In reading about these numerous examples 
of cyberwarfare in our times, I was struck by 
something I did not read. In many cases social 
networking services have been instrumental in 
what has become known as the Arab Spring, a 
wave of rebellions and outright revolutions across 
Northern Africa and the Mideast. For example, a 
Google executive in Egypt, Wael Ghonim, “was 
a quiet force behind the YouTube and Facebook 
campaigns that galvanized Egyptian protesters in 
January 2011”; when he was arrested during the 
uprising, “hundreds of Egyptians took to Twitter 
and the Internet, calling on him to become 
one of their new leaders.”10 It is, therefore, 
fair to say that many of those involved in the 
Egyptian events and those in other countries 
were computer-savvy. But, there have been no 
reports, of which I am aware, of cyberattacks on 
ruling governments (or rebels, for that matter). 
This startling omission leads to a train of possible 
conclusions that I find very disturbing, namely:
• Maybe governments were attacked by rebels 

but did not report it. If this did happen, I can 
understand why the governments in question 
would not want to publicize the fact that their 
systems were undermined by members of their 
civilian populations. But, I cannot understand 
why the rebels, especially those who have 
overthrown their rulers, would keep their 
exploits secret.

• Cyberattacks are not easy to execute. If people 
who are well versed in the use of computer 
systems have not been perpetrating such 
attacks as a component of their revolutionary 
activities, it probably is not as simple to pull off 
as one would believe reading the works of Steig 
Larsson.11 These people in the Arab countries 
had more than enough incentive to undermine 
the systems of their countries’ militaries and 
police forces. They had the motivation and 
opportunity, but apparently not the technical  
or intellectual means.

Steven J. Ross, CISA, CISSp, 

MBCp, is executive principal 

of Risk Masters Inc. Ross has  

been writing one of the 

Journal’s most popular 

columns since 1998.  

He can be reached at  

stross@riskmastersinc.com.

The Train of Danger

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=3&exitLink=mailto%3Astross%40riskmastersinc.com
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=3&exitLink=http%3A%2F%2Fwww.isaca.org%2Fjournal
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=3&exitLink=http%3A%2F%2Fwww.isaca.org%2Fjournal


4 ISACA JOURNAL  VOLUME 5, 2011

• Governments do have the skill to conduct cyberattacks. 
Perhaps it would be more accurate to say that, as of 
now, only governments or organizations sponsored by 
governments have those skills. Therefore, if governments 
are actively developing these skills, they intend them to 
be a supplement to—or possibly a replacement for—their 
arsenals in full-scale shooting wars in the future.

• Cyberattacks are not the moral equivalent of war; they 
are war. This is not simply my opinion. General Kevin 
P. Chilton, the head of the US Strategic Command, told 
reporters that in the event of a cyberattack, “the law of 
armed conflict will apply,” and warned that “I don’t think 
you take anything off the table in considering a response. 
Why would we constrain ourselves?”12

• Cyberattacks are a real, clear and present danger to many 
corporations and government agencies. If it has happened, 
it can happen. The fact that there have been so many 
reported attacks on databases and web sites is indicative 
of the reality of the threat. The motivations of vandals are 
different from those of criminals, and those of warriors are 
very different from those of criminals. If it is governments 
or government-backed groups that are behind the wave 
of recently experienced attacks, the perpetrators are very 
motivated indeed, and may have the resources necessary to 
target the largest institutions.

• Targeted organizations are unprepared for the dangerous 
train that is approaching. The organizations that have 
publicly admitted to having been attacked are some of 
the largest and most sophisticated in the US, if not the 
world. They are aware of the sensitivity and criticality 
of their information resources and have taken extensive 
measures to protect them. And yet, their information 
resources were successfully penetrated. The type of hacking 
experienced in the past is substantively different from 
what these organizations may be facing today; this train is 
cannonballing down the track.

• Security professionals are at risk. On a personal level, if I 
follow this chain of conclusions to its logical end, I realize 
that those of us who deal with the security and control 
of information (and are represented among ISACA’s 
membership) could be the targets of cyberattacks. Just as 
RSA was attacked to obtain the metadata of security, so 
the information security professionals of the world have a 
huge amount of sensitive information in their file drawers, 
their hard drives and their heads. It might be possible to 
piece together bits of information that would open their 
employers’ databases to malicious misuse by those who 
have the wherewithal to make the most of it.

I said that the train of conclusions in this article was 
disturbing. It is particularly disturbing to realize that the last 
stop on that train is me and many people I know.

enDnOTeS
 1  This was written in June 2011. I’m certain there will be 

many more such reports by the time this is read.
 2  Drew, Christopher; “Stolen Data Is Tracked to Hacking 

at Lockheed,” The New York Times (NYT), 2 June 2011. 
The New York Times is often referred to as the US paper 
of record. Accordingly, where there is no primary source, 
I quote the Times. For this reason, there is a bit of an 
American perspective to the incidents cited, but it is also 
clear that this is not solely an American problem.

 3  Markoff, John; David Barboza; “F.B.I. to Investigate Gmail 
Attacks Said to Come From China,” NYT, 2 June 2011

 4  Citigroup, “Updated Information on Recent Compromise 
to Citi Account Online for Our Customers,” www.citi.com/
citi/press/2011/110610c.htm

 5  Sanger, David E.; John Markoff; “I.M.F. Reports 
Cyberattack Led to ‘Very Major Breach’,” NYT,  
11 June 2011

 6  RSA, “Open Letter to RSA SecurID Customers,”  
www.rsa.com/node.aspx?id=3891

 7  Markoff, John; “Georgia Takes a Beating in the Cyberwar 
With Russia,” NYT, 11 August 2008

 8  Landler, Mark; John Markoff; “Digital Fears Emerge After 
Data Siege in Estonia,” NYT, 9 May 2007

 9  Markoff, John; “A Silent Attack, but Not a Subtle One,” 
NYT, 26 September 2010

 10  “Wael Ghonim,” Times Topics, NYT, 8 February 2011
 11  And, if you have not read his works, I am certainly not 

going to give away anything here.
 12  Sanger, David; Elisabeth Bumiller; “Pentagon to Consider 

Cyberattacks Acts of War,” NYT, 31 May 2011

AuTHOR’S nOTe
As ever, I invite readers to send me e-mails at stross@
riskmastersinc.com with any comments or questions on this 
column. There is also a comments tab on the Journal article 
pages of the ISACA web site (www.isaca.org/journal) where 
readers may enter comments. I promise to check this area 
regularly and respond to both sources of dialog with  
Journal readers.
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Enterprise risk management (ERM) facilitates 
management’s desire to effectively govern 
and manage the enterprise’s approach to risk 
management and to create sustainable value to 
its stakeholders through business objectives such 
as capital growth (i.e., share value), increased 
dividend stream and satisfactory customer 
service. No enterprise operates in a risk-free 
environment, and implementation of ERM 
does not create such an environment. Rather, 
enterprises operate in environments filled with 
uncertainty, requiring proactive action to address 
risks in order to survive and prosper.

Effective ERM involves the strategic 
implementation of three lines of defence as the 
first principle of the risk management framework 
(refer to figure 1). At each line of defence there 
needs to be risk goverance guidance to support 
the ERM framework.

FIRST LIne OF DeFenCe
The first line of defence is the front-line employees 
who must understand their roles and 
responsibilities with regard to processing 
transactions and who must follow a systematic 
risk process (such as 
that documented in 
ISO 31000, see figure 
2) and apply internal 
controls and other risk 
responses to treat the 
risks associated with  
those transactions.

Depending upon the 
size of the organisation, 
the enterprise’s business 
unit (division) may 
have a risk management 
committee. This risk 
management committee 
is the first line of defence 
of the risk governance 
framework. This 
committee is empowered 

with the responsibility and accountability to 
effectively plan, build, run and monitor its 
department’s day-to-day risk environment. The 
committee provides direction regarding risk 
response (i.e., treatment) for those risks that are 
outside of the business unit’s risk tolerance. 

Line management has the responsibility to 
identify and assess risks and to ensure that the 
control activities and other responses that treat risk 
are enforced and monitored for compliance. The 
information that line management should report to 
the business unit’s risk management committee to 
enable it to achieve this objective includes:
• Risk footprint, heat map (critical and highly 

rated residual risks) 
• Key risk issues, planned mitigation actions and 

person to act (PTA)
• Status of existing mitigation actions to  

mitigate risk
• Key risk indicators (red or amber)
• Control effectiveness indicators (red or amber)
• Incidents and breakages (including historical/

trend analysis/statistics, status of mitigation 
actions and lessons learned)
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The Three Lines of Defence Related  
to Risk Governance

 Do you have 
something  
to say about 
this article?

Visit the Journal pages 
of the ISACA web site 
(www.isaca.org/journal), 
find the article, and 
choose the Comments 
tab to share your 
thoughts.

Figure 1—Risk Management Three Lines of Defence
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• Outstanding Sarbanes-Oxley-related deficiencies or internal/
external audit items that are past their action due date
The risk report and minutes of the business unit’s risk 

committee are forwarded to the enterprise risk management 
function for review. This information is then collated with other 
risk reports and assessed and reported, both independently and 
directly, to either the second- (executive risk committee) and/or 
third-line risk governance committees (board risk committee), 
who are charged with the role of representing the enterprise’s 
stakeholders in respect to risk issues.

The second (risk and compliance) and third (audit) lines 
of defence often request the same information as the first-
line management and governance committees. In practice, 
often this independently assessed risk information conveys 
a mixed message with the result that there is an arc of 
miscommunication, i.e., what is reported does not always align 
with the risk reality as perceived by front-line management. This 
difference in perspective is what adds value to the enterprise 
as a whole and to the ERM framework in particular. It is for 
the senior enterprise risk governance committee to evaluate the 
reports from these multiple sources and determine (or advise the 
main board on) the direction the enterprise should take.

SeCOnD LIne OF DeFenCe
The second line of defence is the enterprise’s 
compliance and risk functions that provide 
independent oversight of the risk management 
activities of the first line of defence. The compliance 
and risk functions may have their own management 
and governance committees that are part of the 
ERM framework, or they may have direct reporting 
lines into appropriate ERM framework structures.

The responsibilities of these second-line 
functions typically include participating in the 
business unit’s risk committees, reviewing risk 
reports and validating compliance to the risk 
management framework requirements, with the 
objective of ensuring that risks are actively and 
appropriately managed.

Depending upon the size and complexity 
of the enterprise and its business, there may 
be a management board risk committee 
(MBRC), which serves as the second line of risk 
governance. The enterprise’s compliance and risk 
functions report to the MBRC. The MBRC is to 
have a charter, which sets out its role mandate 

and authority to manage the enterprise’s risk environment.
For many enterprises, the reaction to the global financial 

crisis (GFC) has been to question its second line of defence—
the compliance and risk functions. In so doing, the following 
are being questioned:
• The risk management culture
• The understanding of the ERM framework
• The business unit’s risk capacity
• The risk appetite and tolerance allocation for each  

risk category
• The adequacy of the risk budgets
• The skill and capabilities of its risk resources
• The risk governance approach
• The risk monitoring and reporting activities
• The risk metrics to alert the business of the emergence of risk
• The capability to adjust the business unit’s risk capacity, 

appetite and risk tolerances for changing economic conditions
As part of the first line of defence, these are aspects of the 

ERM arrangements set by the MBRC charged with the role 
of representing the enterprise’s stakeholders in respect to 
risk issues. However, should the MBRC be questioning the 

Figure 2—ISO 31000 Risk process
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effectiveness of its own risk decision making based on the 
information that was provided by the second line of defence? 
Enterprises have invested heavily in their risk and compliance 
functions, including the use of complex risk models; however, 
very few have invested in identifying why they received 
poor risk information, or in the quantum, the timing or the 
relevance of the information, to enable themselves to make 
adequately informed and, therefore, effective risk decisions.

Alternatively, should executive management have a closer 
look at itself? Would it find that it is at fault? Does executive 
management have the necessary experience, skills and 
authority to make the decisions? Is it too strongly influenced 
by rewards, such as bonus incentives, and the fear of 
shareholder demands to ignore or take risks that may lead to 
regulatory intervention or, even worse, financial failure?

THIRD LIne OF DeFenCe
The third line of defence is that of internal and external 
auditors and the US Sarbanes-Oxley Act compliance 
team (where applicable) who report independently to the 
senior committee charged with the role of representing the 
enterprise’s stakeholders relative to risk issues.

The internal and external auditors and Sarbanes-Oxley 
teams regularly review the first and second line of defence 
activities and results, including the risk governance functions 
involved, to ensure that the ERM arrangements and 
structures are appropriate and are discharging their roles and 
responsibilities completely and accurately.

The results of these independent reviews need to be 
effectively communicated to executive management and, more 
important, to the board of directors in cases in which these 
groups ensure that appropriate action is taken to maintain and 
enhance the ERM framework.

As stated earlier, the body that has the highest level of risk 
governance is the senior committee (such as the enterprise’s 
board of directors or some other body, e.g., the audit 
committee or a specific risk committee) that is charged with 
the role of representing the enterprise’s stakeholders in respect 
to risk issues. This committee has the responsibility and 
accountability to provide effective oversight of the enterprise’s 
risk profile. In particular, this committee should ensure that 
the enterprise’s executive management is effectively governing 
and managing the enterprise’s risk environment.

The senior committee charged with the role of representing 
the enterprise’s stakeholders relative to risk issues is ideally  

 
 
 
 
 
 
 
 
 
 
composed of directors and non-executive directors (where 
appropriate), with the committee chair reporting to the chair 
of the board of directors. The enterprise’s chief risk officer 
reports to the chair of the senior committee on a periodic basis 
(typically recommended to be no less than quarterly). The 
chair of the senior committee reports to the board of directors 
on the status of the enterprise’s risk environment on a periodic 
basis (typically recommended to be no less than biannually).

The senior committee is typically required to have a 
charter that clearly sets out its role, responsibilities and 
accountabilities in providing risk governance to effectively 
discharge the requirements delegated by the board of 
directors.

The critical issue facing the senior committee is risk 
information. Too often, there is too much information (i.e., 
risk noise), which overwhelms the committee. The committee 
members need to know the critical risk issues that require 
their attention. The senior committee needs to state clearly 
what risk information it requires (i.e., relevance), and the 
format and timing of such information.

COnCLuSIOn
For many enterprises, the setting up of a risk governance 
structure and supporting ERM arrangements is relatively 
simple. The real challenge is ensuring that the expectations 
and perceptions of risk governance and management and 
the senior risk committee are aligned, and that risk-related 
information is effectively and consistently obtained, analysed 
and used. In reality, there is often an arc of misconception, 
i.e., management has its view of the enterprise’s risk profile, 
and the added value of the second and third lines of defence 
is not incorporated effectively within the overall governance 
approach to optimise achievement of enterprise objectives.

•  Read The Risk IT Framework and The Risk IT 
Practitioner Guide, sound reference sources 
when addressing this aspect of enterprise 
governance.

www.isaca.org/riskit

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=8&exitLink=http%3A%2F%2Fwww.isaca.org%2Friskit
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The most frequently used technology phrases 
in recent history have stemmed from the 
proliferation of cloud services. Service providers 
are developing and relabeling services to 
capitalize on the attention and movement to 
the cloud as a method to outsource processes, 
maintain technological advantages and reduce 
costs. Cloud service offerings have grown 
exponentially and continue to gain traction 
because of the promised benefits that cloud 
computing delivers. 

Many companies are now selecting hosting 
providers that offer infrastructure in the cloud 
for their customers. These companies reap the 
benefits of access to advanced technology at a 
fraction of the cost of making capital investments 
in dedicated systems. Shared services can deliver 
improved capabilities to multiple clients who 
make a shared investment in the technology. 
However, many of the users of these systems 
assume that they are outsourcing risk to the 
cloud as well. I call this “security by abdication.” 
Security by abdication is when a company 
decides that rather than accept the responsibility 
of securing and maintaining systems, people or 
processes, it will abdicate the responsibility by 
moving to the cloud. 

OuTSOuRCIng RISK?
During an audit, we often hear the phrase, “they 
handle that.” In other words, the company has 
signed an agreement for Software as a Service or 
Infrastructure as a Service and breathes a sigh 
of relief because its responsibility for security 
on those systems is supposedly in the hands of 
the service provider. In actuality, the company’s 
responsibility for governing security has not 
been removed, it is merely different, and must 
be evaluated in the context of the cloud service, 
the cloud provider and the purpose for which the 
company is utilizing the service.

American Health Centers Inc. (AHCI) is 
an example of an organization that chose to 
outsource its critical infrastructure function, 

choosing independenceIT, a cloud IT vendor.
The AHCI risk assessment determined that the 
benefits of hosting data in a secure off-site data 
center would outweigh the risk of outsourcing 
management of the systems. It also determined 
that, given proper governance, security would 
be improved because the monitoring of access 
controls provided by independenceIT was at a level 
that ACHI would not have been able to provide 

itself. Security 
governance is 
problematic for 
companies that do 
not wish to absorb 
the various matters 
that must be 
considered when 
evaluating risk and 
managing security. 

For a company in the business of, for example, 
producing widgets—and not in the business of 
securing systems, applications and people—the 
security function is overwhelming, to say the least. 

OveRSeeIng SeCuRITy AnD gOveRnAnCe
It has been difficult to ask senior executives to 
oversee a topic with which they are uncomfortable 
because of the rapid changes taking place with 
technologies and persistent risks. Governing 
other departmental goals and objectives is more 
natural for business leaders and audit committees. 
Overseeing an information security program that 
permeates every department and requires a grasp 
of rapidly transforming subjects has not been as 
easily adopted. 

Many organizations have appointed an 
information security officer or a different position 
to oversee the security function and report back 
to the board of directors. This arrangement 
has been generally accepted as satisfactory 
governance even while security incidents are on 
the rise in the corporate environment. 

While governing the risks that it faces, AHCI 
chose to oversee independenceIT as a service 
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provider by analyzing its risk management results and audit 
findings to evaluate the effectiveness of control mechanisms 
that protect the data and restrict access by unauthorized 

parties. Whether AHCI 
built and maintained 
the technology itself or 
outsourced the capability to 
independenceIT, AHCI still 
has an obligation to govern 
the information security 
program that will safeguard 
patient data.

It is important to note that many organizations’ current 
information security programs do not adequately address 
outsourced services because the expertise or ability to assess 
the risks associated with an outsourced provider have not 
been considered. 

CHOOSIng A COMpLeTe CLOuD venDOR
The business reasons for choosing a cloud services provider 
are clear. AHCI was able to provide its employees with 
cutting-edge technology and remote access to applications 
by using independenceIT’s remote desktop client, Freedom 
Desktop, thereby reducing the investment in processing 
speed and memory requirements. Additionally, the promise 
of managed security for these remotely accessed systems, 
applications and data means that the company will not have 
to monitor, update and test systems on a regular basis, as it 
would if it were managing all of the systems itself.

However, organizations must consider several other factors 
when choosing a cloud vendor. Without proper governance of 
the cloud service provider, an information security program is 
incomplete, major risks are not considered, and breaches will 
continue to occur due to misinformation or false expectations 
placed on the cloud service provider. 

Governance of any service provider should include 
monitoring its risk assessment results to evaluate whether or 
not its policies and procedures are comprehensive enough to 
identify threats to its systems, physical locations, employees 
and vendors. A closer look at a service provider’s risk 
assessment and audit program discloses the matters that 
should be known by a customer using its services to host and 
manage sensitive data.

Finally, organizations should also review a vendor’s service 
organization control report because it details the provider’s 
risk assessment process, the controls it has placed in operation 
and the third-party tests performed to report on operating 
effectiveness. An organization must accept the responsibility 
of governing its service providers and what they provide to 
the company. 

COnCLuSIOn
When outsourcing to a cloud vendor, all of these risks must 
be evaluated, and governance must be properly implemented, 
without the assumption that the cloud service is actually 
doing what it has promised. Due to the rapid expansion and 
adoption of cloud services, governance is needed more than 
ever to control and manage the risks.

”
“Many organizations’ 

current information 
security programs do 
not adequately address 
outsourced services.

•  Read IT Control Objectives for Cloud Computing.

www.isaca.org/ITCOCloud

•   Read Cloud Computing:  Business Benefits With 
Security, Governance and Assurance Perspectives.

www.isaca.org/cloud

•   Consider attending ISACA’s Information Security 
and Risk Management Conference in Las Vegas, 
Nevada, USA; San Juan, Puerto Rico; or Barcelona, 
Spain, where there will be multiple cloud-related 
sessions.

www.isaca.org/isrm

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=10&exitLink=http%3A%2F%2Fwww.isaca.org%2FITCOCloud
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=10&exitLink=http%3A%2F%2Fwww.isaca.org%2Fcloud
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=10&exitLink=http%3A%2F%2Fwww.isaca.org%2Fisrm
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share your thoughts.

Using a risk-based approach (RBA) to the IT 
audit begins with the IT auditor assessing the 
inherent risk (IR) of the relevant technologies. 
Some IT risks are generally high, maybe 
very high, regardless of the industry, type 
of organization or nature of the individual 
entity. Some examples of those risks are data 
transferring between information systems, 
using a spreadsheet for critical applications and 
performing customized application development 
in-house. This article focuses on the last item:  
change management for custom application 
development (AppDev).

The next step by the IT auditor is to 
investigate the control environment to see if 
the entity has mitigating controls for change 
management associated with AppDev. The 
IT auditor needs to assess the control risk 
(CR) to assess an overall risk associated with 
AppDev and the audit/review being undertaken. 
COBIT and other ISACA tools contain a rich 
set of knowledge and techniques related to this 
important risk. 

This article provides the IT auditor with 
concepts, techniques, processes and structures 
that can mitigate the change management 
risk associated with AppDev. It also provides 
questions and possible sources of evidence 
regarding the assurance that mitigating controls 
could provide. 

COBIT AI6 MAnAge CHAnge 
The COBIT 4.1 process associated with AppDev 
risk is AI6 Manage change. This process is 
described as follows: 

All changes, including emergency 
maintenance and patches, relating 
to infrastructure and applications 
within the production environment 
are formally managed in a controlled 
manner. Changes are logged, 
assessed and authorized prior to 
implementation and reviewed against 
planned outcomes following the 

implementation. This process assures 
mitigation of the risks of negatively 
impacting the stability or integrity of 
the production environment.1

In COBIT, the control objectives related to the 
Manage change process are:
• AI6.1 Change standards and procedures 
• AI6.2 Impact assessment, prioritization and 

authorization
• AI6.3 Emergency changes
• AI6.4 Change status tracking and reporting
• AI6.5 Change closure and documentation

These control objectives can be achieved 
through various practices depending on the 
capability of the enterprise and the technology 
involved. One possible set of such practices for AI6 
is documented in the COBIT® Control Practices 
publication.2 The IT Assurance Guide: Using 
COBIT ® 3 provides auditors with guidance on how 
to assess the adequacy of their enterprises’ design 
and implementation of their change management 
processes, based on the COBIT control objective/
control practice content.

Control over the change management process 
is measured by metrics such as:
• Number of disruptions or data errors caused by 

inaccurate specifications or incomplete impact 
assessment

• Amount of application of infrastructure rework 
caused by inadequate change specifications

• Percent of changes that follow formal change 
control processes
Other metrics are suggested for consideration 

in the COBIT AI6 process content. 
The benefits of the COBIT control objectives, 

control practices, assurance guidance and related 
metrics examples are that they provide the IT 
auditor with guidance on appropriate questions 
to ask in relation to change management 
processes and activities, suggested sources of 
evidence of control activities and risk mitigation, 
and audit procedures to perform. 

For instance, in regard to AppDev, is the 
application programming change:
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• Authorized?
 –  For example, the programming change is authorized by a 

sponsor who is a business unit manager. That is, there is a 
signed and completed change management request along 
with an official business case.

 –  Another example is that an approval document is  
signed by the IT steering committee or an alternate 
authorized body.

• Subjected to a risk-impact assessment?
 –  If so, there should be documentation of that assessment. 

Also, a formal structure such as a steering committee 
could have this step as a standard process for all changes.

 –  It is critical that all applications be assessed for impact due 
to the high nature of IR.

 –  Has the risk of errors been properly assessed? 
Programming errors are probably the primary or most 
common IT risk in AppDev.

 –  If a significant business application is involved, and a  
large number of lines of code are being changed, deleted 
or added, the change is, by nature, high-risk. Has the  
entity properly assessed this IR, and provided an 
appropriate mitigation?

• Handled effectively and formally when it is an  
emergency change?

 –  Some emergencies require the change to be made first, and 
then the documentation and structured, formal processes 
completed, for the most part, after the emergency has been 
addressed. 

 –  There should be some documented definition of 
“emergency,” and documented processes for handling 
emergency changes.

• Prioritized among other IT changes in a manner that is 
effective for the entity as a whole?

 –  Many times, the prioritization of IT changes defaults 
to the IT department, probably its director or the chief 
information officer (CIO). This situation is not the  
one preferred, nor the one suggested by COBIT  
(see PO4.3 IT steering committee).

 –  Look for a formal structure that makes these decisions.
 –  Look for a direct and interactive link between prioritizing 

major IT changes and the board of directors (BoD)/executive 
level of management (i.e., good IT governance).

• Tracked by a formal process?
 –  The status of all AppDev changes is updated in a timely 

and consistent manner.

 –  Tracking should be a formal process, such as an 
application that requires entry of an AppDev change, 
authorization of that change before work begins, and 
testing documentation.

 –  Change-related problems are identified and handled in 
a timely and proper manner by the tracking system, or 
reported to the appropriate committee, or both. 

 –  Reporting on AppDev progress and changes in status 
is done in a formal, structured format with regular 
consistency, e.g., reporting to a project management  
office (PMO) or change management committee  
(see following discussion).
The IT auditor needs procedures to address these questions 

and the COBIT-related content referenced previously supports 
this need. One audit procedure is to pull a sample of AppDev 
projects for the period under review to see if evidence exists 
(via inspection or observation) to obtain some assurance that 
the entity has mitigated the high IR of AppDev by establishing 
effective control of the enterprise’s change management 
process by achieving the control objectives described in 
COBIT AI6. 

As a specific focus, the IT auditor should examine 
enterprise documentation for evidence of the employment 
of best practices of systems development life cycle (SDLC), 
which are generally considered mitigating controls for 
AppDev risks.4

•  Read Change Management Audit/Assurance 
Program.

http://www.isaca.org/bookstore

•  Read Systems Development and Project 
Management Audit/Assurance Program.

http://www.isaca.org/bookstore

•  Learn more and colloborate on Change 
Management and COBIT in the  
Knowledge Center.

http://www.isaca.org/
knowledgecenter

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=12&exitLink=http%3A%2F%2Fwww.isaca.org%2Fbookstore
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=12&exitLink=http%3A%2F%2Fwww.isaca.org%2Fbookstore
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=12&exitLink=http%3A%2F%2Fwww.isaca.org%2Fknowledgecenter
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=12&exitLink=http%3A%2F%2Fwww.isaca.org%2Fknowledgecenter
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The maturity model for AI6 described in COBIT provides  
a scale and supporting attributes by which the IT auditor 
could assess the maturity of an enterprise’s change 
management process.

In the process of completing the IT audit for AppDev, 
the IT auditor should remember that change management 
is enabled by an organizational structure with roles 
and responsibilities as well as by a process and metrics 
(measurements). COBIT AI6 acknowledges this multifaceted 
aspect by supporting process control objectives and 
performance measurement aspects. The structure aspect 
specifically related to change management activities is dealt 
with by the responsible, accountable, consulted and informed 
(RACI) chart related to AI6. The RACI chart provides 
guidance on change management roles and responsibilities 
related to generic change management process activities that 
support the broader organizational structure considerations 
addressed by COBIT in another process—PO4.

COBIT pO4 DeFIne THe IT pROCeSSeS, ORgAnIZATIOn  
AnD ReLATIOnSHIpS
Another way the entity can mitigate AppDev risks is to 
have a formal structure to deal with some of the previously 
mentioned responsibilities and accountabilities that enable 
process activities to occur in a controlled manner (e.g., 
authorization, prioritization, alignment with business strategy, 
entity to whom reports are made).

A Steering Committee
COBIT process PO4 Define the IT processes, organization 
and relationships applies to AppDev controls by providing 
a necessary formal structure. As part of COBIT’s Plan and 
Organize (PO) domain, this process is necessarily about the 
entity as a whole and the general (management) controls  
over IT. 

PO4.3 provides one of the formal structures that 
is beneficial to mitigating AppDev risks. According to 
COBIT 4.1, PO4.3 establishes an IT steering committee (or 
equivalent) composed of executives, business managers and IT 
management (i.e., it is cross-functional). Its purpose is to:
• Prioritize IT investments and projects and align them with 

the enterprise’s business strategy and priorities
• Track the status of projects and resolve resource conflicts
• Monitor service levels and service improvements

Other PO4 control objectives such as PO4.5 (IT 
organizational structure) and PO4.6 (Establishment of roles 
and responsibilities) should also be taken into consideration.

As can be seen, these purposes fit the risks and needs to 
direct and control AppDev. Thus, the IT auditor may want 
to gather information and evidence about the existence of a 
steering committee and its operating effectiveness. 

An Ideal Structure
Because a steering committee is strategic in nature, and 
because reporting and tracking of AppDev changes is tactical 
in nature (i.e., lots of things happen in a week’s time and 
problems need relatively immediate attention), there is a need 
to consider another level of structure for change control. An 
ideal structure would be for the BoD to establish a steering 
committee (or its equivalent) as a cross-functional group 
responsible for IT projects at the strategic level. This body 
would, for instance, be responsible for prioritizing and 
funding IT projects. 

But the tactical aspects of AppDev (and other similar IT 
changes) are probably better suited to a tactical committee 
that meets more often (probably weekly, but not less than 
monthly) and is dedicated to solving problems and managing 
the IT changes hands-on. It may be appropriate for the 
enterprise to consider using a change management committee 
to oversee IT-related changes (not just AppDev) from the 
tactical perspective. The committee should be made up of 
the business sponsors, representatives of the user groups and 
the IT function. Tracking the status of changes and resolving 
conflicts might be better suited at the tactical level than the 
strategic level (steering committee). 

A side benefit of such an organizational approach is that 
business-unit managers have the opportunity to see changes 
initiated in other units that have consequences—maybe 
unintentional—that affect their unit. The change management 
committee provides the opportunity to vet changes across the 
business units before certain problems occur. 

This proposal is consistent with some other principles 
and bodies of knowledge in the IT profession. For example, a 
PMO performs this type of service, function and oversight for 
IT projects. In Capability Maturity Model Integration (CMMI) 
from the Software Engineering Institute, there is a hierarchy 
structure for software development that includes the strategic 
level (BoD), the middle management level (tactical) and 
the ground level, where programmers work. So, the change 
management committee idea could be integrated with a PMO 
or CMMI-based structure. 
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guidance offered in relation to process activities, roles and 
responsibilities, goals and metrics, maturity levels, control 
practices and assurance testing.

enDnOTeS
1 IT Governance Institute, COBIT 4.1, USA, 2007
2  IT Governance Institute, COBIT Control Practices:  

Guidance to Achieve Control Objective for Successful IT 
Governance, 2nd Edition, USA, 2007

3  IT Governance Institute, IT Assurance Guide:  Using 
COBIT, USA, 2007

4  For more on SDLC and IT audits, see the IT Audit Basics 
column:  Singleton, Tommie; “Systems Development Life 
Cycle and IT Audits,” vol. 1, Information Systems Control 
Journal, 2007.

COnCLuSIOn
AppDev is an area of IT that generally is considered to be 
high in IR because of the probability of errors or fraud in 
programs when written and deployed. There need to be 
some reasonable mitigating controls to provide assurance 
that changes made to business applications do not adversely 
impact achievement of business objectives. The COBIT 
processes AI6 and PO4, and supporting materials, provide 
specific guidance and information to the IT auditor that can 
be used to gather evidence and make an assessment about the 
effectiveness of controls in place.

But beyond just ensuring the adequacy of the process 
controls that are being, and have been, employed, the 
auditor should also consider the adequacy of the process 
and organization to support the business objectives. 
COBIT materials support such an assessment through the 
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Q  What do you see as the biggest risks being 
addressed by IT auditors and/or security 
professionals? How can businesses protect 
themselves?

A There are all sorts of businesses, and each  
 may have a unique perspective on what the 

biggest risks are. At a very high level, you can 
think of a business as a household in terms of 
managing risks:  You do not want your valuables 
to leak out, and you do not want your house to 
be vandalized. These are exactly the kind of risks 
that businesses have to deal with. 

For example, in the Sony Playstation Network 
security breach incident, users’ information was 
stolen. The financial damage to Sony has been 
estimated to be as high as US $2 billion, not to 
mention the damage done to the Sony brand 
and reputation. As another example, the Stuxnet 
malware, which targets industry control systems, 
demonstrates how critical infrastructure can be 
damaged by IT security breaches. 

How can businesses protect themselves? Well, 
there are many best practices and viewpoints. 
Knowing that almost all attacks are coming in 
from network connectivity, the most important 
thing is to make sure that bad things do not sneak 
in from the network. Most businesses, especially 
enterprises and service providers, will tell you 
that they already have all the gears that guard the 
network pathways, e.g., firewalls, and intrusion 
detection and prevention systems. The truth is:  
Breaches are still happening. Why? Because many 
successful attacks are embedded into content, 
i.e., data-in-motion, that comes in via legal ports 
from sources that are either spoofed or reputable. 
Hence, technologies that detect the intent of the 
data-in-motion are becoming more and more 

important. Businesses also need to understand 
that when digital assets are stolen, they are 
usually snuck out via the network. Data leakage 
prevention (DLP) refers to approaches that make 
sure no valuable data can be stolen. How do you 
enforce DLP at the network pathway? You need 
to have technology that can understand what is 
embedded in the outbound data-in-motion and 
stop the leakage of confidential information.

Q  How do you see information management 
practices in business changing in the short and 
long term? What are the biggest concerns with 
cloud computing, and how do you see them 
being addressed?

A From IT’s point of view, there are three  
 major drivers in the industry:  the adoption 

of consumer-grade tools and applications, such 
as social networks, peer-to-peer (p2p) and file 
sharing, in businesses; the ubiquity of mobile 
computing; and the big pull from the cloud. 

In the short term, I see IT practices trying 
to cope with these forces of change. There will 
be confusion caused by the lack of adequate 
ontology to understand and describe the 
changes. Skin-deep technology that deals with 
the symptoms of these pains will be developed, 
such as next-generation firewalls, which will 
block the usage of social media in the workplace 
or limit application usage on mobile devices. As 
a result, new policies will be developed on how 
information shall be stored, moved or audited. 

In the long term, I see IT practices helping 
businesses take advantage of these changes. So, 
instead of the CEO coming to IT demanding 
to get his/her iPad connected to the company’s 
network and IT struggling to cope with security 
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implications, IT will recommend and implement better ways 
for the business to operate anyplace and anywhere.

The biggest concern with cloud computing is data security 
across space and time:  Organizations are questioning if their 
data are safe in the cloud, what happens to the data, who 
has access to the data and many other unknowns. The Cloud 
Security Alliance has been doing a good job of defining the 
many elements of cloud security issues, such as who has 
what responsibilities and what the government regulatory 
compliance requirements are in different geographical regions. 
From a pure technology point of view, security measures need 
to be taken to secure both the data-at-rest in the cloud and the 
data-in-motion to and from the cloud. 

Q  How do you think the role of the security professional is 
changing? What would you recommend to security students 
or new security professionals to better prepare them for this 
changing environment?

A With IT assets moving to and from so many places,  
 predators will have ample opportunities to make 

kills. In the last several years, the dark side has certainly 
progressed significantly. It is alarming to notice that some 
recent attacking techniques are very stealthy and are aimed 
at bypassing or disabling the defense mechanisms on which 
we rely. IT security has traditionally been divided into two 
parts:  infrastructure security, which is managed by the 
network group, and data security, which is managed by 
the management information system (MIS). Given today’s 
blended attacks, there is no doubt that security professionals 
need to be well versed in both aspects. 

Today’s security professionals should not only focus on 
the traditional IT security topics, but also be familiar with 
risk management. And, to do so, they must have a better 
understanding of the business as a whole. 

Hence, the role of the security professional has evolved 
from that of a technical specialist of a particular area to that 
of a business professional who understands the system that 
supports business operations, its vulnerabilities, and the 
measures and costs to guard the system.

Q  How do you see the role of governance of enterprise IT 
changing in the next five years?

A ISACA is working on COBIT 5, which will cover many  
 aspects of this topic. From the view of a practitioner, 

I can see that IT will no longer be an issue dealt with by a 
group of technicians, but rather by people who understand the 
business objectives and processes. If you take the view that 
enterprise IT is the automation and innovation of business 
processes, you can also see that chief information officers 

(CIOs) will play more important roles in organizations. In 
many organizations, they will be reporting to CEOs and be in 
the driver’s seat to execute business objectives.

Q  What has been your biggest workplace challenge and how 
did you face it?

A My career has led me down many paths from a  
 programmer, to a software architect, to a product 

manager and marketer, to a chief executive. Each stage has 
its own “biggest” challenges. At the meta level, the biggest 
challenge has been to communicate a clear vision, gain 
support from stakeholders, and have the team members sing 
from the same song sheet to push toward the ideal state. I 
believe success comes through fostering a culture with the 
following core values:
• Determination to succeed:  We can do it
• Thoroughness and diligence to deliver accountability
• Inquiring minds that are always learning
• Accumulative innovation
• The business as a platform for all team members’  

personal growth
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Businesses around the world are witnessing a 
flood of new cloud computing services entering 
the market. These offerings are making it easier 
for almost anyone to engage and access, and they 
cover everything from personal file backup to 
major production server and application services.

Will cloud computing deliver lasting economic 
benefits to businesses? What is the best use of 
cloud services and can they be adopted in ways 
that do not put a business’s risk profile in peril? 
These are questions that will, and should, be 
debated in boardrooms for some time to come. 
One thing for sure is that the cloud computing 
trend is putting pressure on traditional IT 
governance processes to adapt. For businesses to 
make prudent decisions regarding the adoption of 
cloud services, IT governance and risk managers 
need to work closely with business managers to 
promote understanding of key cloud computing 
principles and to help establish effective 
governance practices.

WHAT IS ALL THe FuSS ABOuT? 
For those not familiar with the term, “cloud 
computing” describes Internet-based technology 
(either software, platform, infrastructure or a 
combination) that stores and processes information 
and is provided as an on-demand service.

So what is so new and revolutionary about 
this? On the surface, it sounds like an Internet 
version of IT outsourcing. Well, in a way, it 
is, but with a few important differences. To 
explain, it helps to use an analogy:  Take people 
who commute to work by driving their own 
cars, but arrive late due to traffic, roadwork 
delays and frequent breakdowns (as their cars 
are old and poorly maintained). Now, they 
might choose to address this situation by buying 
navigational devices, upgrading their cars, 
securing regular maintenance services or even 
by hiring professional drivers to take them to 
and from work. This approach would be similar 
to delivering an outcome using traditional IT 

service models, with the use of a driver similar to 
traditional IT outsourcing.

An alternative approach for addressing the 
situation could be for people to trade in their cars 
and buy yearly tickets to take the train to work. 
By doing this, people would essentially be giving 
up the individualistic approach to commuting 
and adopting a standardized, technologically 
agnostic approach to achieving the same outcome. 
The whole problem with unreliable cars and the 
costs of driving are replaced with a solution with 
a completely different cost structure as well as 
different risks and opportunities. This approach 
is analogous to transitioning to the use of cloud 
computing services.

Similar to this analogy, there are several 
important trade-offs that occur when 
transitioning to cloud computing from traditional 
IT (whether in-house or traditional outsourcing). 
Exactly what these trade-offs are depend on the 
specifics of the services being engaged, but the 
typical ones to be aware of are:
• Flexibility—When using traditional IT, 

businesses have almost complete flexibility 
as to what they do with it because they 
are in charge of how it is used. With cloud 
computing, however, flexibility is likely to be 
more constrained by the way the services are 
supplied. For example, many Platform as a 
Service (PaaS) cloud services are kept up to 
date with current operating system versions, so 
if a business wants to operate using an older 
version, it may not be possible or may require 
negotiation of a more customized (and more 
costly) service. Some cloud services, such as 
Amazon’s EC2, offer a lot of flexible options; 
however, setting them up and maintaining 
the configurations takes more effort and 
skill than other out-of-the-box offerings. As 
a benefit though, a flexible feature of cloud 
services is the ability to switch them on and off 
quickly without buying and selling expensive 
infrastructure and software.
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• Security—With traditional IT, businesses are in charge of 
security—how tightly their systems are locked up, who has 
access to them, and who else (if anybody) can share their 
processing and storage capabilities. In the cloud, the service 
provider controls many of these aspects. They may actually 
do as good a job or a better job than many businesses, but 
customers may not have much visibility as to how secure 
the service is. Cloud customers will also most likely share 
resources with other businesses without knowing who the 
other businesses are. For many businesses, this means a 
major rethink about the way security is governed.

• Reliability and availability—Similar to the analogy, the 
promise of more reliable and available services is one of the 
major reasons why businesses are attracted to the cloud. While 
(arguably) cloud services are potentially more reliable, issues 
do not completely go away, and there is also less visibility to 
customers regarding the causes of outages or the issues of 
reliability. This too requires a different governance approach.

• Scalability—Undoubtedly, this is where cloud computing 
claims its largest advantage over traditional IT—the ability 
to readily scale up and down processing and storage 

requirements without large changes in overhead costs. 
For many businesses, this capability can lead to major risk 
reduction, but, again, governance approaches need to adapt 
to take advantage.
Clearly there are pros and cons of both traditional IT and 

cloud-based services. But one of the great aspects of the flood 
of new services coming onto the market is that almost all 
businesses can benefit—through cost reduction, risk mitigation 
or both—from the increase in choices available. For this reason, 
it makes sense to keep an eye on new services as they emerge.

CLOuD eCOnOMICS BASICS
To understand the risk and reward profiles of cloud services, 
it is important to understand the economics behind them. 
Here is a brief outline of the basics. Essentially, cloud 
providers are able to deliver services less expensively than in 
traditional IT service models due to two key factors:
1.  Through standardization and abstraction of technologies 

(e.g., use of virtual machines), they can upscale and 
downscale storage and processing capability more 
efficiently. This reduces costs of adding and removing 
systems as service demands change.

2.  Through sharing of IT capabilities across multiple 
clients with different demand cycles, they can eliminate 
underutilization of resources. This reduces overhead costs 
associated with idle capacity.
Figure 1 depicts how these cost savings may look for a 

business that undergoes periodic peaks and troughs and has 
high unpredictability in its demand for IT services.

Figure 1—Basic Cloud Computing economics

Cost savings derived from:
• Efficiency of upscaling/downscaling as demand changes
• Reduced underutilization from sharing services
Note:  Potential savings are greater when more layers of the IT stack are 
transitioned to the cloud, e.g., greater cost savings for SaaS than for IaaS.
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The potential cost differential between the two models 
is even greater when more layers of the IT stack are 
transitioned to the cloud. For example, for Software as a 
Service (SaaS), where software, platform and infrastructure 
layers are bundled into a single cloud service, cost savings 
are potentially greater than with Infrastructure as a Service 
(IaaS), where only hardware layers (e.g., storage, CPU, 
network) are provided. This is because efficiency increases 
as more and more components are standardized and bundled 
together.

As with the transportation analogy, neither approach 
(traditional IT nor cloud computing) will always be superior to 
the other. Cloud computing has introduced additional options for 
IT service delivery. For many businesses, an optimal approach 
that leverages the best of both models will achieve an improved 
risk-reward trade-off. Figure 2 depicts how this may occur.

Also, over time, cloud providers are aiming to create even 
greater cost savings as they capture larger market share and 
capitalize on economies of scale.

DeCIDIng TO DRIve OR RIDe (OR MAyBe A MIx OF BOTH) 
So if the cost savings from transitioning to the cloud are that 
compelling, why do businesses not move all their IT to the 
cloud? This is a fair question that is coming up regularly in 
boardrooms around the globe. But, unfortunately, the answer 
is not as simple as it might seem, as there are several other 
factors to consider, not the least being those relating to risk 
management, compliance and security.

Figure 2—How Cloud Options Can Improve  
Risk-required Trade-off

Therefore, the right answer to the question, “Should I 
drive or ride?” is:  “It depends.” It depends on the nature 
of the IT service, future growth expectations, the business’s 
risk appetite, legal and regulatory compliance requirements, 
and cost. With all these factors to consider, it is essential that 
businesses carefully think through their IT service delivery 
strategy and prepare a business case that covers all of these 
factors. Figure 3 illustrates an approach to measuring  
risk-mitigation costs so that they can be compared for 
different delivery models and reflected in a business case  
that might incorporate cloud services.

Figure 4 shows some examples of IT service delivery 
strategies, incorporating cloud computing and some of the key 
considerations.

Figure 3—Creating a Cloud Computing Business Case
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cost more, but it is still potentially cheaper than traditional 
IT systems. Private clouds can be provided to businesses 
in generally two ways:  either by having the business’s 
systems firewalled off from everyone else’s, or by having the 
business’s systems virtually separated from others using an 
authenticated and encrypted environment within a public 
cloud (known as a virtual private cloud).

• Preparing to revert—Preparing to revert might be one of 
the last things on the minds of business managers when 
engaging cloud services, but it is often one of the most 
important things to think about. The Satyam collapse1 a few 
years ago illustrates how a service provider may outwardly 
seem fine, but can unpredictably be brought down by 
unforeseen circumstances. Such situations are hard to 
predict, let alone prevent, and when relying on obscured 
cloud services, the uncertainty and risks can seem even 
greater. Businesses need to prepare themselves for what to 
do if and when a cloud provider fails. That is, they need a 
revert strategy to ensure that they can readily switch to an 
alternate IT service model at any time. This includes:

 –  Maintaining knowledge of all critical information and 
processing assets held in the cloud

 –  Maintaining sufficient skills (in-house or with a vendor 
independent of the provider) to be able to repatriate and 
reestablish systems and services

 –  Regular backups of critical cloud-based assets held with 
facilities independent of the provider

 –  Regular rehearsals, possibly by running services in-house 
or with an independent vendor for a period (potentially 
even with another cloud provider) 
 
Revert strategies cost time and money, but they are 
important to mitigating the risk of a cloud provider failing. 
Additionally, they put cloud customers in a much stronger 
position when renegotiating a cloud service contract 
because cloud customers know that they could readily 
switch from the provider if needed.

• When in public, keep valuables under lock and key and 
stay alert—The need to protect sensitive data or intellectual 
property is particularly important when using a public cloud 
service. Typically, the best way to protect these assets is to 
use encryption technologies. In recent years, encryption has 
become more readily available, inexpensive and easier to 
setup, but it is complex, and there are many aspects to  
consider. Here are a couple key points to be aware of:

 –  Protecting data at rest and in transmission in the cloud can 
be readily achieved using encryption, but protecting data 
during processing in the cloud is problematic. Essentially, 
this is because when data are decrypted for processing, 
they are at risk, even if for a nanosecond. Basically, most 

Figure 4—IT Service Delivery Strategies 

Service Model examples  
using Cloud Computing Key Benefits Key Risks to Consider

1.  Operate the entire production application 
using public cloud-based PaaS or SaaS, 
including customer interface, data 
transmission, processing and storage.

• Significantly lower operation and support costs
• Potentially more reliable and resilient service 

than on-premise model
• Reduced exposure to site-specific threats 

(e.g., disaster) by use of distributed sites
• Services rapidly scalable, as and when required
• Better able to avoid future risks of end-of-life 

architecture and technological obsolescence

• Consider incident response and recovery 
arrangements in the event of loss of cloud 
service.

• Consider protection of data in the cloud, such 
as by encryption.

• Consider other measures to protect the 
security of cloud-based assets and services.

• Consider strategies to revert or to switch 
providers if needed.

2.  Operate the production environment using 
traditional on-premise servers, and use  
cloud IaaS for development, test and  
failover/recovery environments.

• Reduced costs of maintaining redundant 
environments that are only in use periodically

• Better service quality through the ability to 
scale for volume and stress testing and/or 
recovery during peak processing times

• Consider data protection in the cloud when  
testing the use of live data or undertaking 
recovery activities.

3.  Operate the production environment using 
traditional on-premise servers, and use cloud 
IaaS for additional CPU and storage during 
periods of peak demand.

• Reduced costs of maintaining production 
capacity that is underutilized during  
nonpeak periods

• Reduced capacity risks, as better able to scale 
up and down when peak processing demand 
is higher or lower than predicted

• Make similar considerations to scenario 1, 
although risks are limited to periods of peak 
demand processing.

4.  Use cloud IaaS or PaaS for developing new 
services during early release iterations, as 
features are evolving and demand is scaling.

• Greater flexibility in access to IT resources  
as services evolve and grow; less concern 
about acquiring resources that may become 
redundant later

• Consider risks regarding the security 
of intellectual property (e.g., software, 
algorithms) stored in the cloud.

• Consider the increased criticality of incident 
response and recovery provisions as  
services scale.
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businesses wishing to perform processing on sensitive data 
in the cloud would be best advised not to use a public 
cloud model.

 –  Encryption is only as strong as the key management 
practices used around it. Many businesses have struggled 
to establish good processes for creating, distributing 
and renewing encryption keys. With a move to the 
cloud, where distribution of keys may be even greater, 
getting these processes in place becomes even more 
critical. Businesses not accustomed to implementing key 
management practices would be well advised to seek 
expert advice.
Businesses need to use encryption and stay alert. With 

traditional IT services, use of intrusion detection, alerting and 
prevention techniques has become common. But in terms 
of moving to the cloud, many of these tools are now in the 
hands of cloud providers, who may use these techniques 
to protect their networks and servers from attack. But, this 
does not mean that cloud providers will alert customers if a 
threat comes close to compromising customers’ assets. In fact, 
unless businesses tell cloud providers that they want to receive 
security-event alerts, cloud providers might assume that 
customers do not want to know.

Fortunately, many cloud providers offer their customers 
the ability to receive security-event alerts and even to flag 
the specific assets that they want to be monitored. Should a 
security event occur on a cloud provider’s network, businesses 
might still be reliant on the cloud provider to block an attack. 
They can, however, take their own evasive action to protect 
their assets, such as by bringing them offline.

Keep THe LAW In MInD WHen TRAveLLIng In THe CLOuD
Before engaging with a cloud provider, there is another 
major area that warrants consideration:  legal and regulatory 
requirements. In the old (pre-European Union [EU]) days 
of pan-European train travel, every time a train reached a 
border, government officials would come on board and check 
passenger passports before passengers could proceed. And, 
just because passengers purchased tickets to a particular 
destination did not mean that they would be allowed to get 
there if they did not have the right visas, for example.

The cloud can operate similarly. Just because a business 
purchases a service that operates across data centers around 
the globe does not mean that the business is allowed to send 
its data around the globe. Data privacy and sovereignty laws 
and requirements have sprung up around the world over 
recent decades. If businesses handle data covered by these 
requirements, they need to travel in the cloud with great care, 
or risk breaching the requirements.

Adherence to these laws and regulations can be complex, as 
there are many gray areas and legally untested situations, such 

as what constitutes export of data. The best recommendation 
is to obtain legal advice before entering into any cloud 
arrangements, particularly when operating in heavily regulated 
industries, such as financial services or health care, or where 
systems involve personally identifiable information (PII). In 
some cases, businesses may want to (or even be required to) 
consult with regulatory authorities directly.

For businesses subject to strict data-privacy or export laws, 
there are measures that can be put in place. For example, they 
can seek a cloud provider that offers geo-specific services, 
i.e., services in which operations are confined within certain 
jurisdictional boundaries.

Depending on the circumstances, there are many other 
areas of potential legal complexity, too. For example, what 
happens if an incident occurs in the cloud? Does the customer 
have the right to conduct a forensic investigation? Who will 
be liable for damages? Clearly, obtaining good legal advice 
is paramount for businesses to protect their rights and meet 
their obligations.

SeLeCTIng A SeRvICe pROvIDeR—TRAnSpARenCy AnD TRuST
When it is time for a business to start evaluating service 
providers against its needs, there is a very important factor to 
consider:  transparency. Cloud computing is much more than 
just buying IT hardware or software. It is about engaging a 
service that may be entrusted to manage critical assets and 
services, and there may be little day-to-day visibility of how 
this occurs. But, businesses can and should ensure a level of 
transparency.

With a traditional IT model (either on-premise or for many 
outsource arrangements), getting visibility is usually a case of 
commissioning an audit, either by internal auditors or by an 
outside party. But, for cloud services, this option is much less 
likely to be available or even practical, as the cloud service 
provider’s processing may be distributed throughout the world.

Therefore, alternative methods of gaining visibility of 
security and control will often be needed. There are several 
methods available, and, recognizing the need to establish trust, 
cloud providers are investing more and more in providing the 
information their customers need. This is an area that is likely 
to grow and evolve, and maybe one day a single common 
standard will be in place. However, in the meantime, here 
are some typical methods used by cloud providers to provide 
transparency. Each has pros and cons; therefore, often the best 
approach is to seek a combination of these:
• Nondisclosure agreements—Understandably, many 

cloud providers are protective of information about their 
architecture, security and controls. But, recognizing a 
prospective customer’s legitimate need to know these 
details, they will share limited information upon signing a 
nondisclosure agreement. If offered, this is definitely worth 
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taking because it will most likely shed valuable light on 
the provider’s services. However, it is important to bear 
in mind that this information may or may not have been 
independently verified.

• Independent auditor reports—Many service providers are 
now engaging independent auditors to assess the design and 
operation of their controls and to make these assessments 
available to their customers in the form of an independent 
audit report. Sometimes generically referred to as  
“SAS 70 reports,” there is a range of reports available. 
In the US, these include Statement on Auditing Standard 
(SAS) No. 70, Service Organization Control (SOC) 1, 
SOC-2 or SOC-3 reports, based on the American Institute 
of Certified Public Accountants (AICPA) standards. There 
are equivalent standards in other parts of the world.2 

• Certifications—While independent audit reports are 
valuable, the scope and nature of controls can vary from 
provider to provider. One way to more easily compare 
providers is to look for industry certifications. Some of the 
more common and relevant certifications to look for are:

 –  ISO 27001 and 27002 certifications provide assurance 
that the provider has implemented a set of security 
controls as well as a system of management practices to 
oversee the controls.

 –  ISO 31000 certification means that the provider has 
established a framework and practices for managing its 
operational risks around delivery of its key services.

 –  Payment Card Industry Data Security Standard (PCI DSS)  
compliance means that the provider has established 
security controls sufficient to enable credit card data to 
be stored, processed and transmitted using their systems. 
This requirement is quite stringent and valuable to a 
business that is looking to use a service for handling its 
sensitive information.
A note of caution:  It is important not to take any audit 

report or certification at face value without examining its 
details. It is important to review its purpose, scope and any 
major exceptions, and to assess these against the business’s 
critical compliance, risk management and control needs.

COnCLuSIOn
Recently, news broke of Dropbox allegedly misleading 
customers regarding the levels of data protection provided by 
its service. This occurred shortly after Amazon’s EC2 service 
experienced major outages. With these and other events, media 
reports are asking, “Is this the end of the innocence of the cloud 
computing ideal?” The reality is that, as cloud services continue 
to grow and mature, there will be some derailments along the 
way. But the economics appear to be sound and compelling, and 
many of the technologies underpinning the cloud are maturing 
and proliferating quickly. So, it seems that cloud computing is 
an industry trend that is here to stay. That said, there are clearly 
a number of risks and uncertainties in transitioning to the cloud, 
so strong governance and control are an essential part of any 
decision to transition to the cloud.

But, for business managers who only glance at media 
headlines or skim glossy marketing materials, the path ahead 
may well be confusing and, at times, frightening. There 
are major opportunities here for IT governance and risk 
managers to educate and guide their business leaders on 
prudent ways to take advantage of the cloud. IT governance 
and risk managers can provide immense value in developing 
strategies that leverage the positive economic and risk-
mitigation benefits of the cloud while also adopting control 
and assurance methods that help avoid the risks.
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Industrial and financial companies sometimes 
find themselves faced with the choice of 
outsourcing IT audit services related to IT  
general controls (ITGC) and IT application 
controls (ITAC). The decision to outsource is 
most likely due to financial reasons, timing  
and/or insufficient resources, or an uncertain  
(if not absent) level of competency related to the 
enterprise that is being audited. In particular, 
the technical and practical knowledge of ITGC/
ITAC goes well beyond the theoretical point of 
compliance contained in texts such as IT Control 
Objectives for Sarbanes-Oxley:  The Role of IT 
in the Design and Implementation of Internal 
Control Over Financial Reporting, 2nd Edition  
(a strict reference for most companies subject 
to the US Sarbanes-Oxley Act), rather than 
management process models such as COBIT 4.1 
or the IT Infrastructure Library (ITIL). In fact, it 
is not just a compliance matter. The practice of 
implementing ITGC/ITAC provides added value 
in identifying and correctly understanding risks 
and, practically, in immediately establishing an 
appropriate audit strategy for the entire year.

Therefore, a certain degree of experience is 
mandatory, but not always available, among 
internal audit services. To account for this 
deficit, companies can choose to outsource the 
service (at best)—unconsciously deciding to 
miss an important educational goal that would 
be achieved over time, in favor of achieving an 
immediate and practical objective. That choice is 
not farsighted given the considerable risk taken.

In fact, the main risks are precisely that:  
incorrectly identifying all the risks and, more than 
likely, having a process limited to an operational, 
a financial or a compliance vision—any vision 
except IT, which is often the first, essential means 
by which all the processes are structured. It could 
also mean missing the opportunity to create the 
foundations for the futuristic “integrated audit,” 
a model that every mature audit department aims 
to utilize.

MISSeD OppORTunITIeS WHen InTeRnAL  
AuDIT IS OuTSOuRCeD
Outsourcing does not give audit services 
the opportunity to understand business 
processes in their entirety. Internal auditors 
cannot grasp the true meaning of all business 
processes if they cannot understand how the 
information is managed across the company. 
All data are information used in the company 
to create and manage the business. Handling 
and understanding the information systems 
framework and its availability, origin and nature 
give the auditor a mastery of the knowledge of 
the risks, which represents an omnipresent goal 
in achieving the view of the integrated audit 
business model that is being discussed.

The first and last structural unit of the 
corporate world is represented by the data 
themselves. All processes are moving through 
the dense cluster of IT, and those processes 
are effective due to the efficient governance of 
the data. COBIT effectively summarizes this 
concept in its references to the research of 
strategic alignment between IT and business. 
Although the IT department can be seen as a 
holding company (with its budget, customers, 
internal suppliers and strategic objectives)—fully 
independent and well structured—IT can become 
a winning factor positioned within the strategic 
business. IT strategies, projects, objects and goals 
are the goals of the company; they support the 
enterprise, at minimum, and, at best, enable the 
enterprise to realize its success. Thus, the entire 
budget for IT projects is spent to support the 
business. All projects should come out of the 
business strategy and be approved and identified 
by the board of directors or management at 
the highest levels possible. No discrepancy or 
quantifiable or identifiable differences should 
exist between core business and IT strategies. The 
best strategy should minimize the differences as 
much as possible.
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It is clear that, very often, internal auditors perform a 
lot of testing, and especially in terms of outsourcing, the 
complete definition of ITGC/ITAC and the evaluation control 
results that rely on other audits are often forgotten. However, 
starting with a certain degree of awareness and an established 
approach to ITGC can enable auditors to immediately see 
what was and what will be the company’s business strategy, 
the structural changes, the process change that concerns 
the data, and the information (and, therefore, the business 
process) during the period. For example, just checking the 
number and significance of program changes performed 
during the period is helpful. Therefore, outsourcing these 
control tests can create a gap of knowledge that is not always 
immediately or easily remedied.

THe IT DepARTMenT—A COMpAny WITHIn THe COMpAny
From the issuance of a client order, accounts payable (AP) 
and wire transfers to suppliers and payroll, all company 
processes move through the structure and substance of the 
information data.

An IT department can be defined as a company within the 
company. The IT department usually has its own portfolio 
of suppliers and customers (generally subsidiaries, branches 
or even single departments of the holding company itself), 
which, of course, rarely coincide with the suppliers and clients 
of the holding company as a whole. For example, the finance 
department can become a “customer” of the IT department 

when there is an assistance request or when support is needed 
to create a new computer program in-house. Perceiving a 
management information system (MIS) department as a 
company within a company contributes to the change from 
the old “data center” into a value-added business unit that 
is business-oriented and strategically aligned and guided by 
principles of effectiveness and efficiency.

In the end, the opportunity to create an IT department to 
support the business is surely a management task that needs 
to be approved through the corporate governance of the board 
of directors, which should always remain independent.

It is also true that the internal audit department, unlike 
external audit and consulting, has a full commitment to 
corporate knowledge, which tends to focus on a standard of 
achievement and not on mere compliance with relevant laws 
and regulations. The knowledge of business risks in their 
entirety, of the control environment, of the company tone 
and culture, and of possible operational gaps gives a relevant 
opportunity for assessment that possibly only internal auditors 
can best use in the performance of their duties. For example, 
when experiencing a change in the supply chain process 
(awareness acquired during a specific internal audit), a risk 
concerning particular ITGC or ITAC could easily arise. Indeed, 
the impact of such a change may not be obvious within the 
mapping of the IT process, but it can be very significant when 
linked to the information received. Sometimes, interviews with 
IT management or the head of the finance department could be 
insufficient to detect changes because one cannot assert a priori 

that the communication 
inside the organization is 
efficient and effective. Thus, 
it is possible for an auditor 
to have a full understanding 
of a company (as COBIT 
recommends) only when an 
enterprise has applied the 
specific strategic alignment 
between IT and business.

It is the risk of failure 
in strategically aligning 
IT and business that is 

actually under scope within ITGC/ITAC, and it is through 
the operational infrastructure that one can actually “feel” the 
company beat and seize its tone and culture. The veracity of 
strategic alignment is, therefore, established according to a 
top-down approach. If the understanding of the company 
passes through the information infrastructure (that is, the box 
that conceptually contains the company), an enterprise can be 
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fairly assured that the business processes that go through the 
corporate network have a chance to be concretely realized. If 
the understanding of the company does not pass through the 
information infrastructure, it is probable that the entire business 
processes and relative risks cannot be understood completely.

ITGC/ITAC provide value immediately in terms of 
IT governance knowledge and the maturity model of the 
processes that the auditor has to test. Furthermore, testing 
ITGC/ITAC gives the enterprise the chance to assimilate 
fundamental requirements on controls and related risk, 
creating added value and knowledge on IT governance.

It can be said that the internalization of ITGC/ITAC 
is an important path to the integration of fundamental 
IT governance knowledge within corporate assets. The 
development of synergies between corporate governance 
and IT governance creates the opportunity to discover an 
interesting map of risks, and obviously, these synergies are 
applicable only within the company. This is an incredible 
opportunity for the auditor to use rigorously during the
audit cycle. This renewed awareness will provide companies 

with immediately visible benefits in the form of an annual 
audit plan that is strategically built on a fully integrated 
understanding of risk.

During an audit plan, the auditor needs to verify that 
internal controls are effective to assure stakeholders of 
the true and fair representation of the financial statement. 
Figure 1 depicts that, although the financial statement has its 
financial measurements and evaluations as financial assertions 
externally, within the company all data come out of the 
process cycles of the company. The company is a group of 
business units crossed by processes; summaries of processes 
can create process cycles. With ITGC, the auditor tests the 
processes related to the MIS department, which is a business 
unit that supports all business units and processes. For this 
reason, ITGC are reliable for other processes and audits. 
ITAC concern processes and, with US Sarbanes-Oxley Act 
test controls, give evaluations of the validity of the controls on 
process cycles. The controls are implemented by management 
to cover the risks identified by the company. To have a good 
knowledge and evaluation of all the risks, it is necessary to 

Figure 1—An Integrated Approach:  Mix of Controls

 

Source:  Guess Europe, “ITGC & ITAC at Guess Europe Group:  FY2010, July 2010,” Switzerland, 2010
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test IT governance through ITGC/ITAC and, then, through 
the business processes. The most in-depth audit concerns IT 
controls; performing this audit correctly enables enterprises 
to see more easily the interconnections of business processes 
and the related risks. The sequence of ITGC/ITAC and other 
audits is qualified and improves the audit quality when a 
systemic and methodological approach is followed when 
performing audits.

COnCLuSIOn
Implementing in-house ITGC/ITAC is a great opportunity 
for auditors to improve their knowledge of the company, 
and for the company, it is a chance to build IT governance 
that strengthens corporate governance. The internalization 
of ITGC/ITAC is an important path to the integration of 
fundamental IT governance knowledge within corporate 
assets, and it allows the auditor to become a proficient 
catalyst of knowledge. This is especially true when the auditor 
follows the entire audit process, including the basic and 
important evaluation of IT controls. There are no particular 
reasons to outsource IT controls except for the lack of 
knowledge or expertise. However, every cloud has a silver 
lining, and internalization of knowledge, in this case, could be 
an investment in increased professionalism rather than in not-
so-proficient outsourcing.
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A common and critical dilemma confronting 
enterprises today is how to ensure that they 
realize value from their large-scale investments 
in IT and IT-enabled change. IT-enabled 
investments can bring huge rewards, but only 
with the right value management approaches. 

The ISACA Val IT framework offers a broad set 
of good practices that support the adoption of such 
value management processes. This article describes 
a case study on how the Dutch airline company 
KLM introduced value management for its IT-
enabled investments, analyzed through the lens of 
Val IT. As such, the goal of this article is to provide 
insight to practitioners regarding how to introduce 
better value management approaches.

FROM IT gOveRnAnCe TO gOveRnAnCe OF 
enTeRpRISe IT AnD vALue MAnAgeMenT
After the emergence of IT governance concepts 
in the late 1990s, the notion of IT governance 
received a lot of attention. However, due to 
the focus on “IT” in the naming of the concept, 
the IT governance discussion mainly remained 
a discussion within IT. In the field, many IT 
governance implementations are still mainly an 
issue within IT, while one would expect that 
the business would and should take a leading 
role here as well. It is clear that business value 
from IT investments cannot be realized by the 
IT function, but will always be created by the 
business through its use of IT. Therefore,  
IT-enabled investments should always be treated 
as business programs, composed of a collection 
of business and IT projects delivering all the 
capabilities required to create and sustain 
business value.1, 2

The IT governance discussion clarifies the 
need for the business to take ownership of, 
and be accountable for, governing the use of 
IT in creating value from IT-enabled business 
investments. Acknowledging the prime 
accountability of the business in value creation 
initiated a shift in the definition of IT governance, 
focusing on the business involvement, toward 

governance of enterprise IT (GEIT) (instead 
of IT governance). GEIT is an integral part 
of corporate governance and addresses the 
definition and implementation of processes, 
structures and relational mechanisms in the 
organizations that enable both business and IT 
personnel to execute their responsibilities in 
support of business-IT alignment and the creation 
of business value from IT-enabled investments.3

GEIT clearly goes beyond IT-related 
responsibilities and expands toward (IT-related) 
business processes needed for business value 
creation. The topic of business value creation is 
high on the agenda of many organizations, and 
in both academic and professional literature, 
the concept of value management is addressed 
often. In response to the need, ISACA launched a 
framework that addresses these value management 
issues:  Val IT.4

vAL IT AS A FRAMeWORK FOR geIT AnD  
vALue MAnAgeMenT
A recent and an important framework that 
addresses GEIT, Val IT has a specific focus on 
value management and creation. This framework 
starts from the premise that value creation out 
of IT investments is, in the first place, a business 
responsibility. To support business personnel in 
organizing and developing these responsibilities, 
Val IT presents a set of 22 IT-related business 
processes and associated key management 
practices, management guidelines and maturity 
models. Val IT is complementary to COBIT and 
follows the same structure and templates as 
provided in the COBIT manuals.

Val IT presents 22 processes categorized in 
three domains (figure 1):
• Value Governance (VG)
• Portfolio Management (PM)
• Investment Management (IM)

The VG domain addresses the structures 
and processes required to ensure that value 
management practices are embedded in 
the organization. The domain deals with 
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the engagement of leadership (VG1), the definition and 
implementation of value management practices (VG2), 
and the integration of the latter into the organization’s 
financial management processes (VG4). It also addresses 
that portfolio types and criteria need to be defined by the 
business (VG3), that effective governance monitoring should 
be established over the value management practices (VG5), 
and that there should be a continuous improvement cycle 
through implementing lessons learned (VG6). It is clear that 
these processes are defined at a higher level in Val IT and 
encompass “necessary conditions” to enable a value-based 
approach in portfolio and investment management.

The PM domain addresses the processes required to 
manage the whole portfolio of IT-enabled investments. This 
domain states that the strategic direction of the organization 
should be clarified and that the target portfolio mix should 
be defined (PM1). Also, available resources in terms of 
funding (PM2) and human resources (PM3) need to be 
inventoried. Based on detailed business cases arising from 

the IM processes (IM1-IM5), investment programs are 
selected and moved into the active portfolio (PM4). The 
performance of this active portfolio needs to be continuously 
monitored, reported on (PM5) and optimized (PM6), based 
on performance reports coming out of the IM processes. 

The processes in the IM domain are situated at the 
level of a single IT-enabled investment. The first five 
processes in this domain focus on the emergence of new 
investment opportunities in the organization (IM1) and 
the development of detailed business cases (IM5) for the 
approved opportunities, including analyses of alternative 
courses of action (IM2), a definition of a detailed program 
plan (IM3) and full cost-benefit analysis (IM4). After approval 
of detailed business cases (PM4), investment programs need 
to be launched (IM6) and monitored (IM8) and, if required, 
business cases need to be updated (IM9). All investment 
programs need to be retired (IM10), bringing programs to 
an orderly closure when there is agreement that the desired 
business value has been achieved or when it is clear it will not 

Figure 1—val IT Domains and processes

Source:  IT Governance Institute (ITGI), Enterprise Value:  Governance of IT Investments, The Val IT Framework 2.0, USA, 2008, figure 9
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be achieved. Also, changes to operational IT portfolios, as a 
result of the investment program, need to be incorporated in 
the portfolios of IT services, assets or resources (IM7).

ReSeARCH AppROACH
The goal of the KLM case study was to gain an in-depth 
understanding of how one organization adopted GEIT 
practices during the past decade in search of more value 
creation out of IT-enabled investments and to learn to 
what extent this mapped to the Val IT framework. Due to 
the exploratory nature of this study, a qualitative research 
approach was adopted based on in-depth case study research. 
Data were captured through multiple interviews, discussions 
and conversations with KLM’s director of value management 
and alliances, who also provided access to other internal 
information such as internal reports, presentations and 
minutes. To further triangulate the data, other in-depth 
interviews were completed and tape recorded with the vice 
president (VP) of the chief information officer (CIO) office, 
the VP of finance and control ground services, the VP of the 
business development office (BDO) for passenger operations, 
and the director of finance and control IT operations at 
the premises of KLM in Amsterdam Schiphol Airport (The 
Netherlands).

AnALyZIng IT vALue MAnAgeMenT AT KLM
Although KLM did not specifically use Val IT to introduce 
value management, KLM was involved in the development of 
Val IT 2.0, and as a result, there was some knowledge sharing 
in both directions between KLM and the Val IT development 
team. In this section, the focus of the case description is on 
understanding how a real-life organization “implemented” the 
intent of these good practices.

The Case Company:  KLM
KLM was founded in 1919 and has its home base and hub in 
Amsterdam Schiphol Airport. KLM currently employs more 
than 33,000 people worldwide and manages a fleet of about 
200 aircraft. In 2004, KLM merged with Air France, after which 
both companies continued to operate as separate airlines—each 
with its own identity and brand and each benefiting from the 
other’s strengths. In financial turnover, Air France-KLM is the 
world’s largest airline group, transports the most passengers 
and is the world’s second-largest cargo transporter. In 2009, 

Air France-KLM operated flights to 255 destinations in 115 
countries on four continents.

This case study focuses on the KLM activities within 
the Air France-KLM group. The KLM executive committee 
(figure 2) is composed of the chief executive officer 
(CEO), chief financial officer (CFO), managing director 
and executive VPs (EVPs) of the major business units and 
services (commercial, in-flight services, operations, ground 
services, cargo, engineering and maintenance, IT, and human 
resources). In 2009–2010, KLM’s IT department employed 
close to 1,000 (internal and external) full-time employees 
(FTEs), with an IT budget of approximately €300 million. 
As shown in figure 2, KLM’s IT is organized around IT 
development and operations activities with the CIO office 
addressing aspects of the enterprise/IT architecture, IT 
strategy, value and portfolio management, sourcing strategy, 
and risk and security. The mission of the KLM IT department 
is to “create business value by delivering reliable IT services to 
the business processes and innovative IT solutions to enable 
and support business changes.” The following strategic goals 
for IT support this mission: 
• IT is a world-class information services provider and will be 

able to deliver the best value to the company.
• The IT cost levels will be at a competitive industry level.
• The IT architecture and infrastructure will enable the 

growth ambitions of Air France-KLM.

Figure 2—KLM Structure 

IT is a business-critical enabler for KLM; yet, at the same 
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IT department. This occurred in a business climate that was 
increasingly challenging and that became dramatically more so 
after the 11 September 2001 terrorist attacks on the US. After 
that event, KLM’s CEO seized the opportunity to make a 
structural break with the past and to reexamine and transform 
KLM’s business and IT governance.

The EVP of the operations control center was appointed 
the new CIO. It was believed that having a CIO from the “real 
business” would help get the IT governance discussion out of 
the IT area and have it put on the business executive’s agenda. 
The newly appointed CIO received three clear priorities:
1.  Provide the reasons why, or why not, to outsource IT.
2.  Create a business/IT board to organize  

joint success.
3.  Design simple governance principles to restore control, 

enabling steering by the EVPs and CIO.
To respond to these requirements, the CIO office was 

established as a support function to the CIO, consolidating 
a number of already existing, loosely coupled and different 
functions such as the IT strategy office, program management 
and business/IT liaison roles. In the words of the VP of the 
CIO office:

In the scenario that we would outsource IT, both 
IT operations and development would mainly 
be sourced outside KLM, but the activities of the 
CIO office would be kept internally as it governs 
IT strategy, architecture, security, business/IT 
alignment, etc. The goal of the CIO office is to 
enable effective IT, in support of business needs.

Value Governance at KLM
It was decided that, ahead of the first priority given to 
the CIO, the primary focus should be to introduce better 
governance principles and practices (priority three). A project 
titled “IT:  A Collaborative Effort” was launched and focused 
on enabling all stakeholders to better understand the cost 
and value of IT, which, in turn, would enable them to make 
more informed decisions about what and how to potentially 
outsource (priority one). In support of priority two, a 
business/IT board was established, composed of the CEO, 
CIO and all business unit EVPs, who met every quarter to 
discuss and decide on strategic issues involving IT.

With regard to priority three, the CIO office, in collaboration 
with the business, designed a set of principles that would 
significantly simplify IT-related governance. The starting premise 

was that these principles should put the business in full control 
of all IT demand and IT spend. In support of these principles, a 
number of governance practices were introduced in the business 
and IT organizations, including the establishment of the 
business/IT board and demand management functions for each 
business domain. These governance principles and practices 
were introduced as the “only way of working” between business 
and IT for all business units and activities. These practices also 
supported the creation of portfolio management processes 
driven by the business units. The portfolio management 
processes evolved from being driven by IT resource and supply 
toward being driven by business demand with an innovative and 
rigorous approach to evaluation and selection.

The definition of the first draft set of governance principles 
and practices was mainly driven by the CIO office. These 
principles were later refined with the involved business parties 
and are now shared in the organization through its intranet. 
According to the director of value management and alliances 
(a member of the CIO office):

These principles and practices are still challenged 
from time to time. Our position is that we are 
always open for discussion for each of these 
principles and practices, but up till now, we have 
each time, in the end, reconfirmed them.

The stated principles and practices apply for all business 
units and are presented in internal KLM presentations as shown 
in figure 3. The involved parties acknowledge that this list does 
not really distinguish between principles and practices, but 
presents them in a mixed way. However, it was believed to be 
a pragmatic and practical list that was workable for KLM. The 
CIO office developed more detailed background information 
and internal documentation to explain the impact and 
consequences of each of these principles and practices.

Referring back to Val IT 2.0, the goal of the Val IT VG 
domain is to ensure that value management practices are 
embedded in the enterprise, enabling it to secure optimal 
value from its IT-enabled investments. Val IT proposes six 
processes in this domain, as shown in figure 4. Mapping 
these processes to the KLM approach described previously 
makes it clear that the adoption of some of these processes is 
nicely illustrated at KLM. KLM’s definition of the governance 
practices and principles (figure 3) ensures informed and 
committed leadership (VG1), appropriate governance 
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Figure 3—governance principles and practices

  1.  For the business, there should be no difference between working 
with an internal or external IT provider.

  2.  Differentiate between what and how (and why).
  3.  Improve the demand function by creating a business demand 

office per business domain.
  4.  Improve the supply function by creating an innovation organizer 

and a service manager per business domain.
  5.  Create monthly decision meetings of what and how (management 

and IT).
  6.  Focus on the costs that can be influenced in full and those that can 

be influenced in part:  split between innovation and continuity.
  7.  Each innovation (investment) has one business owner to whom all 

costs are charged.
  8.  Each service (continuity) has one business owner to whom all 

costs are charged.
  9.  Create a top-down budget framework and simplified  

budget process.
10.  Activity-based costing is applied to process primary cost to  

product cost.

monitoring (VG5), and the implementation of value 
management processes (VG2). Also, some of these principles 
address specific issues, such as VG4 being covered in 
principles 9–10 (figure 3).

Figure 4—val IT processes Illustrated at KLM

 val IT Management processes
Illustrated

at KLM

value governance

VG1 Establish informed and committed leadership. X

VG2 Define and implement processes. X

VG3 Define portfolio characteristics.

VG4  Align and integrate value management with 
enterprise financial planning.

X

VG5 Establish effective governance monitoring. X

VG6  Continuously improve value management 
practices.

Source:  ITGI, Enterprise Value:  Governance of IT Investments, The Val IT 
Framework 2.0, USA, 2008

Portfolio Management and Investment Management at KLM
The previously mentioned governance principles and practices 
were needed as key building blocks in support of having 
effective portfolio and investment management processes 
driven by the business units. The design of these portfolio and 
investment management processes was created by the portfolio 

management office (part of the CIO office) and is shown in 
figure 5. Three approval stages were defined, going from “idea 
selection” to “program go” and “investment approval.” For 
each of these phases, clear decision thresholds were defined. 
For investments between €150,000 and €500,000, the EVP, 
director of finance and control, and BDO of a business unit 
could approve the go/no-go decision in each phase. Investments 
greater than €500,000 are approved by the business unit 
investment committee (BIC), which comprises the business 
unit chief operations officer (COO), EVP, director of finance 
and control, and BDO. Investments greater than €5 million are 
approved by the executive committee (EC).

The initial phase addresses the initiation of the investment 
proposals or idea generation. In this phase, all business ideas 
are gathered and captured by the BDOs (demand process) 
and turned into potential initiatives for which a high-level 
business case (HLBC) will be developed. These HLBCs 
include descriptive information, classifications, and high-level 
cost and benefit estimates, and risk. The VP of BDO for 
passenger operations clarifies:

It is often hard to quantify some benefits at this 
stage. For example, the cost avoided of an aircraft 
not needing to land on another location because 
of better support systems, but still, we try to make 
as good as possible educated estimations.

Figure 5—portfolio and Investment Management process

 

If an initiative is approved, it is turned into a program 
for which a full business case (BC) is developed based on a 
detailed feasibility study. To enable common and comparable 
BCs, a BC template was developed as a mandatory instrument 
for all investments greater than €150,000.
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To be able to prioritize all these BCs, it is crucial to know 
what the organization’s business drivers are. The director of 
value management and alliances makes this clear:

Our experience was that it was often difficult 
to obtain a clear list of business priorities 
from a business unit. However, we needed 
these priorities to enable the selection of “the 
right things,” and for that reason, we used a 
methodology to help us and the business in 
making these business priorities transparent.

To enable this process, the business drivers of a business 
unit were captured and ranked by the CIO office through 
interviews with the business unit executives. Next, for each 
incoming investment proposal, the contribution to each of 
these ranked business drivers was determined, ranging from 
“low” to “extreme.” The result of this exercise is an initial 
portfolio containing a ranked, but still unconstrained, list of all 
investment proposals at the business unit level. The VP of BDO 
for passenger operations explains the importance of this process:

These priorities are the basis to build a “business 
plan” for the BDO of a specific business unit, 
describing all the things that the BDO office of a 
business unit can be held accountable for. I have 
even turned this business plan into a video clip on 
YouTube to demonstrate to all our business and IT 
stakeholders our commitment for the next year.

After this prioritization, total demand of all business units 
typically exceeds the budget made available by the EC. The 
director of value management and alliances describes how this 
is handled:

     
Instead of using a “cheese slicer” and, for 
example, forcing all business units to cut 30 
percent out of the project portfolio, a process 
of informal discussions is initiated between the 
BDOs to determine how the portfolio can best 
be optimized. As long as this process works, this 
approach is preferred instead of escalating to the 
next management level.

This consensus-building process generally works well, and as 
a result, the business/IT board receives an overview of the major 
program and only needs to endorse the outcome of the portfolio 
management process. The director of value management and 
alliances concludes, “Through a good portfolio management 
process, we strive for seamless decision making.”

Once the portfolio of programs is optimized, the BIC 
(for projects greater than €500,000) or the EC (for projects 
greater than €5 million) still has to release the funding 
before design, construction, user-acceptance testing (UAT) 
or implementation can start. This may appear as a duplicated 
decision structure, but it acts as a final check and also gives 
the final authority and decision power back to the business 
executives. The VP of BDO for passenger operations explains:

In the end, the business executives decide. This 
approach helped in getting them engaged in the 
portfolio management process because they get 
their control back, although, until now, they have 
never “used” it. Another important aspect in this 
context is that we try to make the time between 
the business idea and approval on the investment 
committee as short as possible as this period is 
perceived as “IT being slow.”

Referring back to Val IT, the goals of the Val IT PM and 
IM domains are, respectively, to ensure that optimal value is 
secured by the enterprise across its investment portfolio and 
to ensure that individual investments contribute to optimal 
value. The KLM approach described previously illustrates 
the adoption of some of the processes that Val IT proposes 
in these areas. The way the business drivers are defined for 
a business unit and how this leads to a prioritized list of 
programs in line with the available budget clearly illustrate 
PM1–PM3 (figure 6).

Reported Benefits, Lessons Learned and Future Challenges
During the onsite interviews, the following benefits, lessons 
learned and future challenges were reported.

In terms of benefits, the implementation and ongoing 
assurance of GEIT has restored trust between business and 
IT and resulted in an increased alignment of investment 
to strategic goals. The communication and discussions on 
portfolio management have also improved management 
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Figure 6—val IT processes Illustrated at KLM

 val IT 2 Management processes
Illustrated

at KLM

portfolio Management

PM1  Establish strategic direction and target 
investment mix.

X

PM2 Determine the availability and sources of funds. X

PM3 Manage the availability of human resources.

PM4 Evaluate and select programmes to fund. X

PM5  Monitor and report on investment portfolio 
performance.

PM6 Optimise investment portfolio performance.

Investment Management

IM1  Develop and evaluate the initial programme 
concept business case.

X

IM2  Understand the candidate programme and 
implementation options.

X

IM3 Develop the programme plan. X

IM4 Develop full life-cycle costs and benefits. X

IM5  Develop the detailed candidate programme 
business case.

X

IM6 Launch and manage the programme. X

IM7 Update operational IT portfolios.

IM8 Update the business case.

IM9 Monitor and report on the programme.

IM10 Retire the programme.

Source:  ITGI, Enterprise Value:  Governance of IT Investments, The Val IT 
Framework 2.0, USA, 2008

awareness and understanding and have supported the 
transformation from a cost toward a value culture. Also, 
more tangible benefits were reported, including lowered IT 
continuity costs per business production unit and increased 
innovation capacity.

A key metric used to monitor airline production is the 
relationship between all IT continuity costs and equivalent 
available seat kilometers (EASK), which represents the total 
number of seats and cargo capacity multiplied by the total 
number of kilometers flown by the airline fleet. Figure 7 
shows that, although many business investments involving IT 
(such as e-tickets, additional web-based sales and web-based 
check-ins) resulted in a year-on-year increase in the total IT 

budget, the unit cost of providing IT services (IT continuity 
cost) per airline production unit decreased by more than 20 
percent. (The slight upward curve for the next three years is 
due to a temporary decrease of production in response to the 
world economic crisis.) This substitution of labor by IT also 
resulted in lower business cost per unit because IT is cheaper 
than labor.

Figure 7— Lower IT Continuity Costs

 

In addition to direct cost savings, the innovation capacity 
has increased as lower, or at least stable, IT continuity costs 
contributed to freeing up financials for IT-based innovation. 
Again, the CIO office develops metrics to demonstrate this 
outcome. As an example, figure 8 shows a relatively stable IT 
continuity budget, enabling the increase of the total IT budget 
to go almost entirely to new innovation, which increased from 
25 percent in 2004–2005 to 39 percent in 2010–2011.

So far, in the course of KLM’s journey, a number of  
lessons have been learned. These lessons include the 
importance of senior management commitment and business 
engagement; change management; provision of adequate and 
appropriate support resources; and adoption of a pragmatic, 
practical and evolutionary approach.

KLM still has challenges ahead in further maturing GEIT 
and value management. These challenges include a better 
process for measuring and managing the benefits realization, 
continuous alignment of required business and IT resources, 
and consolidation of the whole investment portfolio at the 
group level.
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COnCLuSIOn
To better understand how such Val IT practices can be 
adopted in an organization, this article mapped KLM’s 
approach to specific Val IT processes. Insights from this 
case can help in better understanding implementation 
approaches in the Val IT domains:  Value Governance, 
Portfolio Management and Investment Management. KLM 
clearly looked for pragmatic solutions in seeking full business 
engagement and senior management commitment. An 
important success factor in value management adoption at 
KLM was the maturity of the CIO office, which focused 
heavily on managing change and ensured that all the necessary 
support resources were available to achieve this.

Although all organizations, including KLM, face unique 
challenges, concerns about effective GEIT and the realization 
of real business value from today’s significant and increasingly 
complex investments in IT are a universal concern. Other 
organizations can certainly benefit from the experiences of 
and lessons learned by KLM.
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Figure 8—Increased Innovation Capacity 
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Recently, the interest of organizations in identity 
and access management initiatives has increased 
dramatically, mostly led by the government, 
retail and financial sectors’ concerns with data 
leakage, fraud and regulatory compliance and by 
management’s interest in optimizing IT processes 
and reducing spending. The benefits associated 
with role and identity programs include improved 
management of access to information systems 
(IS) and data, which leads to better security and 
risk management; portability and reusability of 
role definitions across the organization; an ability 
to meet and demonstrate regulatory compliance; 
improved business continuity; and, equally 
important, cost efficiencies in administration and 
integration of business applications.

As the average annual budget required by 
enterprises to deploy identity management 
(IDM) solutions approaches the seven-figure 
range,1 significant management involvement and 
diligence is vital to properly allocate resources. 
In addition to the business justification for such 
an investment, solid IDM governance must be 
applied to ensure that the relevant stakeholders 
are involved in the definition of principles and 
goals governing how business roles are managed 
within the organization. The ongoing message 
must be that IDM is a business issue affecting 
compliance, risk, privacy and cost-efficiencies, 
and that the main driver remains the proper 
management of business roles and processes 
supported by complex technology—and not  
the opposite.

This article focuses on two questions:  What 
are the governance elements required to ensure 
the success of an IDM deployment in a complex 
enterprise environment? What is the bottom-line 
impact of having—or not having—these elements 
in place?

IDM, ROLe AnD ACCeSS gOveRnAnCe
The identity and access governance discipline 
is rapidly evolving, and best practices and 

standards are still being developed.2 Discussions 
among industry leaders are taking place, and 
best practices are being promoted by research 
institutes such as Forrester,3 the Burton Group4 
and Gartner,5 which further expand on specific 
approaches, solutions and products that address 
these new requirements and their respective areas 
of value.

Different terminology is being created and 
used as the industry practices evolve around the 
management of roles, access and identities. In 
general, “role” represents a set of responsibilities 
needed to conduct business operations or 
transactions, “access” represents the privileges 
and resources used by someone within a role, 
and “identity” represents someone with a 
given role at a certain point in time.6 The clear 
distinction among these terms is paramount 
since the management of each of these elements 
is evolving into discrete disciplines of their own. 
While identity management solutions focus on 
the automated provisioning and deprovisioning 
of identities/access to system resources, they 
have little to offer in terms of access governance 
(which roles should be granted access to what 
resources and how) or identity governance (how 
the organization defines roles and identities with 
the involvement of business leaders responsible 
for operations and revenue streams that rely on 
those roles to function).

Figure 1 shows a sample framework used 
to differentiate these elements and address the 
needs and requirements at each level.

THe BeneFITS OF gOveRnAnCe
Different entities and individuals tend to defend 
different views and definitions of governance. A 
complete and impartial definition of “enterprise 
governance” reads: “Governance is the 
framework, principles, structure, processes and 
practices to set direction and monitor compliance 
and performance aligned with the overall purpose 
and objectives of an enterprise.”7
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Organizations that originally deployed IDM solutions to 
drive automation and better provisioning and deprovisioning 
capabilities within IT are now challenged with new 
requirements. They must leverage the same technology to 
demonstrate compliance with regulatory standards and 
enhance the visibility into “who has access to what,” “why” and 
“approved by whom” at a more granular level than the existing 
IDM solutions were initially designed to provide. An additional 
layer of governance related to IDM is required to address these 
needs. These requirements are also related to IT governance and 
compliance and speak to the needs of business functions being 
serviced by IT.

The benefits presented by recognizing the need for and 
managing the governance and access management layers on top 
of the IDM technology are many, and can be summarized as:
• Automation of the entire entitlement and role review 

process, in alignment with business needs and requirements 
as stated by business leaders and managers

• Enterprisewide visibility into all user access privileges. 
Reviews are easy for business users to understand and can 
be configured to accommodate unique processes.

• Oversight in the form of dashboards reconciling and 
centralizing information for immediate insight into the 
status of the review and certification processes

• Certification and remediation of user entitlements; archived 
certifications and complete audit trail of historical changes 
that provide the evidence required by auditors

• Integration with the user provisioning infrastructure to 
track all entitlement changes; simplified role and access 
definitions at every stage of the user life cycle

• Change request workflows triggered by a change event 
or revocation of entitlements or event-driven workflows 
initiated by a change event requiring an incremental review 
of a user’s access
These benefits cannot be realized by the deployment of 

IDM technology alone, and in some cases, the enterprise 
can be oversold on the provisioning technology by a vendor. 
Without oversight, the technology will not resolve business 
issues. The access management and governance layers must 
be in place to ensure that the full value of the investment is 
realized. This is not always the case.

Figure 1—Sample Role and Identity/Access Management Framework

IT Governance

Identity Management
Governance

Identity and Access Management

Identity Management

IT Systems, Applications, Databases, Infrastructure

Technical-business/Working Group Level
• Business requirement for access
• Access life cycle, review cycles
• Mapping applications and scope
• Configurations of access review
• Quality assurance (QA) and testing, ensuring access certification goals are met
• Issue analysis, findings and root-cause analysis, recommendations
• Identification of noncompliant entitlements
• Change management
• Trend identification and reporting

Technical and Vendor/Project Level
• Project sourcing, planning, staffing, funding, SLA, contracting
• Technology assessment, integration
• Technology deployment, configuration
• Identities and credentials, access privileges
• QA and testing, assurance that the access privilege set is operational
• Certification, accreditation, audit, documentation
• Ongoing technology support

Executive/Committee Level
• Program and project objectives and requirements
• Key performance indicators, metrics
• Policy management, distribution
• Responsibilities and resource assignment
• Business justification and approval
• Funding
• Risk management
• Change management
• Regulatory compliance, audit and legal
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THe IMpACT OF IDM gOveRnAnCe On STAKeHOLDeRS
Figure 2 shows the positive impacts of governance elements 
applied to an IDM deployment to varying stakeholders 
affected by the technology within a typical organization.

COnCLuSIOn
IDM solutions offer an incredible value proposition for 
organizations. Like other complex technologies, such as 
customer relationship management (CRM) and enterprise 
resource planning (ERP), they touch and influence the way 
key revenue-generating business processes function. To a 
higher degree than CRM and ERP, IDM has the potential to 
affect any business process of an enterprise as roles, identities 
and access to IS are managed by the solution. And, as the 
technology becomes more pervasive in the organization, the 
potential for IDM—properly or poorly deployed—to deliver a 
positive or negative impact on stakeholders is immense.

The main factor affecting these outcomes is governance. 
Technology vendors will have a limited ability to understand 
the business issues driving the acquisition of the IDM solution 
by an organization, and will not have insight into its business 

Figure 2—Impact of Identity and Access governance on Organizational Functions

Stakeholder governance elements Impact

Chief information 
officer (CIO)

• Reduced complexity
• Increased productivity
• Scalability
• Reduced costs 
• Improved audit readiness

•  Service desk—Visibility and control over user and access change, provisioning and 
termination; reduced incidence of password reset cases

•  System development life cycle (SDLC)/Software as a Service (SaaS)—Standardized methods 
for identification and authentication, authorization and access for internal and external 
clients and partners; code reusage

•  IT support—Local databases in individual systems eliminated and replaced by a centralized 
access repository. Fewer cycles and resources are required to maintain and authorize 
access to applications and systems.

•  Auditing and compliance—Formalized, repeatable and documented identity and access 
processes that are ready for validation; reduced costs responding to audits

Chief information 
security officer 
(CISO)

•  Risks managed to an 
acceptable level

•  Implementation and 
monitoring of controls

•  Risk and control assessments—Facilitated by clear rules governing access to sensitive data, 
enabling the prompt identification of violations

Internal audit •  Faster audit exercises with 
limited resources

• Accurate findings
• Improved attestation

•  Audit hours—Reduced effort in the validation of controls
•  Automated and reliable evidence
•  Comparable audit results—Trend mapping of control gaps, gap ownership and gap remediation

Business lines • Reduced costs
• Increased productivity
•  Maximized profitability and  

bottom-line results
• Fraud and loss prevention

•  Reduced cycles spent on system revisions, troubleshooting and QA related to access reviews
•  Consistency in business-system access rules
•  Visibility into who has access to business data at any point in time
•  Reduced fraud and losses due to improperly configured access rules, which would not be 

prevented by the IDM technology alone

Chief financial 
officer (CFO)

• Maximized revenue
• Managed costs
• Optimized bottom line
•  Maximized value for  

shareholders/owners
•  Compliance, audit and liability 

sign-offs

•  Reduced operational expenditures—Optimized headcount, reduced consulting/contractor 
expenses

•  Budgeting—Reduced requests for ad hoc/emergency funding due to poor visibility into  
IT systems and infrastructure

•  Risk reduction—Enforcement of segregation of duties and due diligence
•  Expedited audits, reduced audit costs, and accurate and predictable findings
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processes or the skill sets required to integrate and adjust its 
existing systems. The acquiring organization must be prepared 
to assess its own capabilities and gaps against best practices 
for managing roles and identities in areas such as access 
certification, entitlement management, access requisitions, 
and tracking and reporting, and it must be prepared to 
prioritize the closure of those gaps accordingly.

At a very high level, the main areas of activity include 
documenting a program charter (e.g., communications plan, 
responsibilities); determining which processes are to be 
considered; and identifying associated roles and IS, applicable
policies, and related standards to be performed by selected 
subject matter experts in the organization and coordinated  
by a program manager in consultation with the relevant 
business areas.

Timing can also be a critical factor:  If the solution is 
implemented too soon, it may not be understood by the user 
community and IT functions; if implemented too late, the 
investment fails to deliver value within the expected timelines. 
Technology deployment, process adjustment, learning and 
knowledge absorption, and oversight and management must 
be carefully synchronized to ensure a successful  
IDM implementation.

These elements are not simple to manage; however,  
when they are included in the planning process and 
considered during all stages of implementation, identity  
and access management solutions can deliver immense 
value to any organization that relies on technology to deliver 
business value.
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Organizations are information-driven and operate 
in an interconnected economy. With increasing 
automation of critical business processes, 
information has become the lifeblood of  
any business. 

In the past, organizations were able to 
manually verify and audit the accuracy, 
consistency and reliability of the information 
they used and exchanged due to low-volume and 
relatively stable monolithic, mainframe-based 
information processing environments. With the 
advent of distributed technology and the adoption 
of a service-oriented architecture (SOA), data 
volume and compliance requirements have 
increased exponentially. The use of manual 
controls, or semiautomated or homegrown 
controls, has become costly, obsolete and simply 
not sustainable. A recent study by KPMG’s 
404 Institute revealed the prevalence of manual 
controls in large organizations.1 More than 50 
percent of the companies (the total sample size 
was more than 1,000) reported that 80 percent of 
their key controls are manual. About 24 percent 
of the companies reported that 60 percent of their 
key controls are manual.

Standardized, independent and automated 
controls have become business necessities, 
rather than options. While the value of 
automated controls in reducing costs, mitigating 
risks, improving processes and streamlining 
compliance2, 3, 4, 5 is unquestionable, organizations 
need to make investments to develop an 
infrastructure to support automated controls and 
to establish a culture of proactive information 
risk management.

With the exception of controls in a few 
progressive organizations, controls in most 
organizations are compliance-driven and often 
implemented following a risk event. In the absence 
of any recent, glaring information-error event,  
control automation projects take a backseat 
and compete among many organizational 
priorities. However, the situation changes when 

executives can establish a strong business case 
that articulates short- and long-term value 
propositions of automated controls. The case for 
automated controls becomes even stronger when 
presented with appropriate financial metrics such 
as net present value (NPV), return on investment 
(ROI) and payback period.

This article establishes the key concepts 
that can be used as the building blocks of an 
ROI model. A typical ROI model has two 
components:  time evolution of benefits (the 
expected benefits of automated controls over 
time) and time evolution of costs (the initial cost 
of deployment and recurring costs of operation 
and maintenance).

exAMpLeS OF InTeRnAL COnTROL AuTOMATIOn
Internal controls are automated for several 
reasons:  cost reduction, risk reduction, efficiency 
gains and transparency. The following examples6 
showcase how some leading companies use 
automated manual controls to achieve a  
positive ROI:
• General ledger (GL) reconciliation—A 

regional bank has about 2,400 GL accounts 
that it reconciles with its subledger at the 
end of each month. Prior to automation, the 
bank had four full-time employees (FTEs) 
who used data extraction and an Excel-based, 
manual matching process to reconcile the 
accounts. In addition to the costs of FTEs, the 
bank experienced challenges closing its books 
on time. Typical month-end reconciliation 
activities took three days because of reliance 
on manual data capture and manual matching. 
An automated control solution was deployed to 
capture data automatically from the subledger 
and GL systems and to perform automated 
matching. As a result, the bank was able to 
reassign three of its resources to research 
mismatched transactions.

• File monitoring—A credit card transaction 
processing company had a total of 12 FTEs 
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monitoring the transmission of more than 600 settlement 
files to more than 400 financial institutions. The timely 
delivery of the settlement files is critical for the payment 
settlement process. Failure to deliver the files on time could 
result in hefty fines and customer dissatisfaction. This 
particular organization deployed an automated control 
solution to monitor the file transmission process against 
a predefined control list, which eliminated the need to 
manually watch the file transmission process. As a result 
of this control, the total number of required resources was 
reduced to three (one for each shift). In addition to FTE-
related savings, this organization was able to save close to 
US $300,000 per year that it had previously incurred due to 
fines related to service level agreements (SLAs).

• Duplicate payment detection—A health insurance company 
wanted to eliminate the risk of duplicate claims payments. 
Prior to control automation, the organization sampled 10 
percent of its claims payable transactions to detect the 
presence of duplicates. By deploying an automated controls 
solution, this organization was able to examine each payable 
transaction against the current data set and the last 90 days 
paid transaction data to detect duplicates and fraudulent 
transactions. This organization was able to detect more than 
US $5 million in fraudulent transactions. Unlike manual 
sampling and the audit process, the automated control 
solution enabled implementation of complex logic to detect 
duplicate, split and fraudulent transactions.
Typically, areas in which information exists in electronic 

format are prime candidates for control automation.

eSTIMATIng THe BeneFITS OF AuTOMATeD COnTROLS
The benefits of automated controls fit broadly in two 
categories:  quantitative and qualitative. While the 
quantitative benefits make the most powerful argument in a 
business case, the value of the qualitative benefits should not 
be ignored. Figure 1 depicts the four dimensions of benefits, 
which were developed based on a literature review7, 8, 9, 10 and 
the authors’ experience in assisting Fortune 500 organizations 
in developing a business case for automated controls.

The four dimensions of benefits are:
1.  Cost reduction—Cost reduction refers to all direct and 

indirect cost savings that are realized as a result of the 
control automation. At a minimum, the following three 
types of costs must be considered:

Figure 1—Benefits of Automated Controls

Cost Reduction
• Cost of controls 
• Cost of research
• Cost avoidance

Risk Reduction
• Revenue risk 
• Cost risk
• Reputational risk

Compliance
• Lower cost of audit 
• Reduction in penalties 
•  Increased control effectiveness 

and coverage

process Improvement
• Process cycle time 
•  Complete validation and 

enterprise visibility 
• Decision effectiveness

 •  Cost of controls—Automated controls can reduce or 
eliminate the cost of existing manual controls. A typical 
reduction includes the number of resources needed to 
perform a required control activity. For example, in the  
file-monitoring example described previously, the credit 
card transaction processing company estimates a total 
savings of US $720,000 per year as a result of nine  
FTE reductions.

 •  Cost of research—Organizations spend time and effort 
to research and resolve exceptions detected by controls. 
Automated controls preserve the complete audit trail and 
streamline the research-and-resolve process. For example, 
a property and casualty insurance company had engaged 
two resources to research and resolve issues identified 
through its general ledger reconciliation process. By 
automating the reconciliation process, this company was 
able to identify and isolate all mismatched transactions, 
resulting in a 50 percent reduction in its research and 
resolution effort.

 •  Cost avoidance—The high cost of manual and internally 
built controls forces many organizations to accept risks. 
For example, organizations may resort to sampling 
only techniques because verifying the entire data set is 
costly and time-consuming. Automated controls enable 
organizations to avoid the costs that they would otherwise 
incur if they chose to address the identified risks. For 
example, a wealth management financial organization 
used to engage five resources to validate the accuracy of 
its monthly statements produced for its high-net-worth 
customers. Prior to automation, this organization used to 
sample only 10 percent of the statements. With control 
automation, this organization was able not only to reduce 
the number of FTEs required for statement validation, 
but also to verify 100 percent of the statements.
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2.  Risk reduction—Risk is defined as any event that can 
negatively impact the intended outcome, and is estimated 
as the product of the impact and the probability of the 
adverse event. Automated controls reduce information risk 
by reducing either the impact (by detecting an error early 
in the process) or the probability (by detecting errors). In 
addition to financial impacts, risks can adversely affect the 
reputation of the company in the long term. At a minimum, 
the following three types of risks must be considered:

 •  Revenue risk—Organizations lose revenue due to 
information risks present in their revenue chain. Examples 
of such risks include missed billing and underbilling.

 •  Cost risk—Organizations incur additional costs due to 
information errors in their core processes. Examples of 
such risks are duplicate payments and overpayments. 

 •  Reputational risk—Errors in information exchanged with 
customers, suppliers, business partners, regulators and 
the public result in loss of reputation and, in some cases, 
penalties. Examples include financial restatements and 
customer complaints.

3.  Compliance—Compliance costs continue to rise due to 
internal and external audits, changing regulation standards, 
a greater need for risk containment, and the need to ensure 
material accuracy in financial statements and other reporting. 
The cost of the audit and violations of SLAs are examples of 
the cost of compliance. Automated controls reduce the cost 
of compliance by reducing the cost of the control audit and 
testing, by reducing the penalties from compliance failure, 
and by providing better coverage to mitigate risks throughout 
the organization. At a minimum, the following three types of 
compliance-related costs must be considered:

 •  Lower cost of audit—Automated controls are less costly to 
audit because appropriately designed automated controls 
are required to be tested only once during the testing 
period, compared to several times for manual controls. 
In addition, automated controls reduce the total time 
required for the audit because they provide a complete 
audit trail of control execution and resolutions when errors 
are detected. For example, prior to control automation, 
one health insurance company spent approximately 50 
hours per year for testing each key US Sarbanes-Oxley Act 
control. Through automation, this organization was able 
to reduce the control testing time to less than 10 hours per 
year per control. Given that this organization has more 
than 200 Sarbanes-Oxley controls to support multiple 
lines of business in multiple states, it was able to save 
approximately 8,000 hours of control testing effort through 
control automation.

 •  Reduction in penalties—Automated controls reduce the 
cost of penalties by detecting errors early and enabling 
organizations to take corrective actions. This type of 
savings was exemplified in the file monitoring example 
described previously.

 •  Increased control effectiveness and coverage—Automated 
controls are more effective for risk mitigation because they 
are standardized and reusable, which provides a better 
coverage for mitigating risks throughout the organization. 
For example, most organizations do not focus on deploying 
controls in processes that are deemed to be low to medium 
risks because of the cost of the manual or internally 
developed controls. The low incremental cost of deploying 
automated controls in these processes enables organizations 
to mitigate these risks in an effective manner.

4.  Process improvement—Automated controls simplify 
and speed up processes by automating manual steps 
and manual validations. While the financial value of 
process improvements is difficult to quantify, their value 
in developing the business case should not be ignored. 
Expected process improvements need to be clearly 
articulated in the business case, and, as applicable, 
appropriate assumptions need to be made to estimate value. 
While considering process improvements, the following 
three types of improvements need to be taken into account:

 •  Process cycle time—Automated controls drastically 
reduce the amount of time required for performing 
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the control activity. In the GL reconciliation example 
described earlier, the bank was able to automate 
data capture and the data-matching process for its 
GL accounts. As a result, the total time for monthly 
reconciliation was reduced from three days to 10 minutes.

 •  Complete validation and enterprise visibility—Automated 
controls increase stakeholder confidence by validating 
100 percent of the transactions and by providing 
enterprise visibility into control actions. An auditor/
business-process owner can go to one central monitoring 
portal to validate that the controls are running as 
designed. In cases in which control exceptions occurred, 

the auditor/business-process owner will see what went 
wrong, when it went wrong, who was alerted and how it 
was resolved.

 •  Decision effectiveness—Accurate trustworthiness of 
information with a complete audit trail provides better 
insight for making effective decisions.

SuMMARIZIng THe BeneFITS OF AuTOMATeD COnTROLS FOR ROI
Once all dimensions of the benefits of automated controls 
are analyzed, the benefits need to be quantified using a 
template similar to what is shown in figure 2. Financial 
numbers presented in this template are representative of the 

Figure 2—Sample Automated Controls Benefits Template
value of Controls yearly Savings Comments

Cost Savings
Control automation savings 1,000,000 Currently, there are 10 FTEs.

Exception research savings 500,000 Currently, there are 5 FTEs.

Cost of paper and postage 100,000 Estimated

Cost of computer resources usage for reruns 100,000 Estimated

Cost of call center spikes resulting from errors 100,000 Estimated

Cost of recovery services 100,000 Estimated based on historical data

Subtotal 1,900,000
Risk Reduction
Average amount of underbilled 100,000 Estimated

Excess costs incurred due to overpayments 100,000 Estimated based on historical data

Value of protecting company brand 10,000 Estimated

Avoided public relations expenses 10,000 Estimated

Value of information accuracy assurance 10,000 Estimated

Cost of acquiring new customers 10,000 Estimated

Subtotal 240,000
Compliance-related Benefits
Number of manual controls to be audited 200

Audit cost savings 520,000 Estimated based on historical data

SLA-related cost savings 200,000 Estimated based on historical data

Value of increased controls effectiveness 10,000 Estimated

Value of avoided regulatory attention - Estimated

Anticipated cost of regulatory fines - Estimated

Value of avoided restatements 25,000 Estimated

Subtotal 755,000
Improvement of Business process(es)
Value of higher throughput and speed 10,000 Estimated

Subtotal 10,000
Total recurring yearly savings 2,905,000 
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estimations made by a leading Nordic bank to automate more 
than 5,000 internal controls in its technology, operation and 
financial processes.

eSTIMATIng THe COSTS OF AuTOMATeD COnTROLS
Accurate and complete estimations of costs associated 
with controls are as important as the benefits estimated in 
developing a reliable business case. Each element of the cost 
should be evaluated. Care should be taken in estimating a one-
time cost and a recurring cost. Critical cost components that 
need to be considered include:
• Cost of hardware and supporting software—Initial cost 

of hardware and supporting software. Not only are initial 
hardware costs a factor, but the costs for continued support 
and software updates need to be considered as well. 

• Cost of automated control software—Yearly license cost of 
the automated controls software

• Cost of implementation—Cost of the initial implementation 
and ongoing maintenance

• Cost of training—Cost of training resources for controls 
development and operation

SuMMARIZIng THe COSTS OF AuTOMATeD COnTROLS FOR ROI
Once all dimensions of the costs are analyzed, the costs of 
automated controls must be quantified using a template like 
the one shown in figure 3.

FInAnCIAL MODeL FOR eSTIMATIng THe ROI
The cost-benefit analysis estimated earlier needs to be presented 
using appropriate financial models. Most organizations are 
interested in the following financial information:
• Initial investment—Maximum amount of investment 

required to start seeing benefits
• NPV—Net present value of all estimated future benefits
• Break-even period—Time required for offsetting the project 

cost/investments
• Internal rate of return—Average annual ROI earned 

through the life of the investment
To estimate the previously mentioned key indicators, one 

should build a 10-year cash-flow statement that captures the 
benefit and cost of automated controls. In figure 4, it was 
assumed that the organization started realizing the benefits of 
automation from the third quarter of the second year.

Figure 3—Sample Automated Controls Costs Template

Cost estimation
Automated 

Information Controls

Type of Cost First year Recurring

Hardware 100,000 20,000

Software:

Control software license 500,000 500,000

Third-party software 
license

100,000 100,000

Support 0 50,000

Initial implementation:

External consultants 500,000 0

Internal resources 250,000 0

Training 20,000 20,000

Ongoing management 0 200,000

Total Cost 1,470,000 890,000

Assuming a 3 percent inflation rate and 10 percent cost 
of capital, one can use figure 4 to estimate the following key 
financial indicators:
• Initial investment required:  US $1,470,000
• NPV:  US $10 million
• Break-even period:  30 months
• Internal rate of return:  94 percent

unDeRSTAnDIng nOnFInAnCIAL vALueS
In addition to the ROI, it is important to capture the key 
nonfinancial values:
• Increased confidence in the financial information
• Enterprisewide view of the controls and controls results
• Enhanced information exception management process

COnCLuSIOn
With the accelerating changes in the source systems that 
support business needs, increasing reliance on information for 
critical business operation and decisions, and an expanding 
(and ever-changing) array of regulations and compliance 
requirements, the use of automated controls is no longer 
an option. It is the only way to ensure information accuracy 
across the enterprise. To develop a compelling business case, 
organizations should follow the following steps:
• Quantify the benefits of automated controls.
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• Articulate the intangible benefits of automated controls.
• Quantify the costs of automated controls. Consider both 

one-time cost and recurring costs.
• Develop a financial model to project the ROI.
• Summarize key findings using a business case. 
• Present the business case to all key stakeholders.
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Figure 4—Sample 10-year Cash Flow Statement

Automated Controls Cash Flow Statement (in thousands)

year

value Statement 1 2 3 4 5 6 7 8 9 9 10

Cost reduction 0 950 1957 2016 2076 2138 2203 2269 2337 2407 2479

Risk reduction 0 120 247 255 262 270 278 287 295 304 313

Compliance cost 0 378 778 801 825 850 875 902 929 956 985

Process 
improvement

0 5 10 11 11 11 12 12 12 13 13

Total value 0 1453 2992 3083 3174 3269 3368 3470 3573 3680 3790

Cost Statement

Hardware 100 20 21 21 22 23 23 24 25 25 26

Software 600 650 670 690 710 732 754 776 799 823 848

Implementation 750 0 0 0 0 0 0 0 0 0 0

Training 20 21 21 22 23 23 24 25 25 26 27

Ongoing 
management cost

0 200 206 212 219 225 232 239 246 253 261

Total Cost 1470 891 918 945 974 1003 1033 1064 1095 1127 1162

Cash Flow -1470 562 2074 2138 2200 2266 2335 2406 2478 2553 2628
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In 2008, the global financial system was 
melting down. A result of the crisis was the US 
Dodd-Frank Act, which arose from numerous 
congressional hearings, commissions and other 
proposals. At more than 2,300 pages, the Act 
requires that new formal rules be adopted by 11 
different regulatory agencies, all within a year 
and a half of its passage.1 The new requirements 
are being phased in over time. No time frame 
for implementation of Dodd-Frank has been 
set. On 4 May 2011, the US House Agriculture 
Committee passed a bill to increase the statutory 
deadline by 18 months to give regulators the 
time and data they need to develop thoughtful 
guidelines without making substantive changes to 
the intent of the Dodd-Frank Act.

Myron S. Scholes, professor of finance, 
emeritus, in the Graduate School of Business at 
Stanford University (California, USA), indicates 
that infrastructure to support financial innovations, 
as suggested by economic theory, will, by and 
large, increase the chances that controls will 
be insufficient at times to prevent breakdowns 
in governance mechanisms.2 It would be too 
expensive to build all of the information links, legal 
rules, risk management controls and so forth in 
advance of new product introductions.

The relevant questions that need to be asked 
are:  How does the Dodd-Frank Act impact IT 
auditors? How does the Dodd-Frank Act impact 
global organizations?

pROvISIOnS OF THe DODD-FRAnK ACT THAT  
MAy IMpACT IT AuDITORS
A review of a brief summary of the Dodd-Frank 
Act (hereafter referred to as the Act) prepared by 
the US Senate3 and the results of a recent research 
study prepared by more than 40 professors from 
New York University Stern School of Business 
(USA) found that the Act appears to impact IT 
auditors in the following areas:4

1.  Corporate governance—The Act provides 
shareholders with a voice on corporate 
affairs with a nonbinding vote on executive 
compensation and golden parachutes.5

2.  Funeral plans—The Act requires large, 
complex financial companies to periodically 
submit plans for their rapid and orderly 
shutdown should they go under. Companies 
will be hit with higher capital requirements 
and restrictions on growth and activity, as well 
as divestment, if they fail to submit acceptable 
plans. These plans will help regulators 
understand the structure of the companies 
they oversee and will serve as a road map for 
shutting down a company if it fails. Significant 
costs for failing to produce a credible plan 
create incentives for firms to rationalize 
structures or operations that cannot be 
unwound easily.6 Auditors review the adequacy 
and completeness of disaster recovery and 
contingency plans prepared and executed by IT 
management. These plans are also evaluated 
by external regulatory authorities. The need for 
funeral plans will require IT auditors to review 
the company’s shutdown procedures.

3.  Confusion as to governmental authorities—
The Act does not identify a central agency or 
authority that will be accountable for ensuring 
compliance. Instead, the responsibility is 
shared. As a result, the potential for conflicting 
and inconsistent requirements between 
agencies exists, which then complicates the 
evaluation of internal controls, processes and 
technologies. It becomes difficult because 
coordination with other agencies regarding 
their requirements and standards is a necessity. 

4.  Financial stability oversight council—The 
Act establishes an oversight group, called 
the Financial Stability Oversight Council. 
The council will be chaired by the Treasury 
secretary and will include the Federal 
Reserve Board, the Securities and Exchange 
Commission (SEC), the Commodity Futures 
Trading Commission (CFTC), the Office 
of the Comptroller of the Currency (OCC), 
the Federal Deposit Insurance Corporation 
(FDIC), the Federal Housing Finance 
Agency (FHFA), the National Credit Union 
Administration (NCUA), the new Consumer 
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Financial Protection Bureau, and an independent appointee 
with insurance expertise. The council is responsible for 
identifying and responding to emerging risks throughout 
the financial system. Also, the Office of Financial Research 
and member agencies of the council will collect and analyze 
data to identify and monitor emerging risks to the economy 
and make this information public in periodic reports and 
testimony to the US Congress each year.7 A reasonable 
question to ask is whether the emerging risks to the economy 
will and should include risks to the IT infrastructure of 
enterprises, such as vulnerabilities and threats to their 
cybersecurity networks, social engineering, data leakage, lack 
of patch management procedures, and lack of ITIL Service 
Management processes. One can guess that the response to 
this query is negative, and that the risks included in the scope 
of the council’s purview will be primarily financial. 
5.  Fills regulatory gaps—The Act requires hedge funds 

and private equity advisors to register with the SEC as 
investment advisers and provide information about their 
trades and portfolios necessary to assess systemic risk. 
These data will be shared with the systemic risk regulator, 
and the SEC will report to Congress annually on how it 
uses these data to protect investors and market integrity.8 
The question is whether the hedge funds will:
•  Update their procedures to ensure the accuracy and 

completeness of regulatory reporting of portfolio positions
•  Track and monitor the financial risk of their trading and 

principal positions, where appropriate
•  Reduce their IT risk, e.g., disaster recovery, to their 

infrastructure based on a tighter definition and latitude of 
system risk that they can incur

6.  Disclosure—Requires nationally recognized statistical 
ratings organizations to disclose their methodologies, 
their use of third parties for due-diligence efforts and 
their ratings track records.9 The question is whether and 
how this affects the status of the Statement on Auditing 

Standards (SAS) No. 70 standard issued by the American 
Institute of Certified Public Accountants (AICPA) and used 
by firms to ensure the quality of services offered by their 
clients and service bureaus.  
 
In April 2010, the AICPA published Statement on Standards 
for Attestation Engagements (SSAE) No. 16, to supersede the 
existing guidance (SAS 70) for performing an examination 
of a service organization’s controls and processes, with 
an effective date of 15 June 2011. SSAE 16, Reporting on 
Controls at a Service Organization, updates the US service 
organization reporting standard so that it mirrors and 
complies with the new international service organization 
reporting standard, International Standard on Assurance 
Engagements (ISAE) 3402, Assurance Reports on Controls at 
a Service Organization. 
 
A service auditor’s report with an unqualified opinion 
offers several benefits, including:
•  It differentiates the service organization from its peers by 

demonstrating the establishment of control objectives and 
effectively designed control activities. 

•  It can help a service organization build trust with its user 
organizations (i.e., customers).

•  Without a current service auditor’s report, a service 
organization may have to entertain multiple audit requests 
from its customers and their respective auditors. Multiple 
visits from user auditors can place a strain on the service 
organization’s resources. A service auditor’s report ensures 
that all user organizations and their auditors have access 
to the same information; in many cases, this will satisfy the 
user auditor’s requirements.10

The differences noted by SSAE 16 are as follows:11

•  The assertions in SSAE 16 are similar in nature to  
SAS 70 audit management representation letters. A 
separate management representation letter is also  
still required. 

•  For Type II reports, the service auditor’s opinion on fair 
presentation of the system and suitability of design will 
be for the period covered by the report; under SAS 70, 
this is currently as of a point in time.

7.  Better disclosure—Requires issuers to disclose more 
information about the underlying assets and to analyze their 
quality.12 This requirement does not impact the degree and 
quality of information being released to the SEC at this time. 
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HOW THe DODD-FRAnK ACT MAy IMpACT gLOBAL ORgAnIZATIOnS
Given the global nature of financial markets and competition 
among major banks, how organizations will be impacted 
internationally by the Dodd-Frank Act is not yet known. 
For example, the Dodd-Frank Act requires all firms to 
disclose the permissibility of hedging their stock and option 
positions. Further, some believe that international cooperation 
in regulation is needed to prevent financial firms from 
arbitraging the market for human capital through choice 
of jurisdiction. The international Group of Twenty (G-20) 
Finance Ministers and Central Bank Governors put in place 
a set of agreed-upon principles on compensation that address 
three layers of governance at significant financial institutions:  
managerial performance and risk incentives, corporate 
governance, and regulatory oversight. The international 
Financial Stability Board proposed to operate in tandem the:
• Creation of a board remuneration committee
• Endorsement of a limit on total variable compensation
• Review by regulatory supervisors of compensation policies 

to guard against institutional and systemic risk
The international impact of the Dodd-Frank Act is 

intertwined with efforts by the G-20 to control system and 
institutional risk.

COnCLuSIOnS
At this time, the Dodd-Frank Act, along with other reforms 
issued by the US Congress and other regulatory agencies, 
attempts to address the systemic risk that impacted the 
US economy several years ago. The impact of this act on 
regulatory reporting infrastructure by firms will not be seen 
for at least several years. One chief information officer at a 
global fund manager told Wall Street & Technology that there 
is not enough information about Dodd-Frank for his firm 
to comment. “The legislation is long and complex at 2,307 
pages, 16 titles and 540 sections. To back the provisions of 
the act, dozens of new boards, bureaus and offices must be 
created.”13 One can expect the following:  raising budgets or 
financial companies trying to work around this regulation via 
spinoffs and the like.
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CISM® Review Manual 2011—ISACA

Newly updated, the CISM Review Manual 2011 is a comprehensive reference guide designed to assist individuals in preparing 
for the CISM exam and individuals who wish to understand the roles and responsibilities of an information security manager. The 
manual has been continually enhanced over the past six editions and is a current, comprehensive, peer-reviewed information 
security management global resource.

The 2011 edition assists helps candidates study and understand essential concepts in the following job practice areas:
• Information security governance •  Information security program management
• Information risk management • Incident management and response
•  Information security program development

The CISM Review Manual 2011 retains the easy-to-navigate format first introduced in 2010. Each of the book’s five chapters has been divided into 
two sections for focused study. The first section contains the definitions and objectives for the five areas, with the corresponding tasks and knowledge 
statements that are tested on the exam.

Section one of each chapter is an overview that provides:
• Definitions for the five areas •  A reference guide for the knowledge statements,
• Objectives for each area  including the relevant concepts and explanations
• Descriptions of the tasks  •  References to specific content in section two for each knowledge statement
•  A map of the relationship of each task to the  •  Sample practice questions and explanations of the answers
   knowledge statements   • Suggested resources for further study

Section two of each chapter consists of reference material and content that support the knowledge statements. The material enhances CISM 
candidates’ knowledge and/or understanding when preparing for the CISM certification exam. Also included are definitions of terms most commonly 
found on the exam. 

This manual is effective as a stand-alone document for individual study and as a guide or reference for study groups and chapters conducting 
local review courses. It is also a primary reference resource for information security managers seeking global guidance on effective approaches to 
governance, risk management, program development, management and incident response.

CM-11  English Edition CM-11J  Japanese Edition CM-11S  Spanish Edition

CISM® Review Questions, Answers & explanations Manual 2011—ISACA

The CISM Review Questions, Answers & Explanations Manual 2011 compiles 650 multiple-choice study questions that have 
previously appeared in the CISM Review Questions, Answers & Explanations Manual 2009, the 2009 Supplement and the 
2010 Supplement into one effective resource. These questions are not actual exam items, but are intended to provide the CISM 
candidate with an understanding of the type and structure of questions and content that have previously appeared on the exam. 
This publication is ideal to use in conjunction with the CISM Review Manual 2011.

To help exam candidates maximize—and customize—their study efforts, questions are presented in the following two ways:
•  Job practice area—Questions, answers and explanations are sorted by the current CISM job practice areas. This allows the CISM candidate to refer 

to questions that focus on a particular area as well as to evaluate comprehension of the topics covered within each practice area.
•  Sample 200-question exam—200 of the 650 questions included in the manual are selected to represent a full-length CISM exam, with questions 

chosen in the same percentages as the current CISM job practice areas. Candidates are urged to use this sample test to simulate an actual exam, 
but also to determine their strengths and weaknesses in order to identify areas that require further study. Answer sheets and an answer/reference 
key for the sample exam are also included. All sample test questions have been cross-referenced to the questions sorted by practice area, making it 
convenient for the user to refer back to the explanations of the correct answers.

CQA-11   English Edition CQA-11J   Japanese Edition CQA-11S   Spanish Edition

CISM® Review Questions, Answers & explanations Manual 2011 Supplements—ISACA

Newly created each year, the CISM Review Questions, Answers & Explanations Manual  2011 Supplement features 100 new 
sample questions, answers and explanations to help candidates effectively prepare for the 2011 CISM exam. These new questions 
are designed to be similar to actual exam items. The questions are intended to provide CISM candidates with an understanding of 
the type and structure of questions that have typically appeared on past exams, and were prepared specifically for use in studying 
for the CISM exam. This  publication is ideal to use with the CISM Review Questions, Answers & Explanations Manual 2011.

CQA-11ES   English Edition CQA-11JS   Japanese Edition  CQA-11SS   Spanish Edition 

CISM® practice Question Database v11—ISACA

The comprehensive CISM Practice Question Database v11 combines the CISM Review Questions, Answers & Explanations Manual 
2011 with the CISM Review Questions, Answers & Explanations Manual 2011 Supplement into a single 750-question study 
guide. Exam candidates can take sample exams with randomly selected questions and view the results by job practice, allowing 
for concentrated study in particular areas. Additionally, questions generated during a study session are sorted based on previous 
scoring history, allowing CISM candidates to easily and quickly identify their strengths and weaknesses, and focus their study 
efforts accordingly. Other features provide the ability to select sample exams by specific job practice areas, view questions that 
were previously answered incorrectly and vary the length of study sessions, giving candidates the ability to customize their study  
approach to fit their needs. The database software is available in CD-ROM format or as a download.

PLEASE NOTE the following system requirements:
• 400 MHz Pentium processor or equivalent (minimum);  • 512 MB RAM or higher 
 1 GHz Pentium processor or equivalent (recommended) • One hard drive with 250 MB of available space
• Supported operating systems:  Windows Server 2003,  (flash/thumb drives not supported)
 Windows Server 2008, Windows Vista, • Mouse
 Windows XP; Windows 7 • CD-ROM drive
• Microsoft .net Framework 3.5

MDB-11   English Edition—CD-ROM MDB-11W   English Edition—Download
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ACROSS
1 Worm aimed at Iran’s nuclear program
5  Smallest discrete amount of some physical property that a 

system can possess
9 __ track....
10 Pinpoints the problem (two words)
12 Web-based
14 Experimental area
16 One of the major advantages of cloud computing
19 Abampere, for short
23  COBIT process associated with AppDev risk  

(goes with 25 across)
25 See 23 across
28 Comes before carte
29 Judge
32 Nada
34 Absolutely necessary
36 Performance standards
38  Government organization that recently experienced a  

security breach
39 Constructed
41 Third-quarter month, abbr.
42 Giant conglomerate that started in electricity
43  Internet disruptions that are predicted to become part  

of wars
45 Indicates authorship
46 Erode, with away
48 Expert
49 Special market position
50 CD’s partner

By Myles Mellor
www.themecrosswords.com

Crossword 
Puzzle
Crossword 
Puzzle

1 2 3 4 5 6 7 8

9

10 11 12 13

14 15

16 17 18

19 20 21 22

23 24 25 26 27

28 29 30 31

32 33 34

35

36 37 38

39 40 41 42

43 44 45

46 47

48 49 50

(Answers on page 54)

DOWn
1  Electronics and gaming company
2 Windows alternative
3 Negative utterances
4 Complete
6 Voice
7  “Access, Control, Security and ___” by Shu-Kai Chin and 

Susan Older
8 Think (over)
11 International legal group, for short
13 Roman 3
15 Financial supporter
17 Part of a machine
18 “This ___ surprise!” (two words)
19 Creators of EC2
20 Java neighbor
21 Capable of being partitioned
22 Put money on it
24 Article checker, for short
26 Gets a cab
27 Subtlety
30 Delighted
31 Lessen the seriousness of a situation
33  Something that is exactly what was needed to achieve a goal 

(two words)
35 Indian company that collapsed following accounting fraud
37 Ho-hum routine
39 Not yours!
40 ___bug
42 US department that acts as a property manager
43  Organization that is leading the way in relation to cloud 

security, abbr.
44 Pivotal
47 Train, abbr.
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HelpSource
We invite you to send your information 

systems audit, control and security 

questions to:

HelpSource Q&A 

bgansub@yahoo.com or

publication@isaca.org

Fax to:  +1.847.253.1443

Or mail to:

ISACA Journal

3701 Algonquin Road, Suite 1010

Rolling Meadows, IL 60008 USA

he may be violating the law of the land, in the 
first place. No employer will tolerate an employee 
indulging in something illegal. The same act 
might be considered acceptable in countries in 
which the law does not expressly forbid gambling. 
It can be an act of immorality, depending on the 
value system, but it may not be illegal in the eyes 
of the law.

Any act of browsing that crosses the acceptable 
law of the land can fall under ‘limited personal use’. 

The following parameters can be used to 
define the limits of acceptability:
• Personal use of business-owned or business-

provided resources must not involve something 
illegal. Once someone crosses the boundaries 
set by law, even a small amount of personal use 
cannot be justified.

• The usage must not result in loss of productivity. 
Employees are paid to do a job, and expectations 
are set clearly on the quantum and quality of 
their deliverables. If employers see a downtrend 
in both the quantity and quality of an employee’s 
deliverables, browsing the Internet during normal 
business hours, setting aside or according low 
priority to assigned work can be a possible reason 
for such decreases. 

• Any act of personal use of company equipment 
must not result in excessive consumption of 
other resources, again leading to potential 
business impact, e.g., causing the systems 
to be slow or less responsive. Bandwidth 
consumption due to excessive browsing of 
videos on the Internet might be an issue, for 
example. This is particularly valid in some 
countries in which Internet bandwidth is both 
costly and a scarce resource. 

• Company resources must not be put to use to 
do something that can be deemed unethical. 
For example, using employer-provided e-mail 
systems to aid insider trading. Such scenarios 
do not fall under limited-personal-use criteria.

• Any act of moral turpitude using company 
resources is unacceptable. See the  
previous example.

 It is very common for many organisations  
 to have policies on acceptable use of 
systems, applications and other resources. Often 
such policies have a tenet stating that limited 
personal use is allowed. How do you define 
‘limited personal use’? How do you determine 
that someone has exceeded the permitted limit? 
Can any metrics be used to determine whether 
someone exceeds acceptable limits?

Do you have suggestions in terms of how to 
make the ‘acceptable-use policy’ slightly more 
prescriptive, with a set of controls rather than 
cryptic statements stating that limited personal 
usage is allowed?

 Brilliant question, although it does not  
 have an easy answer.

Let us start with a few real-life examples. A 
CEO of a well-known Irish bank was sacked for 
exceeding the limit of acceptable personal use 
of his bank-funded Internet facilities. Whilst on 
a business trip, sitting in his hotel and using his 
bank-provided laptop, he browsed some escort-
related web sites. Once this became known to 
the bank, he lost his job. What if the same person 
had used his employer-provided mobile phone to 
make calls to an escorting agency? Would it have 
meant violation of the bank’s policy on acceptable 
use of bank-provided devices and equipment? Or, 
did it become an issue because the trail left on 
the laptop was more obvious than some obscure 
telephone numbers?

In another case, a mayor of a large US city 
landed in a controversy when more than 14,000 
text messages exchanged with one of his colleagues, 
with whom he had had an illicit affair, became 
public. At least, in this case, it can be said that the 
mayor committed an unacceptable act of moral 
turpitude and landed himself in trouble. Of course, 
in the process, he used his employer-provided 
equipment to send 14,000-plus text messages.

Gambling is deemed illegal in some countries, 
whereas it is perfectly legal in others. So, if an 
employee chooses to enter a gambling web site, 
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• Imagine a scenario in which an employee uses his company-
provided e-mail ID to post some material or content on the 
Internet that could be deemed offensive, e.g., committing an 
act of racial or sexual discrimination. In such a case, the act 
of the employee can potentially defame the company as well, 
and have detrimental impact on its brand. 
The point is that it is not always about excessive use of 

company resources. Even a personal act of an employee using 
company resources can land its employer in trouble. Let us 
take an actual incident that occurred in the UK:  When an 
employee quit a law firm, her previous boss wrote an e-mail 
to his colleague stating that she could be replaced with a 
‘busty blonde’. The person who left the organisation somehow 
got hold of this e-mail, and, as a result, the company paid 
thousands of UK pounds in damages. 

Each organization may have its own definition of ‘limited 
personal use’, but it is safe to say that, generally, limited 
personal use is about doing some occasional online shopping 
or travel booking or paying some bills. The act must be done 
infrequently, must not consume excessive resources, and must 
not violate any legal or ethical requirements. 

The ISACA Journal App is now available.

Visit the Apple App Store and search  
“ISACA Journal” to download the free  
app for your iPhone, iPod touch or iPad. 

Watch for the ISACA Journal Android app coming soon!

Member Only Access

enjoy the ISACA® Journal 
in a format that’s as 
mobile as you are!



CGEIT® Review Manual 2011
ISACA

The updated CGEIT Review Manual 2011 is a detailed reference guide designed 
to help individuals prepare for the CGEIT exam and understand the roles of those 
who implement the governance of IT and have significant management, advisory 
or assurance responsibilities. The manual has been developed and reviewed by 
subject matter experts actively involved in the governance of IT worldwide. 

The 2011 edition includes six chapters devoted to the domains within the scope of 
the CGEIT job practice:
• IT governance framework
• Strategic alignment
• Value delivery
• Risk management
• Resource management
• Performance measurement

Each chapter features task and knowledge statements with supporting 
explanations and exhibits detailing their interrelationships. Sample practice 
questions and explanations of answers assist candidates in effectively preparing 
for the 2011 CGEIT exam. Also included are definitions of terms typically found 
on the exam and references for further study. 

The manual is an excellent resource for those seeking global guidance and a 
strong understanding of effective approaches to the governance of IT. It can be 
used for individual exam study or as a guide for group study. It also serves as a 
useful desk reference that can be added to the libraries of professionals involved 
in the governance of IT.

CGM-11  English Edition

CGEIT® Review Questions, Answers & Explanations Manual 2011 
ISACA

CGEIT Review Questions, Answers & Explanations Manual 2011 is designed 
to provide CGEIT candidates with an understanding of the type and structure 
of questions and content that will appear on the CGEIT exam, the new CGEIT® 
Review Questions, Answers & Explanations Manual 2011 consists of 50 multiple-
choice study questions. To help candidates maximize study efforts, questions 
are sorted by domain, allowing CGEIT candidates to focus on particular topics, 
as well as scrambled as a sample 50-question exam, enabling candidates to 
effectively determine their strengths and weaknesses and allowing them to 
simulate an actual exam.

CGQ-11  English Edition

Candidate’s Guide to the CGEIT ®Exam and Certification 
ISACA

Candidate’s Guide to the CGEIT Exam and Certification is supplied to 
individuals upon receipt of the CGEIT exam registration form and payment. This 
guide provides a detailed outline of the process and content areas covered on the 
examination, information on the exam’s administration, and a sample copy of the 
answer sheet used for the exam.

CACG 

CRISCTM Review Manual 2011
ISACA

The new CRISCTM Review Manual 2011 is a comprehensive reference guide 
designed to help individuals prepare for the CRISC exam and understand IT-
related business risk management roles and responsibilities. The 2011 edition 
has been developed by global subject matter experts to assist candidates in 
understanding essential concepts of the CRISC job practice areas:
•  Risk identification, assessment  • Risk monitoring 

and evaluation • IS control design and implementation
• Risk response • IS control monitoring and maintenance

The CRISC Review Manual features a unique learning format for focused study 
and is separated into two distinct parts. 

Part I provides a thorough overview of the concepts related to the IT-related 
risk management process and the design, implementation, monitoring and 
maintenance of information systems (IS) controls. Each chapter contains the 
definitions and objectives for the five CRISC job practice domains, with the 
corresponding tasks performed by the risk management professional and the 
knowledge that is tested on the exam. Part I also includes sample practice 
questions, explanations of the answers and suggested resources for further study.

Part II describes, in detail, selected business and IT processes and how they relate 
to enterprise risk. For each of the selected processes it:
• Explains the process’s importance to achieving business objectives
• Introduces related key concepts
• Provides real-life examples of common risks
• Lists selected key risk indicators
• Describes examples of common IS controls supporting the process
• Features the practitioner’s perspective
• Offers suggested reading materials and references

This manual is an excellent stand-alone document for individual study and can 
be used as a guide or reference for study groups and chapters conducting local 
review courses.

CRR-11  English Edition

CRISCTM Review Questions, Answers & Explanations Manual 2011 
ISACA

CRISC Review Questions, Answers & Explanations Manual 2011 is designed 
to provide CRISC candidates with an understanding of the type and structure 
of questions and content that will appear on the CRISC exam. The new CRISC 
Review Questions, Answers & Explanations Manual 2011 consists of 100 
multiple-choice study questions. To help candidates maximize study efforts, 
questions are sorted by domain, allowing CRISC candidates to focus on particular 
topics, as well as scrambled as a sample 100-question exam, enabling candidates 
to effectively determine their strengths and weaknesses and allowing them to 
simulate an actual exam.

CRQ-11  English Edition

Candidate’s Guide to the CRISCTM Exam and Certification 
ISACA

Candidate’s Guide to the CRISC Exam and Certification is supplied to 
individuals upon receipt of the CRISC exam registration form and payment. This 
guide provides a detailed outline of the process and content areas covered on the 
examination, information on the exam’s administration, and a sample copy of the 
answer sheet used for the exam.

CACR

Prepare for the 2011 CGEIT and CRISC Exams
ORDER NOW—2011 CGEIT and CRISC Review Materials for Exam Preparation and Professional Development

To pass the Certified in the Governance of Enterprise IT® (CGEIT®) and Certified in Risk and Information Systems ControlTM (CRISCTM) exams, candidates 
should have an organized plan of study. To assist individuals with the development of a successful study plan, ISACA® offers several study aids and review 
courses (www.isaca.org/cgeitreview).
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CADRegARI AnD CuTAIA ARTICLe 

 1.  Generally, most laws and regulations require an enterprise 
to prove that its cloud provider (or application service 
provider [ASP], Software as a Service [SaaS] provider and/
or outsourcing host) has at least the same or similar controls 
in place as the enterprise’s internally hosted systems to protect 
the data per the law or regulation affecting them.

 2.  The recent study done by the Ponemon Institute regarding the 
cost and frequency of cybercrimes shows that the companies 
surveyed had at least two successful cybercrimes perpetuated 
against them per week and that the annual cost of managing 
those attacks exceeds US $5.8 million.

BROWn AnD pIKe ARTICLe

 3.  A recent 2010 survey by Financial Executives International 
(FEI) and KPMG found that responders could attain an 
implementation deadline of 2014, if the International Financial 
Reporting Standards (IFRS) decision is made in 2011.

 4.  The most difficult IFRS standards are those that require 
fair values, external data or key assumptions to be made to 
implement the standards.

 5.  The impact of IFRS on IT and financial systems can vary 
depending on the firm’s IT and financial systems’ capability/
integration, industry complexity, size, relevance of business 
process/transaction, internal control structure, mergers and 
acquisitions process, and other attributes.

 6.  The effect of IFRS on IT varies from company to company, 
as evidenced by the results of a survey of Canadian public 
companies in which 61 percent said that the IFRS conversion 
would have a low or medium impact on IT systems, whereas 
only 27 percent of private companies expected a low or 
medium impact.

WenIg AnD KIM-ReInARTZ ARTICLe

 7.  Having to deal with large data sets and a growing variety of audit 
questions makes time the most essential resource for auditors.

 8.  Audit routines cannot be predefined and are then generally 
not applicable—worldwide, cross company or, at least within 
the core processes, independently of the business areas of an 
enterprise. 

 9.  For years, it has been shown that using audit software 
for substantive testing to provide total assurance or clear 
pinpointing of errors and fraud greatly increases the credibility 
and value provided by the audit function.

 10.  Subject matters that are fairly definable and measurable 
facilitate automated audit testing. 

gOLDBeRg ARTICLe

 11.  As the audit field continuously evolves, chief audit executives 
(CAEs) will continue to look for cross-trained auditors—
those who have the ability, training and experience to 
perform financial, operational and IT audits, possibly even 
simultaneously.

 12.  In terms of financial auditing, the key financial system’s 
reliability directly, with an inverse relationship, affects the 
amount of testing necessary. 

 13.  Internal audit does not opine on the company’s financial 
results, but performs compliance tests on financial balances to 
verify Relevance, Accuracy, Completion and Fairness (RACF).

 14.  IT plays a key role in the assessment of risk in the planning 
stage of the audit year, but not in each audit.

vAn DeR MOLen ARTICLe

 15.  The Internet is vulnerable if nodes are attacked in ascending 
order of their number of links to other nodes. 

 16.  Percolation theory is not appropriate for malware because a 
computer can be simultaneously infected by multiple exploits 
and yet remain operational.

 17.  Because a computer can be infected more than once by 
the same malware or simultaneously infected by different 
malware, the Susceptible, Infected, Recovered (SIR) model is 
more suitable to describe the spread of malware. 

 18.  Because all antivirus (AV) products show about the same time 
lag behind malware, malware detection is only marginally 
improved by deploying multiple virus scanners simultaneously. 
Also, more virus scanners will produce more potential false 
positives.

QUIZ #138
Based on volume 3, 2011—Data Miners
value—1 Hour of CISA/CISM/CgeIT/CRISC Continuing professional education (Cpe) Credit

TRue OR FALSe

CPE   Quiz
prepared by Smita Totade, ph.D., 

CISA, CISM, CgeIT, CRISC



Please confirm with other designation-granting professional bodies for their 
CPE qualification acceptance criteria. Quizzes may be submitted for grading only 
by current Journal subscribers. An electronic version of the quiz is available at 
www.isaca.org/cpequiz; it is graded online and is available to all interested parties.

If choosing to submit using this print copy, please e-mail, fax or mail your 
answers for grading. Return your answers and contact information by e-mail to 
info@isaca.org or by fax to +1.847.253.1443. If you prefer to mail your quiz, 
in the US, send your CPE Quiz along with a stamped, self-addressed envelope, 
to ISACA International Headquarters, 3701 Algonquin Rd., #1010, Rolling 
Meadows, IL 60008 USA.

Outside the US, ISACA will pay the postage to return your graded quiz.  
You need only to include an envelope with your address.

You will be responsible for submitting your credit hours at year-end for  
CPE credits.

A passing score of 75 percent will earn one hour of CISA, CISM, CGEIT or 
CRISC CPE credit.

Answers—Crossword by Myles Mellor
See page 49 for the puzzle.
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Standards

Tools and Techniques
Guidelines

ISACA MeMBeR AnD CeRTIFICATIOn HOLDeR COMpLIAnCe
The specialised nature of IT audit and assurance and the skills necessary to perform such audits require standards that apply specifically to IT audit and 
assurance. One of the goals of ISACA® is to advance globally applicable standards to meet its vision. The development and dissemination of the IT Audit and 
Assurance Standards are a cornerstone of the ISACA professional contribution to the audit and assurance community. The framework for the IT Audit and 
Assurance Standards provides multiple levels of guidance:
n  Standards define mandatory requirements for IT audit and assurance.  

They inform:
 –  IT audit and assurance professionals of the minimum level of acceptable performance required to meet the professional responsibilities set out in the ISACA 

Code of Professional Ethics 
 –  Management and other interested parties of the profession’s expectations concerning the work of practitioners
 –  Holders of the Certified Information Systems Auditor™ (CISA®) designation of requirements. Failure to comply with these standards may result in an 

investigation into the CISA holder’s conduct by the ISACA Board of Directors or appropriate ISACA committee and, ultimately, in disciplinary action. 
n  Guidelines provide guidance in applying IT Audit and Assurance Standards. The IT audit and assurance professional should consider them in determining 

how to achieve implementation of the standards, use professional judgement in their application and be prepared to justify any departure. The objective of the 
IT Audit and Assurance Guidelines is to provide further information on how to comply with the IT Audit and Assurance Standards.

n  Tools and Techniques provide examples of procedures an IT audit and assurance professional might follow in an audit engagement. The procedure 
documents provide information on how to meet the standards when performing IT auditing work, but do not set requirements. The objective of the IT Audit 
and Assurance Tools and Techniques is to provide further information on how to comply with the IT Audit and Assurance Standards.

CoBIT® is an IT governance framework and supporting tool set that allows managers to bridge the gaps amongst control requirements, technical issues and 
business risks. COBIT enables clear policy development and good practice for IT control throughout enterprises. It emphasises regulatory compliance, helps 
enterprises increase the value attained from IT, enables alignment and simplifies implementation of the COBIT framework’s concepts. COBIT is intended for 
use by business and IT management as well as IT audit and assurance professionals; therefore, its usage enables the understanding of business objectives and 
communication of good practices and recommendations to be made around a commonly understood and well-respected framework. COBIT is available for 
download on the ISACA web site, www.isaca.org/cobit. 

Links to current guidance are posted on the standards page, www.isaca.org/standards.

The titles of issued standards documents are:

IT Audit and Assurance Standards 
S1 Audit Charter Effective 1 January 2005
S2 Independence Effective 1 January 2005
S3 Professional Ethics and Standards Effective 1 January 2005
S4 Professional Competence Effective 1 January 2005
S5 Planning Effective 1 January 2005
S6 Performance of Audit Work Effective 1 January 2005
S7 Reporting Effective 1 January 2005
S8 Follow-up Activities Effective 1 January 2005
S9 Irregularities and Illegal Acts Effective 1 September 2005
S10 IT Governance Effective 1 September 2005
S11 Use of Risk Assessment in Audit Planning Effective 1 November 2005
S12 Audit Materiality Effective 1 July 2006
S13 Using the Work of Other Experts Effective 1 July 2006
S14 Audit Evidence Effective 1 July 2006
S15 IT Controls Effective 1 February 2008
S16 E-commerce Effective 1 February 2008

IT Audit and Assurance Guidelines
G1 Using the Work of Other Experts Effective 1 March 2008
G2 Audit Evidence Requirement Effective 1 May 2008
G3 Use of Computer-assisted Audit Techniques (CAATs) Effective 1 March 2008
G4 Outsourcing of IS Activities to Other Organisations Effective 1 May 2008
G5 Audit Charter Effective 1 February 2008
G6 Materiality Concepts for Auditing Information Systems Effective 1 May 2008
G7 Due Professional Care Effective 1 March 2008
G8 Audit Documentation Effective 1 March 2008
G9 Audit Considerations for Irregularities Effective 1 September 2008
G10 Audit Sampling Effective 1 August 2008
G11 Effect of Pervasive IS Controls Effective 1 August 2008
G12 Organisational Relationship and Independence Effective 1 August 2008
G13 Use of Risk Assessment in Audit Planning Effective 1 August 2008
G14 Application Systems Review Effective 1 October 2008
G15 Audit Planning Revised Effective 1 Ma1 2010
G16 Effect of Third Parties on an Organisation’s IT Controls Effective 1 March 2009
G17 Effect of Non-audit Role on the IS Auditor’s Independence Effective 1 May 2010
G18 IT Governance Effective 1 May 2010
G19 Withdrawn 1 September 2008
G20 Reporting Effective Effective 16 September 2010
G21 Enterprise Resource Planning (ERP) Systems Review Effective 16 September 2010
G22 Business-to-consumer (B2C) E-commerce Reviews Effective 1 October 2008
G23 System Development Life Cycle (SDLC) Reviews Effective 1 August 2003
G24 Internet Banking Effective 1 August 2003
G25 Review of Virtual Private Networks Effective 1 July 2004
G26 Business Process Re-engineering (BPR) Project Reviews Effective 1 July 2004
G27 Mobile Computing Effective 1 September 2004
G28 Computer Forensics Effective 1 September 2004 
G29 Post-implementation Review Effective 1 January 2005
G30 Competence Effective 1 June 2005
G31 Privacy Effective 1 June 2005

G32 Business Continuity Plan (BCP) Review From IT Perspective Effective 1 September 2005
G33 General Considerations for the Use of the Internet Effective 1 March 2006
G34 Responsibility, Authority and Accountability Effective 1 March 2006
G35 Follow-up Activities Effective 1 March 2006
G36 Biometric Controls Effective 1 February 2007
G37 Configuration and Release Management Effective 1 November 2007
G38 Access Controls Effective 1 February 2008
G39 IT Organisation Effective 1 May 2008
G40 Review of Security Management Practices Effective 1 October 2008
G41 Return on Security Investment (ROSI) Effective 1 May 2010
G42 Continuous Assurance Effective 1 May 2010

IT Audit and Assurance Tools and Techniques
P1 IS Risk Assessment Measurement Effective 1 July 2002
P2 Digital Signatures and Key Management Effective 1 July 2002
P3 Intrusion Detection Systems (IDS) Review Effective 1 August 2003
P4 Malicious Logic Effective 1 August 2003
P5 Control Risk Self-assessment Effective 1 August 2003
P6 Firewalls Effective 1 August 2003
P7 Irregularities and Illegal Acts Effective 1 December 2003
P8  Security Assessment—Penetration Testing and Vulnerability Analysis  

Effective 1 September 2004
P9  Evaluation of Management Controls Over Encryption Methodologies  

Effective 1 January 2005
P10 Business Application Change Control Effective 1 October 2005
P11 Electronic Funds Transfer (EFT) Effective 1 May 2007

Standards for Information System Control Professionals  Effective 1 September 1999
510 Statement of Scope
 .010 Responsibility, Authority and Accountability
520 Independence
 .010 Professional Independence
 .020 Organisational Relationship
530 Professional Ethics and Standards
 .010 Code of Professional Ethics
 .020 Due Professional Care
540 Competence
 .010 Skills and Knowledge
 .020 Continuing Professional Education
550 Planning
 .010 Control Planning
560 Performance of Work
 .010 Supervision
 .020 Evidence
 .030 Effectiveness
570 Reporting
 .010 Periodic Reporting
580 Follow-up Activities
 .010 Follow-up

Code of Professional Ethics Effective 1 January 2011
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CobIt®

See www.isaca.org/cobitbooks
for complete descriptions and additional titles.

CoBIT® 4.1 
IT Governance Institute
CObIT is an IT governance framework and supporting tool set that 
allows managers to bridge the gap between control requirements, 
technical issues and business risks. CObIT enables clear policy 
development and good practice for IT control throughout 
organizations. CObIT was first published by ITGI in April 1996. 
ITGI’s latest update—CObIT® 4.1—emphasizes regulatory 
compliance, helps organizations to increase the value attained from 
IT, highlights links between business and IT goals, and simplifies 
implementation of the CObIT framework. CObIT 4.1 is a fine-tuning 
of the CObIT framework and can be used to enhance work already 
done based upon earlier versions of CObIT. When major activities 
are planned for IT governance initiatives, or when an overhaul of the 
enterprise control framework is anticipated, it is recommended to 
start fresh with CObIT 4.1. CObIT 4.1 presents activities in a more 
streamlined and practical manner so continuous improvement in IT 
governance is easier than ever to achieve.  2007, 196 pages. CB4.1

CobIt AnD ApplICAtIon ContRolS:   
A MAnAGeMent GuIDe
ISACA
CobIT and Application Controls is structured based on the life cycle 
of application systems—from defining requirements through providing 
assurance on application controls. The concepts presented apply to 
new and existing legacy application systems. The book also offers 
guidance on:
•  The definition and nature of application controls (addressing the six 

application controls discussed in CObIT)
• The design and operation of application controls
•  Relationships and dependencies that application controls have with 

other controls, such as IT general controls
• The responsibilities of business and IT management

This guide helps business executives, business and IT managers, 
IT developers and implementers, and internal and external auditors 
implement, manage and provide assurance regarding application 
controls. 2009, 101 pages. CAC

CobIt SeCuRIty bASelIne, 2nD eDItIon
IT Governance Institute
This publication focuses on IT security risk in a way that is simple to 
follow and implement for everyone, from the home user or small-to 
medium-sized enterprise to executives and board members of larger 
organizations. CobIT ® Security baseline provides an introduction 
to information security; an explanation of why security is important; 
the CObIT-based security baseline, mapped to ISO/IEC 27002; 
information security “survival kits” for varying audiences; and a 
summary of technical security risks. 2007, 48 pages. CBSB2

CobIt ContRol pRACtICeS:  GuIDAnCe 
to AChIeve ContRol objeCtIveS foR 
SuCCeSSful It GoveRnAnCe, 2nD eDItIon
IT Governance Institute
Control practices are derived from each control objective and help 
management, service providers, end users and control professionals 
to justify and design the specific controls needed to improve IT 
governance. The control practices provide the how, why and what to 
implement for each control objective, to improve IT performance and/
or address IT solution and service delivery risks. by providing guidance 
on why controls are needed and what the best practices are for meeting 
specific control objectives, CobIT® Control Practices helps ensure that 
solutions put forward are likely to be more completely and successfully 
implemented. CobIT® Control Practices presents the key control 
mechanisms that support the achievement of control objectives.   
2007, 174 pages. CPS2

CobIt QuICkStARt, 2nd eDItIon
IT Governance Institute

CobIT ® Quickstart is specifically designed to assist in rapid and easy 
adoption of the most essential elements of CObIT. Quickstart is a 
summarized version of the CObIT resources, focusing on the most 
crucial IT processes, control objectives and metrics, all presented in 
an easy-to-follow format to help users gain the benefits of CObIT 
quickly. Quickstart was designed as a baseline for many small to 
medium enterprises, but is also suitable for large organizations as a 
tool to accelerate adoption of IT governance best practices. Quickstart 
will help you to rapidly understand the important issues and 
management priorities. It can be followed by nontechnical people or 
managers who want principles, not detail, and is a useful springboard 
to the more comprehensive CObIT guidance.  2007, 58 pages. CBQ2

CobIt uSeR GuIDe foR SeRvICe 
MAnAGeRS
IT Governance Institute
This is the first of a planned series aimed at providing specific guidance 
on how to use CObIT when performing a particular role. The first 
publication is focused on the service manager, as it is known that this 
is a significant role where there is a high demand for guidance. Each 
guide will highlight a specific group of CObIT users and describe how 
to use CObIT to support their activities, how to focus on the parts of 
CObIT that are most relevant to them, and how CObIT relates to the 
best practices and standards that they would typically use in their job. 
This guide contains an introduction to the business and governance 
challenges facing service managers and describes how CObIT can 
help, an explanation of the service manager role and why it is important 
for effective IT governance, the key governance tasks for the role 
aligned with the ITIL V3 processes and CObIT 4.1 control objectives, 
case examples, a high level maturity model for the role area, and links 
to other references. 2009, 54 pages. CUG

IMpleMentInG AnD ContInuAlly 
IMpRovInG It GoveRnAnCe
ISACA

Replacing the popular IT Governance Implementation Guide, this 
publication assists enterprises in establishing and sustaining an 
effective approach to governing IT. 

New features include Risk IT-related content as well as typical 
pain points that new or improved IT governance practices can help 
solve, including outsourcing service delivery problems and business 
frustration with failed initiatives.

Implementing and Continually Improving IT Governance is based 
on a life cycle of continuous improvement. In addition to describing 
the steps that need to be considered and undertaken to progress an IT 
governance initiative, this guide identifies trigger events that indicate 
the need for better governance, as well as implementation challenges 
enterprises might face. It also describes how to use CObIT, Val IT 
and Risk IT components for critical support. 2009, 78 pages. ITG9

It ASSuRAnCe GuIDe:  uSInG CobIt
IT Governance Institute
Management needs assurance that the desired IT goals and 
objectives are being met and that key controls are in place and 
effective. The IT Assurance Guide introduces the various types of 
IT assurance activities that exist and describes how CObIT can be 
used to support such activities. It provides invaluable guidance for 
assurance professionals and a structured assurance approach linked 
to the CObIT framework that provides a common language and 
criteria for business and IT people. This approach facilitates a shared 
identification of control priorities and improvements.  
2007, 269 pages. CB4A

ShARepoInt DeployMent AnD GoveRnAnCe 
uSInG CobIt 4.1:  A pRACtICAl AppRoACh 
Dave Chennault and Chuck Strain
SharePoint has quickly become one of Microsoft’s most successful 
products and the de facto collaboration standard. but deployment is 
often accompanied by chaos and a wave of frustration called “the 
SharePoint Effect” as organizations become overwhelmed by their 
own success, a lack of planning or insufficient governance.  While 
many bloggers and self-appointed experts have offered “best practice” 
guidelines, SharePoint Deployment and Governance Using CobIT 4.1 
contains a comprehensive, step-by-step guide on how to practically 
deploy and govern SharePoint 2007 and 2010 using CObIT 4.1, the 
leading internationally accepted governance framework.  

This practical guide blends the needs of the deployment staff and audit 
teams with a comprehensive blueprint that puts business in charge. 
The book is filled with authoritative tips, techniques and advice on:
•  How to use CObIT 4.1 for SharePoint deployment and 

governance—on premises or in the cloud
•  Specific considerations  when using SharePoint 2007 or  

SharePoint 2010
•  Which third-party tools to consider to govern your SharePoint farm
•  How to apply appropriate CObIT processes at each stage of the 

SharePoint  deployment
2010, 176 pages. SDG
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rISk It And rISk relAted topICS
See www.isaca.org/riskitbooks

for additional information.

the RISk It fRAMewoRk
ISACA
The Risk IT Framework provides a set of guiding principles and 
supporting practices for enterprise management, combined to deliver 
a comprehensive process model for governing and managing IT 
risk. For users of CObIT and Val IT, this process model will look 
familiar. Guidance is provided on the key activities within each 
process, responsibilities for the process, information flows between 
processes and performance management of each process. The model is 
divided into three domains—Risk Governance, Risk Evaluation, Risk 
Response—each containing three processes:
• Risk Governance
• Risk Evaluation
• Risk Response
2009, 104 pages. RITF

the RISk It pRACtItIoneR GuIDe
ISACA 
The Risk IT Practitioner Guide, a support document for the Risk 
IT framework, provides examples of possible techniques to address 
IT-related risk issues, and more detailed guidance on how to approach 
the concepts covered in the process model.

Concepts and techniques explored in more detail include:
•  Building enterprise-specific scenarios, based on a set of generic  

IT risk scenarios
•  Building a risk map, using techniques to describe the impact and 

frequency of scenarios
• Building impact criteria with business relevance
• Defining key risk indicators (KRIs)
•  Using CObIT and Val IT to mitigate risk; the link between risk and 

CObIT control objectives and Val IT key management practices
2009, 134 pages. RITPG

Val Ittm

See www.isaca.org/valitbooks
for complete descriptions.

the vAl It fRAMewoRk 2.0
ISACA
This publication is the foundation document in the  
Val IT series. It presents practices for three domains:
• Value Governance
• Portfolio Management
• Investment Management

Each of these domains is broken down into key management 
processes and a number of key management practices.

This edition simplifies the management processes and practices, and 
extends the Val IT Framework beyond new investments to include IT 
services, assets and other resources. It also aligns terminology with 
CObIT, and adds a management guidelines section, similar to CObIT, 
which provides a greater level of detail on the Val IT processes, key 
management practices and maturity models for each Val IT domain. 
2008, 146 pages. VITF2 

GettInG StARteD wIth vAlue MAnAGeMent
ISACA
This is a guide that outlines “how to implement” Val IT and 
compliments the The Val IT Framework, which describes “what 
you do.” Getting Started With Value Management is made up of six 
chapters that flow in a logical sequence moving from typical starting 
points, pain points or “trigger points” to specific approaches to address 
these points.

It offers assessment templates and practical guidance on how to 
use the new framework, along with recommended approaches to 
addressing investment issues in organizations. It contains suggested 
maturity models and approaches to maintaining and sustaining change. 
2008, 44 pages. VITM

vAlue MAnAGeMent GuIDAnCe  
foR ASSuRAnCe pRofeSSIonAlS— 
uSInG vAl It 2.0
ISACA
The objective of the newest publication to the Val IT family Value 
Management Guidance for Assurance Professionals—Using  
Val IT 2.0 is to provide guidance on how to use Val IT to support an 
assurance review focused on the governance of IT-enabled business 
investments for each of the three Val IT domains—Value Governance, 
Portfolio Management and Investment Management. This guide 
is based on the IT Assurance Guide Using CobIT which provides 
comprehensive guidance on planning and performing a wide range of 
IT related assurance activities. This guide is focused on an assurance 
review of IT value management based on and aligned with the Val IT 
2.0 Framework—the governance of IT related business investments. 
Readers should be familiar with Val IT 2.0. Readers wishing to obtain 
  
 

a fuller description and understanding of IT assurance principles and 
context should refer to the IT Assurance Guide:  Using CobIT.  
2010, 48 pages. VITAG

the buSIneSS CASe GuIDe—uSInG vAl It 2.0
ISACA
The intention of this publication is to position the business case 
as a valuable management tool—an operational tool—and to 
provide an easy-to-follow guide, based on Val IT 2.0, to creating, 
maintaining and using the business case. As such, this publication builds 
on and enhances the earlier version of this guide, Enterprise Value:  
Governance of IT Investments, The business Case (2006). This new 
publication is now fully aligned with Val IT 2.0, provides “how to do 
it” tips, maturity models, examples and references to other materials for 
using and implementing the business case processes as the powerful 
operational tools they have the potential to be. 2010, 49 pages. VITB2

AudIt, Control And SeCurIty—eSSentIAlS
See www.isaca.org/essentialsbooks 

for complete descriptions and additional essential titles.

ACCeSS ContRol, SeCuRIty, AnD tRuSt:  A 
loGICAl AppRoACh
Shiu-Kai Chin, Susan beth older
Access Control, Security, and Trust:  A Logical Approach equips 
readers with an access control logic that they can use to specify and 
verify their security designs. Throughout the text, the authors use a 
single access control logic based on a simple propositional modal 
logic. The first part of the book presents the syntax and semantics of 
access control logic, basic access control concepts, and an introduction 
to confidentiality and integrity policies. The second section covers 
access control in networks, delegation, protocols and the use of 
cryptography. In the third section, the authors focus on hardware and 
virtual machines. The final part discusses confidentiality, integrity 
and role-based access control. Taking a logical, rigorous approach 
to access control, this book shows how logic is a useful tool for 
analyzing security designs and spelling out the conditions upon which 
access control decisions depend. 2010, 351 pages. 48-CRC

InfoRMAtIon SeCuRIty AnD 
pRIvACy:  A pRACtICAl GuIDe foR 
GlobAl exeCutIveS, lAwyeRS AnD 
teChnoloGIStS
Thomas J. Shaw Esq. (Editor)
Today more than ever, legal practitioners need to fully understand 
the obligations, liabilities, risks and treatments involving information 
security and privacy. Top executives must have a firm grasp of the 
information security and privacy statutes and regulations in each 
country where they do business, including any industry sector-specific 
rules. This book provides a practical and comprehensive approach 
to information security and privacy law for both international and 
domestic statutes. It provides all the tools you need to handle the 
business, legal and technical risk of protecting information on a global 
scale. For anyone responsible for or advising a corporation involved in 
domestic or international business, who must comply with a dizzying 
array of statutes, regulations, technologies, methodologies and 
standards, this book is the invaluable resource you’ve been looking 
for. 2011, 424 pages. 2-ABA

It AuDIt, ContRol, AnD SeCuRIty
Robert Moeller
When it comes to computer security, the role of auditors today has 
never been more crucial. Auditors must ensure that all computers, in 
particular those dealing with e-business, are secure. The only source 
for information on the combined areas of computer audit, control, and 
security, the book describes the types of internal controls, security, and 
integrity procedures that management must build into its automated 
systems. This very timely book provides auditors with the guidance 
they need to ensure that their systems are secure from both internal 
and external threats. 2010, 667 pages. 90-WACS

It ContRol objeCtIveS foR 
ClouD CoMputInG:  ContRolS AnD 
ASSuRAnCe In the ClouD
ISACA
Cloud computing has become an important emergent issue in 
business today. As a follow-up to the whitepaper issued in October 
2009, ISACA has produced this book to examine assurance in the 
cloud. The focus is on controls and countermeasures that can be used 
in the cloud, but it also closely examines how to use the cloud to 
create value in systems. The book details the issue, why it is important 
to business, risks, why assurance is critical and how CObIT can help.

The book contains an audit program in the appendix, which is also 
available as a Word document. 2011, 190 pages. ITCoC

It StRAteGIC AnD opeRAtIonAl 
ContRolS
John Kyriazoglou
Nowadays, integrated information systems can significantly magnify 
the accrued benefits of a given project and greatly strengthen an 
organization, but such benefits are balanced by a serious risk. If IT 
systems are not used in a disciplined manner, they can create havoc 
and frequently bring about unexpected results and catastrophe, as 

shown by the rise in security incidents and computer-based crimes.
Written with practicality and convenience in mind, this book is an 
ideal tool for those without specialized technical expertise who are 
seeking to understand IT controls and their design, implementation, 
monitoring, review and audit issues. This book provides a 
comprehensive guide to implementing an integrated and flexible 
set of IT controls in a systematic way. It can help organizations to 
formulate a complete culture for all areas that must be supervised and 
controlled—allowing them to simultaneously ensure a secure, high 
standard whilst striving to obtain the strategic and operational goals of 
the company. 2010, 686 pages. 6-ITSoC

A new AuDItoR’S GuIDe to  
plAnnInG, peRfoRMInG, AnD 
pReSentInG It AuDItS
Nelson Gibbs, Divakar Jain, Amitesh Joshi, Surekha Muddamsetti, 
Sarabjot Singh
Information technology is a highly dynamic, rapidly changing 
environment. IT auditors are expected to stay current with the latest 
tools, technologies, and trends, and may need to do additional 
research to prepare for specific audits. This book is designed to help 
aspiring and active internal auditors take a step back and understand 
the general process and activities involved in conducting an audit 
around technology.

This book uses a simplified four-layer technology model of networks, 
operating systems, databases, and applications. It provides easily 
understandable concepts of the technology environment that can be 
applied in most organizations with little modification.
2010, 225 pages. 1-IIA

SAp SeCuRIty AnD RISk 
MAnAGeMent, 2nD eDItIon
Mario Linkies, Horst Karin
The revised and expanded second edition of this best-selling book 
describes all requirements, basic principles and best practices of 
security for an SAP system. Readers will learn how to protect each 
SAP component internally and externally while also complying with 
legal requirements. Furthermore, the book describes how to master 
the interaction of these requirements to provide a holistic security and 
risk management solution. Using numerous examples and step-by-
step instructions, this book teaches the reader the technical details of 
implementing security in SAP NetWeaver. 2010, 726 pages. 2-SAPP

AudIt, Control And SeCurIty—SpeCIfIC enVIronmentS
See www.isaca.org/specificbooks

for complete descriptions and additional  
specific environment titles.

fRAuD AuDItInG AnD foRenSIC ACCountInG, 
4th eDItIon
Tommie W. Singleton, Aaron J. Singleton
With the responsibility of detecting and preventing fraud falling 
heavily on the accounting profession, every accountant needs to 
recognize fraud and learn the tools and strategies necessary to catch it 
in time. Providing valuable information to those responsible for dealing 
with prevention and discovery of financial deception, Fraud Auditing 
and Forensic Accounting, 4th Edition helps accountants develop an 
investigative eye toward both internal and external fraud and provides 
tips for coping with fraud when it is found to have occurred.

This book includes step-by-step keys to fraud investigation and the 
most current methods for dealing with financial fraud within the 
organization. Written by recognized experts in the field of white-collar 
crime, this fourth edition provides readers, whether beginning forensic 
accountants or experienced investigators, with industry-tested methods 
for detecting, investigating and preventing financial schemes.
2010, 317 pages. 88-WFA

IDentIty MAnAGeMent:  ConCeptS, 
teChnoloGIeS, AnD SySteMS
Elisa bertino, Kenji Takahashi
Digital identity can be defined as the digital representation of the 
information known about a specific individual or organization. 
Digital identity management technology is an essential function in 
customizing and enhancing the network user experience, protecting 
privacy, underpinning accountability in transactions and interactions, 
and complying with regulatory controls. This practical resource offers 
readers an in-depth understanding of how to design, deploy and assess 
identity management solutions. It provides a comprehensive overview 
of current trends and future directions in identity management, 
including best practices, the standardization landscape and the latest 
research finding. Additionally, readers are given a clear explanation of 
fundamental notions and techniques that cover the entire identity life 
cycle. 2011, 194 pages. 10-ART

pRoteCtInG InDuStRIAl ContRol SySteMS 
fRoM eleCtRonIC thReAtS
Joe Weiss
Aimed at both the novice and expert in IT security and industrial 
control systems (ICS), this book will help readers gain a better 
understanding of protecting ICSs from electronic threats. 
Cybersecurity is getting much more attention and SCADA 
security (supervisory control and data acquisition) is a particularly 
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important part of this field, as are distributed control systems (DCS), 
programmable logic controllers (PLCs), remote terminal units (RTUs), 
intelligent electronic devices (IEDs), and all other field controllers, 
sensors, drives and emission controls that make up the “intelligence” 
of modern industrial buildings and facilities. 2010, 327 pages. 1-MPPI

SeCuRIty, AuDIt AnD ContRol feAtuReS 
oRACle® e-buSIneSS SuIte, 3RD eDItIon
Deloitte Touche Tohmatsu Research Team and ISACA
This updated edition of one of ISACA’s most popular guides reflects 
the many changes that the business environment and Oracle ERP 
application have undergone since the second edition was published. 
In response to customer needs and an increased market awareness 
of governance, risk and compliance (GRC), Oracle Corporation has 
continued to boost its GRC offerings and released the updated and 
improved Oracle E-business Suite R12.1 (EbS) in 2009. 

This in-demand guide also provides an update on current industry 
standards and identifies future trends in Oracle EbS risk and control. 
It enables audit, assurance, risk and security professionals (IT and non-
IT) to evaluate risks and controls in existing ERP implementations, 
and facilitate the design and implementation of better practice controls 
into system upgrades and enhancements. This book also aims to assist 
system architects, business analysts and business process owners 
who are implementing Oracle EbS, as well as people responsible 
for managing it in live production to maintain the appropriate level 
of control and security according to business needs and industry 
standards. 2010, 407 pages. ISoA3

SeCuRIty, AuDIt AnD ContRol feAtuReS 
oRACle® DAtAbASe, 3RD eDItIon
ISACA

Security, Audit and Control Features oracle Database, 3rd Edition, 
provides a new perspective of security and controls over Oracle. This 
updated edition includes a background and review of security controls 
and addresses the risks associated with protecting information in a 
distributed computing environment of various platforms, versions, 
interfaces and tools.

The goal of this popular book is to guide the assessor through a 
comprehensive evaluation of security for an Oracle database based on 
business objectives and risks. It examines several different frameworks 
that can be used to assess security risks and covers technical topics, 
including an overview of Oracle Database’s architecture, operating 
system controls, auditing and logging, network security, and new 
features in Oracle 11g (differences from previous versions of Oracle 
Database are noted, as well as differences that may exist based on the 
host operating system of the database).

Security, Audit and Control Features oracle® Database helps simplify 
a daunting task, giving readers the approach, knowledge and tools to 
effectively plan and execute an Oracle Database security assessment. 
2009, 219 pages. oDB9

SeCuRIty, AuDIt AnD ContRol feAtuReS 
SAp® eRp:  teChnICAl AnD RISk MAnAGeMent 
RefeRenCe SeRIeS, 3RD eDItIon
Deloitte Touche Tohmatsu Research Team and ISACA
Security, Audit and Control Features SAP® ERP, 3rd Edition, part of the 
Technical and Risk Management Reference Series, enables assurance, 
security and risk professionals to evaluate risks and controls in existing 
ERP implementations and facilitates the design and building of controls 
into system upgrades and enhancements.

The publication is based on SAP ERP (also known as SAP ERP Central 
Component [ECC]), the latest version of which is SAP ECC 6.0.

This in-demand new edition has been updated to reflect:
• New/modified SAP transaction codes and reports
•  SAP ERP based on a service-oriented architecture (SOA). SOA 

combines SAP ERP with an open technology platform that can 
integrate SAP and non-SAP systems using the SAP Netweaver 
platform.

•  SAP GRC suite of tools, including Access Control and Process 
Control, which offers corporate governance and risk management 
solutions

2009, 470 pages. ISAP3

non-enGlISh reSourCeS
See www.isaca.org/nonenglishbooks

for complete descriptions and additional non-English titles.

ADMInIStRACIón De lA SeGuRIDAD De 
InfoRMACIón
Manuel Tupia Anticona

2010, 201 págs. 2-TCA

CISA exAMInAtIon RefeRenCe MAteRIAl
Study aids available in Chinese Simplified, French, German,  
Italian, Japanese and Spanish for the December 2011 CISA exam—
see page S5

CISM exAMInAtIon RefeRenCe MAteRIAl
Study aids available in Japanese and Spanish for the December 2011 
CISM exam—see page S5

CoMputACIón foRenSe: DeSCubRIenDo loS 
RAStRoS InfoRMátICoS
Jeimy Cano
2009, 340 págs. 1-AOCF

pRInCIpIoS De AuDItoRíA y ContRol De 
SISteMAS De InfoRMACIón
Manuel Tupia Anticona

2009, 204 págs. 1-TCA

SeCuRIty, AuDIt AnD ContRol feAtuReS 
oRACle e-buSIneSS SuIte:  A teChnICAl AnD 
RISk MAnAGeMent RefeRenCe GuIDe
Japanese Edition. 2006, 368 pages. ISoAJ

SeCuRIty, AuDIt AnD ContRol feAtuReS  
SAp R/3: A teChnICAl AnD RISk MAnAGeMent 
RefeRenCe GuIDe
Japanese Edition. 2006, 255 pages. ISAPJ

Internet And relAted SeCurIty topICS
See www.isaca.org/internetbooks

for complete descriptions and additional Internet and  
related security titles.

CybeR AttACkS:  pRoteCtInG 
nAtIonAl InfRAStRuCtuRe
Edward Amoroso
No nation has a coherent technical and architectural strategy for 
preventing cyber attacks from crippling essential critical infrastructure 
services. This book initiates an intelligent national and international 
dialogue amongst the general technical community around proper 
methods for reducing national risk. This includes controversial 
themes such as the deliberate use of deception to trap intruders. It 
also serves as an attractive framework for a new national strategy 
for cyber security, something that several administrations have failed 
in attempting to create. This book offers a technical, architectural, 
and management solution to the problem of protecting national 
infrastructure. It takes the debate on protecting critical infrastructure in 
an entirely new and fruitful direction. 2011, 248 pages. 11-EL

CybeRCRIMeS:  A MultIDISCIplInARy 
AnAlySIS
Sumit Ghosh, Elliot Turrini (Editors)
Designed to serve as a reference work for practitioners, academics and 
scholars worldwide, this book is the first of its kind to explain complex 
cybercrimes from the perspectives of multiple disciplines and to 
scientifically analyze their impact on individuals, society and nations, 
holistically and comprehensively. In particular, the books shows how 
multiple disciplines concurrently bring out the complex, subtle, and 
elusive nature of cybercrimes; how conventional laws and traditional 
thinking fall short in protecting organizations from cybercrimes; and 
how to transform the destructive potential of cybercrimes into amazing 
innovations in cyberspace that can lead to explosive technological 
growth and prosperity. 2011, 414 pages. 2-SCC

GRAy hAt hACkInG:  the ethICAl hACkeRS 
hAnDbook, 3RD eDItIon
Allen Harper, Shon Harris, Jonathan Ness, Chris Eagle, Gideon  
Lenkey, Terron Williams
Featuring in-depth, advanced coverage of vulnerability discovery 
and reverse engineering, Gray Hat Hacking, 3rd Edition provides 
eight brand-new chapters on the latest ethical hacking techniques. In 
addition to the new chapters, the rest of the book is updated to address 
current issues, threats, tools and techniques.

This one-of-a-kind guide offers a comprehensive overview of the 
hacking landscape and is organized in a progressive manner, first 
giving an update on the latest developments in hacking-related law, 
useful to everyone in the security field. Next, the book describes 
the security testing process and covers useful tools and exploit 
frameworks. The second section is expanded by explaining social 
engineering, physical and insider attacks, and the latest trends in 
hacking (voice over-IP and SCADA attacks). The book then explains, 
from both a code and machine-level perspective, how exploits work 
and guides readers through writing simple exploits. Finally, the 
authors provide a comprehensive description of vulnerability research 
and reverse engineering. 2011, 720 pages. 4-MGH3

hACkInG expoSeD web 
ApplICAtIonS, 3RD eDItIon
Joel Scambray
Protect your web applications from malicious attacks by mastering 
the weapons and thought processes of today’s hacker. Written by 
recognized security practitioners and thought leaders, Hacking 
Exposed Web Applications, 3rd Edition is fully updated to cover 
new infiltration methods and countermeasures. Find out how to 
reinforce authentication and authorization, plug holes in Firefox and 
IE, reinforce against injection attacks, and secure web 2.0 features. 
Integrating security into the web development lifecycle and into the 
broader enterprise information security program is also covered in this 
comprehensive resource. 2010, 482 pages. 23-MHE

honeypotS:  A new pARADIGM to 
InfoRMAtIon SeCuRIty
R. C. Joshi, Anjali Sardana
A well-rounded, accessible exposition of honeypots in wired and 
wireless networks, this book addresses honeypots from a variety of 
perspectives. Case studies enhance the practical understanding of the 
subject along with strong theoretical foundation. The book covers the 
latest technology in information security and honeypots, including 
honeytokens, honeynets and honeyfarms. Topics include denial of 
service, virus, worms, phishing, and elaborates on virtual honeypots 
and forensics. Practical implementations as well as current state of 
research are discussed. 2011, 340 pages. 49-CRC
 
MobIle ApplICAtIon SeCuRIty
Himanshu Dwivedi, Chris Clark, David Thiel
Implement a systematic approach to security in mobile application 
development with help from this practical guide. Featuring case 
studies, code examples and best practices, Mobile Application 
Security details how to protect against vulnerabilities in the latest 
smartphone and PDA platforms. Maximize isolation, lockdown 
internal and removable storage, work with sandboxing and signing, 
and encrypt sensitive user information. Safeguards against viruses, 
worms, malware and buffer overflow exploits are also covered in this 
comprehensive resource. 2010, 432 pages. 21-MMS

no Root foR you:  A SeRIeS of 
tutoRIAlS, RAntS AnD RAveS, AnD 
otheR RAnDoM nuAnCeS theReIn
Gordon L. Johnson
Over the years, spoon-fed information on anything that involves 
network auditing has been rather scarce. This book intends to meet 
this need, proving that such tasks may be explained in an articulate 
manner, while still maintaining a proper rapport with the individual. 
This book speaks in layman’s terms, while still maintaining proper 
terminology and utilizing metaphors to express the idea in a more 
understandable form. A quick-reference for network auditors, it 
contains step-by-step, illustrated tutorials, explanations regarding why 
each exploitation works, and information on how to defend against 
such attacks. 2008, 424 pages. 1-WCNR

SeCuRIty InfoRMAtIon AnD 
event MAnAGeMent (SIeM) 
IMpleMentAtIon
David R. Miller, Shon Harris, Allen Harper, Stephen VanDyke,  
Chris blask
Written by IT security experts, Security Information and Event 
Management (SIEM) Implementation shows the reader how to deploy 
SIEM technologies to monitor, identify, document, and respond to 
security threats and reduce false-positive alerts. The book explains 
how to implement SIEM products from different vendors, and 
discusses the strengths, weaknesses, and advanced tuning of these 
systems. Readers will also learn how to use SIEM capabilities for 
business intelligence. Real-world case studies are included in this 
comprehensive resource. 2010, 464 pages. 24-MSIEM

SySteM foRenSICS, InveStIGAtIon, 
AnD ReSponSe
John R. Vacca, K Rudolph
Computer crimes call for forensics specialists, people who know how 
to find and follow the evidence. System Forensics, Investigation, and 
Response begins by examining the fundamentals of system forensics, 
such as what forensics is, the role of computer forensics specialists, 
computer forensic evidence, and application of forensic analysis 
skills. It also gives an overview of computer crimes, forensic methods, 
and laboratories. The book then addresses the tools, techniques, 
and methods used to perform computer forensics and investigation. 
Finally, it explores emerging technologies as well as future directions 
of this interesting and cutting-edge field.  2011, 339 pages. 2-JBSF

It GoVernAnCe And buSIneSS mAnAGement
See www.isaca.org/managementbooks

for complete descriptions and additional IT governance  
and management titles.

the buSIneSS MoDel foR  
InfoRMAtIon SeCuRIty
ISACA

The business Model for Information Security provides an  
in-depth explanation to a holistic business model that examines security 
issues from a systems perspective. Explore various media, including 
journal articles, webcasts and podcasts, to delve into the business Model 
for Information Security™ and to learn more about how to have success 
in the information security field in today’s market.

The business Model for Information Security enables security 
professionals to examine security from a systems perspective, creating 
an environment where security can be managed holistically and 
allowing actual risks to be addressed. 2010, 72 pages. BMIS

bookstore@isaca.org

S-3

NEW

NEW

NEW

NEW

NEW

NEW

NEW

http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=S-3&exitLink=mailto%3Abookstore%40isaca.org
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=S-3&exitLink=http%3A%2F%2Fwww.isaca.org%2Fnonenglishbooks
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=S-3&exitLink=http%3A%2F%2Fwww.isaca.org%2Finternetbooks
http://www.isacajournal-digital.org/isacajournal/2011vol5/TrackLink.action?pageName=S-3&exitLink=http%3A%2F%2Fwww.isaca.org%2Fmanagementbooks


CReAtInG A CultuRe of SeCuRIty 
(e-book)
Steven J. Ross, Risk Masters and ISACA
No security policies, standards, guidelines or procedures 
can foresee all of the circumstances in which they are to be 
interpreted. Therefore, if stakeholders are not grounded in a culture of 
security, there is potential for improper actions. The culture determines 
what an enterprise actually does about security (or any other objective) 
and not what it intends to do. An effective security culture supports the 
protection of information while also supporting the broader aims of 
the enterprise. To sustain a security culture, it is critical to understand 
whether it was created in a purposeful manner or by accident. A 
culture of security is not an end in itself, but a pathway to achieve 
and maintain other objectives, such as proper use of information. The 
greatest benefit to a culture of security is the effect it has on other 
dynamic interconnections within an enterprise. It leads to greater 
internal and external trust, consistency of results, easier compliance 
with laws and regulations and greater value in the enterprise as whole.

Creating a Culture of Security by Steven J. Ross, Risk Masters 
discusses how to achieve a meaningful, intentional security culture. 
It provides information on the benefits of, and inhibitors to, a culture 
of security. It discusses positive and negative reinforcement strategies 
and the steps to take to achieve the right balance in a security culture 
program. 2011, 140 pages. WCCS

CIo beSt pRACtICeS:  enAblInG StRAteGIC 
vAlue wIth InfoRMAtIon teChnoloGy,  
2nD eDItIon
Joseph P. Stenzel, Gary Cokins, Karl D. Schubert, Michael H. Hugos
Anyone working in information technology feels the opportunities 
for creating and enabling lasting value. The chief information officer 
CIO helps define those opportunities and turn them into realities. Now 
in a second edition, CIo best Practices is an essential guide offering 
real-world practices used by CIOs and other IT specialists who have 
successfully mastered the blend of business and IT responsibilities. For 
anyone who wants to achieve better returns on their IT investments, 
CIo best Practices, 2nd Edition presents the leadership skills and 
competencies required of a CIO addressing comprehensive enterprise 
strategic frameworks to fully leverage IT resources.

This practical resource provides best practice guidance on the  
key responsibilities of CIOs and their indispensable executive 
leadership role in modern enterprises of all sizes and industries.  
It is the most definitive and important collection of best practices  
for achieving and exercising strategic IT leadership for CIOs,  
those who intend to become CIOs and those who want to  
understand the strategic importance of IT for the entire enterprise.  
2010, 360 pages. 54-WCIo2

eMpoweRInG GReen InItIAtIveS 
wIth It:  A StRAteGy AnD 
IMpleMentAtIon GuIDe
Carl H. Speshock
A straightforward guide to the role of IT departments and vendor’s 
in assisting organizations in going green with the aid of IT-related 
resources and offerings. This book provides organizations with 
strategy, planning, implementation and, assessment guidance for their 
green initiatives. It discusses the many benefits of green initiatives 
with the assistance, integration and collaboration of the IT department 
and vendors, i.e., custom and vendor application development 
and reporting tools, green IT examples and, business intelligence 
dashboards that can perform analytical and predictive analysis of 
green related business data. Practical and thorough, this book includes 
helpful checklists, a glossary and resources to get started with a 
business’s green initiatives. 2010, 235 pages. 89-WEG

GReen It In pRACtICe, 2nD eDItIon
Gary Hird
This best-selling practical book helps managers to 
navigate the confusing mass of information surrounding Green IT with 
greater ease. Focusing on the experience of implementing the John 
Lewis Partnership’s Green IT program, it contains a host of valuable 
ideas for establishing and formalizing a green IT initiative. benefits of 
the book include:
•  Understand the link between general corporate social responsibility 

and green IT
•  Finding out how best to construct appropriate policies and metrics
•  Practical tried and tested tips on how to engage with employees  

and suppliers
•  An insight into other people’s experiences through in-depth  

case studies
•  A deeper appreciation of just how IT can begin to enable carbon 

footprint reduction in an organization as a whole.
2010, 128 pages. 7-ITGR

IMpleMentInG the pRojeCt MAnAGeMent 
bAlAnCeD SCoReCARD
Jessica Keyes
business managers have long known the power of the balanced 
scorecard in executing corporate strategy. Implementing the Project 
Management balanced Scorecard shows project managers how they 
too can use this framework to meet strategic objectives. It supplies 
valuable insight into the project management process as a whole and 
contains detailed explanations on how to effectively implement the 
balanced scorecard to measure and manage performance and projects.

Filled with examples and case histories, the book directly relates 
the scorecard concept to the major project management steps of 
determining scope, scheduling, estimation, risk management, 
procurement and project termination. Complete with a plethora of 
resources in its appendices and on the accompanying CD, the text 
includes detailed instructions for developing a measurement program, 
a full metrics guide, a sample project plan and a set of project 
management fill-in forms. 2010, 447 pages, 46-CRC

It GoveRnAnCe:  A poCket GuIDe
Alan Calder
This pocket guide outlines the key drivers for IT governance in 
the modern global economy, with particular reference to corporate 
governance requirements and the need for companies to protect their 
information assets. The guide examines the role of IT governance 
in the management of strategic and operational risk. It also looks at 
the most important considerations when setting up an IT governance 
framework, and introduces the reader to the Calder-Moir IT 
Governance Framework, which the author helped to create. The 
approach throughout avoids technical jargon and emphasizes business 
opportunities and needs. 2007, 52 pages. 4-ITIG

It GoveRnAnCe:  polICIeS & 
pRoCeDuReS, 2011 eDItIon
Michael Wallace, Larry Webber
IT Governance Policies & Procedures will help you to devise an 
information systems policy and procedure program uniquely tailored to 
the needs of the reader’s organization. Not only does it provide sample 
policies, but this valuable resource provides the information needed to 
develop useful and effective policies for your unique environment. For 
fingertip access to the information you need on policy and planning, 
documentation, systems analysis and design, and much more, the 
materials in this ready-reference desk manual can be used as models or 
templates to create similar documents for the reader’s own organization. 
CD-ROM included. 2010, 981 pages. 5-AS11

It pRojeCt MAnAGeMent:  on tRACk 
fRoM StARt to fInISh, 3RD eDItIon
Joseph Phillips
This practical, up-to-date guide explains how to successfully manage 
an IT project and prepare for CompTIA Project+ certification. IT 
Project Management:  on Track from Start to Finish, 3rd Edition 
walks you through each step of the IT project management process, 
covering critical strategies for on-time and within-budget projects. 
You’ll get proven methods for initiating a project, selecting 
qualified team members, conferring with management, establishing 
communication, setting realistic timetables, tracking costs, and closing 
a project. CD-ROM included. 2010, 640 pages. 25-MIPM

It SeRvICe MAnAGeMent:  
IMpleMentAtIon AnD opeRAtIon
Ahmad K. Shuja
IT Service Management:  Implementation and operation focuses 
on how to achieve the best return from an IT service management 
implementation investment, in the least possible time. It discusses the 
key challenges organizations experience as they leverage ITIL Version 
3 to achieve desired transformations and includes the approaches 
adopted to address those challenges. It includes templates, checklists, 
implementation patterns and detailed plans for each pattern to kick 
start implementation efforts.

Detailing the components needed to implement, operate and optimize 
ITIL service management, the text explains the organizational 
architecture required to achieve business-IT integration within ITIL. 
Complete with case studies, examples, problems and access to 
additional resources on the author’s web site, the book illustrates how 
to achieve service management excellence with ITIL in a way that 
is seamless to customers and enables the delivery of business value 
effectively, visibly and efficiently. 2010, 554 pages. 47-CRC

key peRfoRMAnCe InDICAtoRS 
(kpI):  DevelopInG, IMpleMentInG, 
AnD uSInG wInnInG kpIS,  
2nD eDItIon
David Parmenter
by exploring measures that have transformed businesses, the author 
has developed a methodology that is breathtaking in its simplicity and 
yet profound in its impact. Now in an updated and expanded Second 
Edition, Key Performance Indicators is a proactive guide representing 
a significant shift in the way KPIs are developed and used, with an 
abundance of implementation tools.

Now including a discussion of critical success factors, as well as new 
chapters that focus on implementations issues and ‘how to sections’ on 
finding your CSFs and brainstorming the performance measures that 
report progress within the CSFs, Key Performance Indicators, Second 
Edition will help you identify and track your organization’s KPIs to 
ensure continued and increased success. 2010, 320 pages. 91-WKPI 

MonItoRInG InteRnAl ContRol  
SySteMS AnD It
ISACA

Monitoring Internal Control Systems and IT provides useful guidance 
and tools for enterprises interested in applying information technology 
to support and sustain the monitoring of internal control. Guidance 
is provided for the design and operation of monitoring activities 
over existing IT controls; however, customization of the provided 
approaches, reflecting the specific circumstances of each enterprise, is 
required.

The main goals/aims of this publication are to:
•  Complement and expand on the 2009 COSO Guidance on Monitoring 

of Internal Controls
•  Emphasize the monitoring of application and IT general controls
•  Discuss the use of automation (tools) for increased efficiency and 

effectiveness of monitoring processes

This publication will be helpful for executives/senior management, 
business process owners and IT professionals. 2010, 124 pages. MIC 

A pRACtICAl GuIDe to ReDuCInG  
It CoStS
Anita Cassidy, Dan Cassidy
Eliminating and driving down costs has long been second nature 
for many IT organizations. In challenging economic times, even 
further cutting of IT costs is a requirement for the survival of many 
organizations. Whether in the midst of an economic downturn or 
upturn, effective cost management is critical as IT costs can be a 
significant portion of an organizations overhead cost structure and can 
even impact an organizations competitive position. A Practical Guide 
to Reducing IT Costs provides a toolkit of innovative ideas to assess 
and reduce costs in an IT organization. It outlines a compilation of 
practical advice based on interviews and comments from more than 60 
chief information officers and IT leaders, and it includes many other 
proven ideas that if implemented will successfully reduce IT costs. 
2009, 296 pages. 3-JR

the SeRvICe CAtAloG
Mark o’Loughlin

The Service Catalog means many different things to many different 
people. However most would agree that a catalog that helps customers 
and users to quickly identify the services they require clearly adds 
value. In turn this helps organizations identify key services that 
support business processes, understand the contribution made by those 
services and manage them appropriately. This well-constructed book 
provides practical advice and information that will help organizations 
to understand how to design and develop a service catalog and 
understand the role that the service catalog performs within the service 
portfolio. 2010, 256 pages. 13-VH 

woRlD ClASS It:  why buSIneSSeS SuCCeeD 
when It tRIuMphS
Peter A. High

Technology are around. It is so pervasive that one may not even 
recognize when interacting with it. Despite this fact, many companies 
have yet to leverage information technology as a strategic weapon.

What then are information technology executives to do to raise the 
prominence of their department? In World Class IT, recognized expert 
in IT strategy Peter High reveals the essential principles IT executives 
must follow and the order in which they should follow them whether 
they are at the helm of a high-performing department or one in need of 
great improvement. 2009, 192 pages. 87-WWC
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2011 CISA® exAm referenCe mAterIAlS
u To prepare for the December 2011 CISA exam, order u

CISA Review Manual 2011*
  CRM-11 English Edition   $135.00 $105.00
  CRM-11C Chinese Simplified Edition  135.00 105.00
  CRM-11F French Edition  135.00 105.00
  CRM-11I Italian Edition         135.00 105.00
  CRM-11J Japanese Edition     135.00 105.00
  CRM-11S Spanish Edition        135.00 105.00
CISA Review Questions, Answers & Explanations Manual 2011*
  QAE-11 English Edition  (900 Questions) 130.00 100.00
  QAE-11C Chinese Simplified Edition (900 Questions) 130.00 100.00
  QAE-11G German Edition (900 Questions) 130.00 100.00
  QAE-11I Italian Edition (900 Questions)    130.00 100.00
  QAE-11J Japanese Edition (900 Questions) 130.00 100.00
  QAE-11S Spanish Edition  (900 Questions)   130.00 100.00
CISA Review Questions, Answers & Explanations Manual 2011 Supplement*
  QAE-11ES     English Edition (100 Questions) 60.00 40.00
  QAE-11CS Chinese Simplified Edition (100 Questions) 60.00 40.00
  QAE-11FS     French Edition (100 Questions) 60.00 40.00
  QAE-11IS      Italian Edition (100 Questions) 60.00 40.00
  QAE-11JS     Japanese Edition (100 Questions) 60.00 40.00
  QAE-11SS    Spanish Edition (100 Questions) 60.00 40.00
CISA Practice Question Database v11 (1,000 Questions)*
  CDb-11 CD-ROM—English Edition   225.00 185.00
  CDb-11W Download—English Edition 
 (no shipping charges apply to download) 225.00 185.00
  CDb-11S CD-ROM—Spanish Edition 225.00 185.00
  CDb-11SW Download—Spanish Edition  225.00 185.00
 (no shipping charges apply to download)
CAN* Candidate’s Guide to the CISA Exam and Certification 15.00 5.00
    (No charge to paid CISA exam registrants)

2011 CISm® exAm referenCe mAterIAlS
u To prepare for the December 2011 CISM exam, order u

CISM Review Manual 2011*
  CM-11      English Edition  115.00 85.00
  CM-11J Japanese Edition   115.00 85.00
  CM-11S Spanish Edition    115.00 85.00
CISM Review Questions, Answers & Explanations Manual 2011*
  CQA-11 English Edition (650 Questions) 90.00 70.00
  CQA-11J Japanese Edition (650 Questions) 90.00 70.00
  CQA-11S Spanish Edition (650 Questions) 90.00 70.00
CISM Review Questions, Answers & Explanations Manual 2011 Supplement*
  CQA-11ES English Edition (100 Questions) 60.00 40.00
  CQA-11JS Japanese Edition (100 Questions) 60.00 40.00
  CQA-11SS Spanish Edition (100 Questions) 60.00 40.00
CISM Practice Question Database v11 (750 Questions)*
  MDb-11 CD-ROM – English Edition 160.00 120.00
  MDb-11W Download – English Edition 160.00 120.00
 (no shipping charges apply to download)
  CGC* Candidate’s Guide to the CISM Exam and Certification 
 (No charge to paid CISM exam registrants) 15.00 5.00

2011 CGeIt exAm referenCe mAterIAlS
u To prepare for the December 2011 CGEIT exam, order u

CGM-11*    CGEIT Review Manual 2011 115.00 85.00
CGQ-11* CGEIT Review Questions, Answers & Explanations  
 Manual 2011 English Edition (60 Questions) 60.00 40.00
CACG* Candidate’s Guide to the CGEIT Exam and Certification 15.00 5.00 
 (No charge to paid CGEIT exam registrants)

2011 CrISC exAm referenCe mAterIAlS
u To prepare for the December 2011 CRISC exam, order u

CRR-11*  CRISC Review Manual 2011 115.00 85.00
CRQ-11* CRISC Review Questions, Answers &  
 Explanations Manual 2011 (100 Questions) 60.00 40.00
CACR* Candidate’s Guide to the CRISC Exam and Certification
    (No charge to paid CRISC exam registrants) 15.00 5.00

CobIt®

Cb4.1* CObIT 4.1, Print Format 190.00 75.00
CObIT and Application Controls:  A Management Guide
  WCAC* E-book—PDF format (purchase online only) 55.00  FREE
  CAC* Print format 75.00 35.00 

CbX* CObIT 4.1 Excerpt 5.00 5.00
CPS2*  CObIT Control Practices:  Guidance to Achieve Control    

Objectives for Successful IT Governance, 2nd Edition 110.00 55.00 
CbQ2* CObIT Quickstart, 2nd Edition 110.00 55.00 
CbSb2* CObIT Security baseline, 2nd Edition 40.00  20.00 
 Additional Set (5 each) Reference Cards
 HRC2 Home Users 3.00   2.00 
 PRC2 Professional Users 3.00   2.00 
 MRC2 Managers 3.00   2.00 
 ERC2 Executives 3.00   2.00 
 SRC2 Senior Executives 3.00   2.00 
 bRC2 board of Directors/Trustees 3.00   2.00 
CObIT User Guide for Service Managers
  WCUG* E-book—PDF format (purchase online only) 35.00 FREE
  CUG* Print format 50.00 20.00

CB4A* IT Assurance Guide:  Using CObIT 165.00 55.00
ITG9* Implementing and Continually Improving IT Governance 115.00 55.00
SDG* SharePoint Deployment and Governance Using CObIT 4.1:  
 A Practical Approach 70.00 30.00

CoBIT online 4.1
  CoLB* Annual Full Subscription + Benchmarking  400.00 200.00 
 (purchase online at www.isaca.org/cobitonline)  50.00
 ISACA members SAVE 75%

 Visit www.isaca.org/cobitonline for additional information. 

CObIT Mappings
  WCMCMM* Mapping of CMMI for Development V1.2 With CObIT 4.0  25.00 Free
  WCMISO* Mapping of ISO/IEC 17799:  2005 With CObIT 4.0 25.00 Free 
  WCMIT3* Mapping of ITIL V3 With CObIT® 4.1 25.00 Free
  WCMNIST* Mapping of NIST SP800-53 Rev 1 With CObIT® 4.1 25.00 Free
  WCMPMB* Mapping of PMBOK to CObIT 4.0 25.00 Free 
  WCMSEI* Mapping of SEI’s CMM for Software to CObIT 4.0 25.00 Free
  WCMTOG* Mapping of TOGAF 8.1 With CObIT 4.0 40.00 Free
  WCMFF* Mapping FFIEC with CObIT 4.1 25.00 Free
  WCM20000* Mapping of ISO/IEC 20000 with CObIT 4.1 25.00 Free
  WCMCMM2* Mapping of CMMI for Development V1.2 with CObIT 4.1 25.00 Free

Sets of related CObIT products focusing on your 
professional needs are available—purchase a focus set and save! 

See www.isaca.org/cobitbooks for components included in each Focus Set

Meycor CobiT Suite
   Comprehensive software for implementing CobiT 4.1 as an IT governance, security or  

assurance tool. (see www.isaca.org/cobit for descriptions and pricing)

See NON-ENGLISH RESOURCES for additional CObIT material. 

VAl Ittm

Enterprise Value:  Governance of IT Investments
  VITM* Getting Started With Value Management 40.00 25.00
  VITF2* The Val IT Framework 2.0 90.00 45.00
  VITB2* The Business Case Guide—Using Val IT 2.0 40.00 25.00
  VITAG* Value Management Guidance for Assurance  
 Professionals—Using Val IT 2.0 40.00 25.00
  VITS2* Complete Set 185.00 105.00

rISk It And rISk relAted topICS
78-WRM  The Failure of Risk Management:  Why It’s broken and  
 How to Fix It 55.00 45.00
70-WFR  Fraud Risk Assessment:  building a Fraud Audit Program 80.00 70.00
11-CRC8 How to Complete a Risk Assessment in 5 Days or Less 95.00 85.00
84-WRM Information Technology Risk Management in  
 Enterprise Environments 100.00 90.00
2-HBS IT Risk:  Turning Business Threats Into  
 Competitive Advantage 45.00 35.00
5-PL  Risk Management & Risk Assessment  105.00 95.00
55-WRCS  Risks, Controls, and Security: Concepts and Applications 118.00 108.00
RITF*  The Risk IT Framework 95.00 45.00
RITPG*  The Risk IT Practitioner Guide 115.00 55.00
5-RO   A Risk Management Approach to business Continuity:  

Aligning business Continuity with Corporate Governance 105.00 95.00

S-5
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S-6

AudIt, Control And SeCurIty—eSSentIAlS
48-CRC Access Control, Security, and Trust:  A Logical Approach 100.00 90.00
1-IT8  Accounting Information Systems, 8th Edition 233.00 223.00 
70-WAS Accounting Information Systems:  Controls and Processes 169.00 159.00
6-PAW  Applied Security Visualization 65.00 55.00
45-WAP Audit Planning:  A Risk-based Approach 80.00 70.00
6-PL  Auditing IT Infrastructures 105.00 95.00
53-WAG Auditor’s Guide to Information Systems Auditing 115.00 105.00
76-WSL  build Your Own Security Lab:  A Field Guide for  
 Network Testing 60.00 50.00
43-CRC  building an Effective Information Security Policy Architecture  90.00 80.00
31-CRC   Complete Guide to Security and Privacy Metrics:  Measuring 

Regulatory Compliance, Operational Resilience and ROI 140.00 130.00
79-WCAF  Computer Aided Fraud Prevention and Detection:   
 A Step by Step Guide 70.00 60.00
4-IGI   Computer Security, Privacy and Politics: Current Issues,  

Challenges and Solutions 110.00 100.00
1-JbCS Computer Security:  Protecting Digital Resources 93.00 83.00
30-WCC  Core Concepts of Information Technology Auditing 99.00 89.00
50-WPM5 Effective Project Management:  Traditional, Agile,  
 Extreme, 5th Edition 60.00 50.00

Enterprisewide Identity Management
  WIM* E-book—PDF Format (purchase online only) 20.00 10.00
  PIM* Print Format 35.00 25.00
1-AbES Enterprise Security for the Executive: Setting the Tone  
 from the Top 45.00 35.00

71-WCF  Essentials of Corporate Fraud 55.00 45.00
60-WESO   Essentials of Sarbanes-Oxley 45.00 35.00
82-WACL Fraud Analysis Techniques Using ACL 210.00 200.00
62-WFC Fraud Casebook:  Lessons from the bad Side of business 80.00 70.00
10-EL GFI Network Security and PCI Compliance Power Tools 73.00 63.00
36-CRC  How to Achieve 27001 Certification:  An Example of  
 Applied Compliance Management 100.00 90.00
2-W404  How to Comply with Sarbanes-Oxley Section 404:   
 Assessing the Effectiveness of Internal Control, 3rd Edition 95.00 85.00
7-ART  Implementing the ISO/IEC 27001 Information Security  
 Management System Standard  105.00 95.00
9-CRC  Information Security Architecture:  An Integrated  

Approach to Security in the Organization, 2nd Edition 100.00 90.00
28-CRC  Information Security:  Design, Implementation,  

Measurement and Compliance   110.00 100.00
2-AbA Information Security and Privacy:  A Practical Guide for  
 Global Executives, Lawyers and Technologists 106.00 96.00
83-WIS Information Storage and Management:  Storing,  
 Managing, and Protecting Digital Information 70.00 60.00
4-CRC3 Information Technology Control and Audit, 3rd Edition 100.00 90.00
90-WACS  IT Audit, Control, and Security 95.00 85.00

IT Control Objectives for Cloud Computing:  Controls and Assurance in the Cloud
  WITCOC* E-book – PDF Format (purchase online only) 50.00 FREE
  ITCOC* Print Format 60.00 35.00
STDPK* IT Standards and Summaries of Guidelines and Tools and  
 Techniques for Audit and Assurance and Control Professionals 20.00 15.00
WITAF* ITAF: A Professional Practices Framework  
 for IT Assurance e-book—PDF (purchase online only) 45.00 FREE
8-PL IT Auditing:  The Process 105.00 95.00
15-MIT2 IT Auditing Using Controls to Protect Information  
 Assets, 2nd Edition 80.00 70.00

IT Control Objectives for basel II
  WITCOb* E-book—PDF Format (purchase online only) 35.00 FREE
  ITCOb* Print Format 50.00 20.00

PSOX*  IT Control Objectives for Sarbanes-Oxley:  The Role  
of IT in the Design and Implementation of Internal  
Control Over Financial Reporting, 2nd Edition 7.00 7.00

9-SYN  The IT Regulatory and Standards Compliance Handbook:  
 How to Survive Information Systems Audit and Assessments 83.00 73.00
22-MSM IT Security Metrics: A Practical Framework for Measuring  
 Security & Protecting Data 60.00 50.00
6-ITSOC IT Strategic and Operational Controls 70.00 60.00
1-IIA  A New Auditor’s Guide to Planning, Performing,  
 and Presenting IT Audits 80.00 70.00
5-ART  Outsourcing Information Security 103.00 93.00
7-SYN9 PCI Compliance, Second Edition  70.00 60.00
1-RIA Practical IT Auditing with current Supplement 420.00 410.00
2-SAPP SAP Security and Risk Management, 2nd Edition 80.00 70.00
75-WSO  The Sarbanes-Oxley Section 404 Implementation Toolkit:   
 Practice Aids for Managers and Auditors, 2nd Edition 100.00 90.00
1-IGI  Securing the Information Infrastructure  110.00 100.00
5-PSM  Security Metrics: Replacing Fear, Uncertainty, and Doubt  70.00 60.00
2-WG Standard for Auditing Computer Applications 509.00 499.00
2-bAY* Stepping Through the InfoSec Program 45.00 35.00
1-bAY* Stepping Through the IS Audit, 2nd Edition 45.00 35.00

AudIt, Control And SeCurIty—SpeCIfIC enVIronmentS
18-MAO Applied Oracle Security:  Developing Secure Database  
 and Middleware Environments 70.00 60.00
4-DC Audit Guidelines for Db2 80.00 70.00
1-SAPP  CObIT and the Sarbanes-Oxley Act  45.00 35.00
88-WFA Fraud Auditing and Forensic Accounting, 4th Edition 85.00 75.00
10-ART Identity Management:  Concepts, Technologies, and Systems 110.00 100.00

Linux:  Security, Audit and Control Features
  WLIN* E-book—PDF Format (purchase online only)  30.00 15.00
  PLIN*  Print Format 50.00  35.00

Managing Risk in Wireless Environment:  Security, Audit and Control Issues
  WW* E-book—PDF Format (purchase online only) 40.00 20.00
  PW* Print Format 50.00 35.00

1-IPG Oracle Privacy Security Auditing 70.00 60.00
OS390* OS/390-z/OS Security, Audit and Control Features 70.00 55.00
29-ST4  A Practical Guide to IbM i and i5/OS Security and Compliance  89.00 79.00
1-MPPI Protecting Industrial Control Systems from Electronic Threats 100.00 90.00
ODb9* Security, Audit and Control Features Oracle® Database,  
 3rd Edition  55.00 40.00
ISOA3* Security, Audit and Control Features Oracle® E-business  
 Suite, 3rd Edition 75.00 60.00
ISPS* Security, Audit and Control Features PeopleSoft®, 2nd Edition 70.00 55.00
ISAP3*  Security, Audit and Control Features SAP® ERP, 3rd Edition 75.00 60.00 
3-EL Wireless Operational Security 95.00 85.00

non-enGlISh reSourCeS
2-TCA Administración de la Seguridad de Información 55.00 45.00

CISA Examination Reference Material
   Study aids available in Chinese Simplified, French, German, Italian, Japanese and Spanish for the 

December 2011 CISA exam—see page S1

CISM Examination Reference Material
   Study aids available in Japanese and Spanish for the December 2011 CISM exam—see page S1

CObIT 3rd Edition, available at the following web site
 Korean Edition—www.isaca.or.kr

CObIT 4.0 Edition, available at the following web sites
 German Edition—www.isaca.at
 Italian Edition—www.aiea.it

CObIT 4.1 Edition, available at the following web site
 French Edition—www.afai.fr
 Japanese Edition—www.isaca.gr.jp
 Hungarian Edition—www.isaca.hu
 Portuguese Edition—www.isaca.org/downloads
 Russian Edition—www.isaca-russia.ru
 Spanish Edition—www.isaca.org/downloads

1-AOCF  Computación Forense: Descubriendo los Rastros Informáticos 42.00 32.00

Meycor CObIT Suite
   Meycor CObIT es un software completo e integrado para la implementación de CObIT como 

una herramienta para el buen Gobierno de la TI, Seguridad de la TI o Aseguramiento de la TI 
según CObIT 4.1. (see www.isaca.org/nonenglishbooks para descripción y precios)

1-TCA Principios de Auditoría y Control de Sistemas de Información 40.00 30.00
ISOAJ*  Security, Audit and Control Features Oracle E-business  

Suite:  A Technical and Risk Management Reference  
Guide—(Japanese Version) 70.00 55.00

ISAPJ*  Security, Audit and Control Features SAP R/3:  
A Technical and Risk Management  
Reference Guide—(Japanese Version) 70.00 55.00

Internet And relAted SeCurIty topICS
19-M24 24 Deadly Sins of Software Security: Programming Flaws and  
 How to Fix Them 60.00 50.00
1-NbS The big Switch: Rewiring the World, from Edison to Google  27.00 17.00
45-CRC Cloud Computing: Implementation, Management, and Security 90.00 80.00
10-MOC  The Complete Reference Network Security 73.00 63.00
9-EL Computer and Information Security Handbook 130.00 120.00

Cybercrime:  Incident Response and Digital Forensics
  WCC* E-book—PDF Format (purchase online only) 45.00 25.00
  PCC* Print Format 55.00 40.00

11-EL Cyber Attacks:  Protecting National Infrastructure 70.00 60.00
1-CAP  Cybercrime:  The Investigation, Prosecution and Defense  
 of a Computer-Related Crime, 2nd Edition 47.00 37.00
2-SCC Cybercrimes:  A Multidisciplinary Analysis 199.00 189.00
34-CRC  Cyber Forensics:  A Field Manual for Collecting,  
 Examining, and Preserving Evidence of Computer Crimes,  
 2nd Edition 90.00 80.00
4-MGH3   Gray Hat Hacking:  The Ethical Hakers Handbook, 3rd Edition 70.00 60.00
1-MHF Hacking Exposed Computer Forensics Secrets and Solutions,  
 2nd Edition 60.00 50.00

ISACA Bookstore Price List
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2-MCG6   Hacking Exposed: Network Security Secrets & Solutions,  
6th Edition 60.00 50.00

23-MHE Hacking Exposed Web Applications, 3rd Edition 60.00 50.00
17-MHE2 Hacking Exposed Wireless:  Wireless Security Secrets  
 & Solutions, 2nd Edition 60.00 50.00
49-CRC Honeypots:  A New Paradigm to Information Security 150.00 140.00
29ST-3  The Little black book of Computer Security, 2nd Edition 35.00 25.00
21-MMS Mobile Application Security 60.00 50.00
86-WNS Network Security bible, 2nd Edition 70.00 60.00
59-WNS   Network Security Fundamentals 80.00 70.00
1-GL  NMAP Network Scanning:  The Official NMAP Project  
 Guide to Network Discovery and Security Scanning 60.00 50.00 
1-WCNR No Root for You:  A Series of Tutorials, Rants and Raves,  
 and Other Random Nuances Therein 33.00 23.00
56-WPC  Phishing and Countermeasures:  Understanding the  
 Increasing Problem of Electronic Identity Theft 105.00 95.00
1-HA Scrappy Information Security:  The Easy Way to Keep the  
 Cyber Wolves at bay 30.00 20.00
30-CRC  Securing Converged IP Networks 100.00 90.00
24-MSIEM Security Information and Event Management (SIEM)  
 Implementation 75.00 65.00
1-OSM  Security Monitoring  55.00 45.00
2-JbSF System Forensics, Investigation, and Response 100.00 90 .00
6-EL   XSS Exploits—Cross Site Scripting Attacks and Defense 73.00 63.00

It GoVernAnCe And buSIneSS mAnAGement
3-PAGE  7 Steps to better Written Policies and Procedures 30.00 20.00
2-PAGE Achieving 100% Compliance of Policies and Protection 50.00 40.00
61-WbSC   balanced Scorecard Step-by-Step:  Maximizing Performance  

and Maintaining Results, 2nd Edition 60.00 50.00
4-PAGE  best Practices in Policies and Procedures 36.00 26.00
1-ITG* board briefing on IT Governance, 2nd Edition 7.00 7.00
66-WCP  building a World-Class Compliance Program:   
 best Practices and Strategies for Success 55.00 45.00
6-SYN  business Continuity and Disaster Recovery Planning  
 for IT Professionals 70.00 60.00
bMIS* The business Model for Information Security 60.00 45.00
41-CRC  business Resumption Planning, 2nd Edition  108.00 98.00
39-CRC   The business Value of IT: Managing Risks, Optimizing  

Performance and Measuring Results 86.00 76.00
54-WCIO2  CIO best Practices:  Enabling Strategic Value with  
 Information Technology, 2nd Edition 75.00 65.00
74-WCM  Corporate Management, Governance, and Ethics best Practices 80.00 70.00
WCCS* Creating a Culture of Security (e-book) 50.00 FREE 
32-CRC  Crisis Management Planning and Execution 90.00 80.00
1-WBC  The Definitive Handbook of Business Continuity  
 Management, 2nd Edition 85.00 75.00
37-CRC  Digital Privacy: Theory, Technologies, and Practices  90.00 80.00
2-IGI  Emerging Topics and Technologies in Information Systems 205.00 195.00
89-WEG Empowering Green Initiatives with IT:  A Strategy and  
 Implementation Guide 60.00 50.00
9-ART  Enterprise Information Security and Privacy 109.00 99.00
1-CMP Enterprise Security Architecture:  A business-Driven Approach 97.00 87.00
23-WIT The Executive’s Guide to Information Technology, 2nd Edition 105.00 95.00
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