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The G7 Ise-Shima Leaders’ 
Declaration

The formal communiqué of the meeting5 contains an 
introductory paragraph under the heading of Cyber. It 
is essentially a declaration of principles and contains 
the following statement:  “We strongly support an 
accessible, open, interoperable, reliable and secure 
cyberspace as one essential foundation for economic 
growth and prosperity.” Like many readers of this 
journal, I have spent my entire career trying to build 
accessible, open, interoperable, reliable and secure 
information systems, so I found this acknowledgment 
by world leaders to be especially gratifying.

The fact that this issue reached the G7 agenda6 
is recognition that cyberspace is not secure; it is 
insecure enough that their individual and collective 
interests are imperiled. To put this in context, the 
other topics addressed in the communiqué are 
the world economy, migration and refugees, trade, 
infrastructure, health, women, anticorruption, 
climate, and energy. Cyber security, as a global 
concern, has reached quite a high level indeed.

State Behavior

The expanded section of the communiqué7 elaborates 
on the theme and contains the following sentence: 

We commit to promote a strategic framework 
of international cyber stability consisting of 
the applicability of existing international law to 
state behavior in cyberspace, the promotion of 
voluntary norms of responsible state behavior 
during peacetime, and the development and the 
implementation of practical cyber confidence 
building measures between states.8

I have italicized the phrase in the quote because it 
is so laden with meaning. It calls for “norms,” which 
I understand to mean standards. I have previously 
bemoaned the lack of standards for cyber security,9 
so I found this call to be very heartening. These 
norms will necessarily be “voluntary” because 
there is no international body to enforce them. But, 
much as with other supranational declarations 

securityinformation

matters The G7 and Cyber Security
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I first learned the term MEGO in a column by the 
great conservative pundit, William Safire.1 In his 
Safire’s Political Dictionary,2 he defines the term as 
an acronym for “my eyes glaze over” and “something 
that is undeniably important and paralyzingly dull.”3 
There are few topics so MEGO as G7 meetings, the 
gatherings of the leaders of the world’s industrialized 
democracies. You know they happen; you know 
they are important. But can you name all seven G7 
nations,4 much less their leaders? Do you have any 
idea what they talk about or accomplish?

With this stirring introduction, your eyes are probably 
starting to mist and you have your hand on the 
corner of the page, about to turn. Please stay 
awhile for a MEGO you should know about. In May 
2016, the G7 leaders met in Ise-Shima, Japan, and 
produced a document that has real meaning for all of 
us who care about cyber security.
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Nonetheless, there are a few assertions that could 
have real impact if the G7 countries adhere to them. 
Chief among these is the statement that “cyber 
activities could amount to the use of force or an 
armed attack within the meaning of the United Nations 
Charter and customary international law.” So far, 
there have been no incidents in which cyberattacks 
have led to shooting, although it is evident that such 
attacks have been used as adjuncts to warfare already 
underway, specifically the war between Russia and 
Georgia in 2008.12 Former US Secretary of Defense 
Leon Panetta has warned of the possibility of a “cyber 
Pearl Harbor.”13 Acceptance of this concern by the 
other six nations as a casus belli is, to my mind, a 
necessary, but rather frightening, step. 

The Principles contain a statement so specific that 
its inclusion among the platitudes comes as a bit of 
a shock:  “We also welcome proactive approaches 
such as ‘Privacy by Design’ which take privacy and 
protecting personal data into account throughout 
the engineering process.” The term “Privacy 
by Design” was originated in the 1990s by Ann 
Cavoukian, who had been Ontario’s Information 
and Privacy Commissioner.14 It has since become a 
widely accepted global privacy standard, which the 
mention by the G7 certainly affirms.

The seven national leaders committed their countries 
to cooperation among national computer security 
incident response teams. (Well, actually they did not 
commit themselves. They promised to “endeavor.”) 
These teams, better known as national CERTs, such 
as CERT-FR, US-CERT and CERT-UK, are repositories 
of information about cyberattacks and providers of 
assistance to those in their nations who have been 
attacked. International cooperation on cyber security 
is not new, but recognition of the need for nations to 
work together to combat cyberattacks by heads of 
government is new. Just as no one company alone 
can solve the problem of cyber security (whatever 
“solve” means in this context), the G7 is saying that no 
one country can do it either.

The G7 pronouncements on cyber security have not 
been widely publicized, perhaps because too many 
editors’ eyes glazed over. They are not a treaty; they 

(e.g., European Union directives), it is implicit that 
such norms should be incorporated into the laws 
and regulations of the nations that have made this 
commitment. The reference to “responsible state 
behavior” implies that countries that engage in 
state-to-state cyberattacks are acting irresponsibly. 
The qualifier “during peacetime” leaves unsaid that 
cyberattacks are legitimate actions in time of war.

The G7 leaders restricted themselves to the actions 
of states, although “non-state actors, including 
terrorists” are included as well. It is hard to imagine 
that ISIS or Al Qaeda are going to be impressed by a 
statement by the leaders of the world’s industrialized 
nations. Perhaps, rather importantly, including  
non-state actors is a de facto declaration of 
cyberwar on terrorist groups and individuals. That 
would be just fine with me, since terrorists have 
clearly declared cyberwar on the world.

More open to interpretation is the effect on the nations 
that were not invited to the meeting. Recent research10 
indicates that, as recently as 2011, none of the G7 
nations, except the United States, has been seen to 
have perpetrated state-to-state cyberattacks. It is 
not clear, at least to me, whether the G7 statement 
is a direct rebuke to the countries that engage in 
cyberattacks or acceptance that at least one of the G7 
nations is already carrying out attacks on other states 
it considers to be adversaries. 

G7 Principles and Actions on Cyber

Accompanying the communiqué, and referenced 
within it, is an annex titled “G7 Principles and 
Actions on Cyber.”11 It is a brief document, barely 
three bullet-pointed pages, that, for the most part, is 
a recitation of lofty goals with little or no mention of 
how they would be achieved. These include:

• Fair and equal access to cyberspace 

• Respecting and promoting privacy, data protection 
and cyber security 

• A multistakeholder approach to Internet governance 

• Promoting and protecting human rights and 
principles of rule of law online 
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 7  Op cit, G7 2016 Ise-Shima Summit
 8  Ibid. 
 9  Ross, S.; “Frameworkers of the World, Unite, 

Part 2,” ISACA® Journal, vol. 3, 2015, www.
isaca.org/Journal/archives/Pages/default.aspx

 10  Valeriano, B.; R. C. Maness; “The Dynamics 
of Cyber Conflict Between Rival Antagonists, 
2001–11,” Journal of Peace Research, vol. 51, 
iss. 3, 2014, p. 347-360

 11  G7 2016 Ise-Shima Summit, “G7 Principles and 
Actions on Cyber,” 26-27 May 2016

 12  Markoff, J.; “Before the Gunfire, Cyberattacks,” 
The New York Times, 12 August 2008,  
www.nytimes.com/2008/08/13/
technology/13cyber.html

 13  Department of Defense, “Remarks by  
Secretary Panetta on Cybersecurity to the  
Business Executives for National Security,  
New York City,” USA, 11 October 2012,  
http://archive.defense.gov/transcripts/transcript.
aspx?transcriptid=5136

 14  Cavoukian, A.; “Privacy by Design:  The  
7 Foundational Principles,” Information and 
Privacy Commissioner of Ontario, August 2009 
(revised in January 2011), https://www.ipc.on.ca/
images/Resources/7foundationalprinciples.pdf

have no force of law; and too few countries agreed 
to them. But they are an important assertion that 
the issue of cyber security has reached a level of 
concern that presidents and prime ministers must 
address. We security professionals who are doing 
the work to build adequate protections against 
cyberattacks may take some comfort in knowing 
that our efforts are not going unrecognized by the 
world’s leaders.

Endnotes

 1  Safire, W.; “MEGO,” The New York Times,  
6 September 1973, www.nytimes.
com/1973/09/06/archives/mego-essay.html?_r=0

 2  Safire, W.; Safire’s Political Dictionary, Oxford 
University Press, UK, 2008 

 3  Ibid., p. 423
 4  Canada, France, Germany, Italy, Japan, the 

United States and the United Kingdom
 5  G7 2016 Ise-Shima Summit, “G7 Ise-Shima 

Leaders’ Declaration,” 26-27 May 2016,  
www.mofa.go.jp/files/000160266.pdf

 6  Full disclosure:  My colleague at Risk Masters 
International, Allan Cytryn, is also an executive 
board member of the Boston Global Forum, 
which contributed to the agenda for the  
Cyber portion of the Ise-Shima meeting,  
http://bostonglobalforum.org/2016/05/the-bgf-
g7-summit-initiative-ise-shima-norms/.
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The Soft Skills Challenge, Part 6  
Barriers to Learning to Learn

Previous columns have explored how to facilitate 
the process of learning to learn, covering knowledge 
acquisition, the taxonomy of knowledge, and 
tools such as mind mapping and document 
deconstruction.

While it is clear that continuous learning is essential, 
there are many barriers to achieving it. The most 
common barriers are explored in this column and, 
wherever possible, hints and suggestions on how to 
overcome them are provided.

Procrastination

Natural, almost instinctive, procrastination is the 
“Never do today what you can leave for tomorrow” 
philosophy. The definition of “tomorrow” varies in 
many distinct cultures and locations. It may not 
mean the day after today, but rather an unspecified 
future time. 

Regardless of the specifics, procrastination is 
a powerful enemy of progress and success. It 
takes considerable discipline to overcome the 
temptation to avoid doing now what needs to be 
done now. A quick Internet search on “techniques 
to avoid procrastination” will reveal many sources 

of tactics that can help overcome the temptation to 
procrastinate. The key is to do the search and start 
taking action—now.

The Lazy Brain

While the brain accounts for, on average, only 2 
percent of body weight, it consumes 80 percent of the 
typical person’s energy intake and is amazingly busy 
controlling everything people do, feel, say and think. 

Nature has made provisions for this by forcing 
the brain to rest in several ways, including dozing, 
sleeping and building routines. Routines are like a 
railroad track causing the brain to follow well-defined 
paths created over the years to reduce its workload, 
a process referred to as “unconscious competence.” 

The process of learning pushes the brain toward 
unknown, uneven paths and only repetition, going 
over this new path many times, will reinforce it to the 
point that it becomes usable and retained in long-
term memory. This represents a progression from 
unconscious incompetence (where the learner does 
not know what he/she does not know) to conscious 
incompetence (a stage at which the new knowledge 
has not yet been fully acquired). 

Do you have 
something  
to say about 
this article?
Visit the Journal 
pages of the ISACA® 
web site (www.isaca.
org/journal), find the 
article and click on 
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Difficulty in Making Time for 
Concentration and Thinking

Perhaps among the prevalent challenges in many 
societies is the relentless pressure in the workplace 
to attend meetings, handle assorted administrative 
trivia, be contactable 24/7, and respond immediately 
to email and quickly to mini-crises. This creates an 
environment of artificial urgency.

For those who wish to learn from their home, the 
challenges are just as demanding:  the domestic 
timetable of events (dinner, visitors, domestic activities) 
and, most important, human needs for contact and 
support from the other members of the household. 

However, without making time to study and think 
(finding time is unlikely), learning becomes impossible. 

One of the organizations with which the authors 
have collaborated provides online training to 
diplomats in full-time employment. The study 
modules are designed to offer compelling content in 
a concise way to allow their completion in a relatively 
short time. Hundreds of copies of the card shown in  
figure 1 have been distributed to the courses’ 
students, who are also advised to discuss and  
agree on their time needs with their bosses and  
their families.

Figure 1—Making Time to Study Aid

Source:  DiploFoundation. Reprinted with permission.

If the progression does not continue beyond 
conscious incompetence, the learning will be quickly 
forgotten (e.g., a foreign language learned many 
years ago and only very slightly retained now). 
Short-term memory is quickly erased (e.g., the 
common experience of searching for car keys or 
your spectacles used just moments earlier). 

Even if conscious competence has been reached, it 
will degrade if not maintained by continuous practice 
as long-term memory is overwritten by other topics. 
Common knowledge suggests that riding a bicycle 
is a skill that, once learned, is never forgotten; 
common wisdom would suggest not putting this to 
the test in heavy traffic.

To find out more about the mechanisms of the brain, 
the book Brain Rules1 is a good start. Two other 
authors who have made valuable contributions to 
the processes of thinking and learning are Edward 
de Bono and Tony Buzan. Discovering more about 
their work can be rewarding. After all, the human 
brain does not come with an owner’s manual, so it is 
not always obvious how to make the best use of its 
capabilities.

Work/Life Balance

Job satisfaction, a sense of creating value and being 
recognized are vital to remain engaged in one’s work. 
Outside work, each of us has a different set of values, 
aspirations, commitments and relationships. When all 
these are balanced, quality of life is enhanced. 

Learning a new topic disrupts this balance and 
requires compromises that, left unresolved, could 
turn into stress, even when such learning is essential 
for professional survival. 

The learning process is most likely to be successful 
when the individual is organized and motivated and 
maintains a healthy lifestyle that includes quality 
sleep and physical exercise. Ancient Romans 
advocated a mens sana in corpore sano (sound 
mind in a healthy body). These days, neurologists 
and psychologists fully agree.
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ISACA® chapter meetings. Trying to study in the 
home environment is not always ideal unless there is 
a room where the learner can hide for hours without 
the risk of alienating the rest of the household.

Quality of the Didactic Material

The ideal didactic material should be concise, 
contain “just in time” rather than “just in case” 
material, make extensive use of illustrations, be 
structured in manageable modules and include 
tests to validate the extent to which the reader has 
comprehended the module. 

Unfortunately, this is not always the case, as some 
of the material is designed to be a 500-page or 
more comprehensive guide to a topic. The content 
may be brilliant, but going through it is akin to 
reading a dictionary as if it were a novel. While mind 
mapping and document deconstruction may help in 
reformatting the material into digestible chunks, the 
learning process is handicapped when the authors 
of the material are unfamiliar with how to construct 
didactic material.

Personal Engagement to Learning

This is absolutely essential. The Nigerian proverb 
“Not to know is bad; not to wish to know is worse”2 
is worth bearing in mind at all times by those who 
wish to keep their knowledge fresh, up to date 
and relevant to their professional activities. The 
same is true, of course, for material related to 
personal interests, ranging from changes in taxation 
legislation to the arts.

For those who have such engagement, there are 
fascinating opportunities to explore some exceptional 
material available, mostly free of charge, from several 
massive open online course (MOOC) providers. 

Personal Learning Skills 

Part 1 of this column, which was published in the 
ISACA® Journal, volume 3, 2015, discussed the 
ways in which people acquire information and what 

Distractions and Interruptions

Most people are inundated with requests on a daily 
basis (“When will you be home?,” “Do you have 
a minute?”). These requests, albeit legitimate and 
warranted, interfere with the state of mental flow that 
learning requires. Sometimes it is easy enough to 
ask if the request can wait until later, sometimes not. 
A “do not disturb” sign is often useful. Ultimately, it 
is up to individuals to protect their learning time from 
disruptions, which requires good skills in the art of 
saying “no.” An Internet search will point to many 
sources concerning this skill. 

Creating an appropriate level of isolation and 
concentration while learning may require the learner 
to exercise the willpower to go offline and avoid 
all devices (e.g., smartphones, tablets, email). 
Unfortunately, many appear incapable of doing so. 
This inability is common enough to have acquired a 
name (or two):  fear of missing out (FOMO) and the 
inability to switch off (ITSO) syndrome. 

Poor or No Support at Work or Home 

There are many permutations of factors that support 
or hinder learning work-related tools and techniques. 
In an ideal situation, the organization has policies 
that encourage individuals to acquire such skills 
during working hours. 

These may include lunchtime or early evening 
seminars or workshops, encouraging access to 
online learning material (the company’s own or 
someone else’s), group discussions on specific 
topics, and in-house training led by an instructor or 
facilitator. Of course, these may be matched by a 
formal requirement for the employee to acquire and 
retain the appropriate certifications. 

Other, less supportive organizations consider the 
acquisition of new knowledge the employee’s 
personal responsibility and do not provide any 
of the learning options mentioned earlier or even 
consider supporting participation at evening classes, 
conferences or association meetings, e.g., the local 
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encouraged to develop a personal learning plan 
and put it into effect. Ideally, the result will be 
the realization that acquiring new knowledge is a 
pleasure, not a problem.

Endnotes

1  Medina, J.; Brain Rules (Updated and Expanded):  
12 Principles for Surviving and Thriving at Home, 
Work, and School, Pear Press, USA, 2014,  
www.brainrules.net

2  Boston University Pardee School of Global 
Studies, African Studies Center, Massachusetts, 
USA, www.bu.edu/africa/outreach/resources/np/ 

it takes to turn it into knowledge that can be applied 
to specific situations. The reader is invited to reflect 
and experiment with various formats such as audio 
books, online learning, visual material, interacting 
with others, and personal trial and error to identify 
which of these, or which combination of them, is the 
most effective for the individual.

Conclusion

It is hoped that the reader will accept the dual 
notions that acquiring and maintaining skills 
are essential for professional survival. If so, 
doing nothing is not a real option. The reader is 
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Q:  How do you 
think the role of the 
information security 
professional is changing 
or has changed? 

A:  We are now able 
to base investment 
decisions on evidence 
from events that have 
occurred. Clients often 
ask if they are spending 
too much or too little 
money in comparison to 
their industry peers, and 
we can now generate 
a benchmark of spend 
across different industries 
to inform clients’ balance 
of investment decisions 
in a way not previously 
possible, as information 
security was not 
considered of sufficient 
importance to warrant its 
own budget. 

The proliferation of 
technology means 
more people are able 
to understand our 
challenges. It will become 
easier to translate threats 
and risk using a common 
lexicon and thereby 
more effectively gain 
buy-in, understanding 
and compliance from 
people across an entire 
organization. I think 
we will see increasing 
benefit from our ability 
to work together, across 
multiple sectors, sharing 
information on threats 
and on how different 

organizations in different 
industries and potentially 
in different countries have 
responded. 

Q:   How do you see 
the roles of information 
security and, specifically 
cyber security, changing 
in the long term?

A: I think we will see a 
greater interest from the 
general public in keeping 
their personal information 
secure. Now, if people are 
asked for their personal 
details, even if they are 
just registering with, for 
example, a new dentist or 
a social group, they are 
likely to ask:  “If I pass 
my personal information 
to you, are you able to 
guarantee its security?” 
I think more consumers 
should ask this question 
whenever they are asked 
for their name, address 
and date of birth. 

Q:  How have the 
certifications you have 
attained advanced or 
enhanced your career? 
What certifications 
do you look for when 
recruiting new members 
of your team?

A:  I would not have 
gotten my current role 
without the Certified 
Information Security 
Manager® (CISM®) 
certification and I 

am proud to have a 
qualification that is so 
widely recognized. 

The main certifications 
I look for are the CISM 
or CISSP qualifications, 
and most information 
security job specifications 
will detail either of those 
two as being mandatory. 
I also look for an interest 
in the profession and a 
keenness to learn, to stay 
abreast of current topics 
and understand the 
context in which we are 
operating. It is important 
to be able to relate 
security issues to risk, 
so suitable qualifications 
such as Certified in Risk 
and Information Systems 
Control® (CRISC®) are 
also highly regarded.

Q:  What do you think 
are the most effective 
ways to address  
the cyber security  
skills gap?

A:  This is a complex 
problem and it will take 
time to address. In the 
UK, we are doing more by 
teaching coding in school 
and promoting science, 
technology, engineering 
and mathematics (STEM), 
but it will take some years 
for the fruits of these 
labors to be realized.
In the shorter term, we 
need to broaden our 
recruitment base to 



thenetwork

ensure greater gender 
parity and we also need 
to make certifications 
more accessible to 
those who are new to 
the industry. ISACA® is 
doing good work here 
with the Cybersecurity 
Fundamentals Certificate.

Q:  The UK is widely 
considered the 
cyber security hub 
of Europe with the 
largest talent pool of 
cyberprofessionals. 
What do you think 
the long-term impact 
of Brexit will be on 
European and global 
cyber security? 

A: The UK is currently 
solidly entrenched as 
a primary hub for the 
international business 
community and has also 
yet to invoke Article 50, 
meaning the short- to 
medium-term impact is 
likely to be low. There is a 
potential risk to longer-
term cyber security 
cooperation with the 
EU, although obstacles 
here would be in no  
one’s interest.

In terms of the UK’s 
position in Europe, a 
relevant example is the 
planned introduction of 
the EU’s General Data 
Protection Regulation, 
which will still affect 
UK-based organizations 

that handle EU data 
post-Brexit. If the UK 
does not enact a similar 
act under UK legislation 
(concerning data held 
within the UK for UK 
citizens), I fear the UK 
may lose out if its data 
protection standards 
are perceived to be 
lower than those of EU 
countries. Levels of data 
privacy and security 
are valid concerns and 
consumers may choose 
the best location to 
have their data stored, 
or the most customer-
friendly regime within 
which to operate. The 
UK must remain the 
optimum choice in this 
marketplace. 

Q:  You have 
considerable military 
experience. What 
role do you think the 
military will play in 
combating the threats 
of cyberterrorism and 
cyberwarfare?

A:  Cyberwarfare, or 
at least state-on-state 
cyberinterferences, have 
already taken place, 
and I have no doubt 
that Western militaries 
are working with other 
government bodies to 
share information to 
ensure an appropriate 
level of protection. 
Conventional Western 
militaries are very 
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  What is the biggest security 
challenge that will be faced 
in 2017? How should it be 
addressed?

Enforcing international law against cybercriminals 
who operate across international boundaries. 
Ensuring it is safe to operate online in an 
international, rule-based system where the laws 
apply to all remains the enduring challenge.

  What are your three goals for 
2017?

•  Complete my third and final Masters degree, an 
MSc in information security

•  Learn to play the guitar (after the summer  
MSc exams)

•  Do a handstand push-up (see the final question!)

  What is your favorite blog?
•  Krebs on Security 
•  US National Institute for Standards and 

Technology’s (NIST) security updates
•  The Wall Street Journal and the Financial Times’ 

technology articles

  What is on your desk right 
now?

My water bottle, MacBook Air and A5 Bullet  
Journal notebook

  What is your number-
one piece of advice for 
other information security 
professionals?

Get the basics right and everything else follows.

  What is your favorite benefit 
of your ISACA® membership?

Access to the research materials, frameworks and 
white papers 

  What do you do when you are 
not at work?

I read as widely as possible, military and political 
history as well as a wide range of fiction, and I love 
to exercise. Recently, I have become a CrossFit 
addict, but I try not to talk about it! 

1 

2

3

4

5

6

7

good at using existing 
frameworks, such 
as the North Atlantic 
Treaty Organization 
(NATO), for increased 
international cooperation 
and threat deterrence. 
The use of international 
organizations as a 
vehicle for greater 
cooperation should 
act as an exemplar 
for commercial and 
nonstate bodies to 
work together to 
combat threats, share 
information and learn 
from each other.

Q:  What has been your 
biggest workplace or 
career challenge and 
how did you face it?

A: My transition from the 
military was a significant 
challenge. To overcome 
the challenge, I took 
advice from colleagues 
who had left the military 
before me, I networked 
and I ensured that I had 
appropriate qualifications 
to showcase my skill set. 
I made the challenge a 
little harder as I wanted to 
break into the commercial 
world, rather than work 
in the defense or public 
sector with which I was 
more familiar, but I am 
very happy with the 
result, have learned a 
tremendous amount and I 
enjoy each day’s  
new challenges.
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shape to moral issues in the increasingly dominant 
information space. When one predicted the impact 
of computers on society early on, several thought 
leaders followed the thread, including one who 
defined computer ethics as “a field concerned with 
policy vacuums and conceptual muddles regarding 
the social and ethical use of information technology 
(emphasis added).”2 

It is important to examine the possible connection 
between the arrival of cyberspace and an increased 
level of interest in ethics of information. Ethical 
issues are derivatives of changes in the concerned 
domain that bring about new sets of dilemmas. The 
emergence of cyberspace has produced a new crop 
of rather difficult-to-resolve dilemmas, although the 
precepts and paradigms to address them remain 
the same. Thus, the practice of ethics is challenged 
while the underlying ethical principles remain stable. 
Absent cyberspace, information in existence at the 
time was controlled, and the sharing of information 
was guarded and purposefully intentional. With the 
advent of cyberspace, the shareability of information 
has reached astronomical heights (and there is 
farther to go!). Questions about who controls the 
shared information suddenly made available in 
cyberspace and how such control might be used 

In his book Code,1 Lawrence Lessig talks about the 
two first-generation theorists of cyberspace who 
delivered stories about cyberspace’s future in 1996. 
One envisioned that the future will be a pact between 
two forces of social order—code and commerce—
while the other emphasized how the Internet will 
deliver more control to the government. The passage 
of some 20 years since these predictions has brought 
tectonic shifts in both code and commerce, impacting 
the social order along the way. In such a short period 
of time, we have precipitously ushered in the second 
generation of cyberspace.

There are significant differences between the first 
and the second generations of cyberspace. The first 
generation was dedicated to sharing of information, 
especially in academia and mainly for research. 
Security, confidentiality and user authentication 
were nominally important; the primary excitement 
sprung from the ability to network and share 
projects, exchange information in real time, and 
work with peers and professionals remotely. The 
second generation saw the migration of the code 
to the world of commerce, where economic value 
creation, efficiency, authentication and information 
security gained prime importance. Speed to market, 
globalization, scaling to the masses—these took 
over the agenda for priority setting and resource 
allocation in businesses. Nonissues of the first 
generation of cyberspace became significant 
concerns of the second generation.  

In tandem with first-generation cyberspace 
observers, a community of ethicists evolved to give 

Vasant Raval, DBA, CISA, ACMA
Is a professor of accountancy at Creighton University (Omaha, Nebraska, 
USA). The coauthor of two books on information systems and security, 
his areas of teaching and research interest include information security 
and corporate governance. Opinions expressed in this column are his 
own and not those of Creighton University. He can be reached at  
vraval@creighton.edu.

Do you have 
something  
to say about 
this article?
Visit the Journal 
pages of the ISACA® 
web site (www.isaca.
org/journal), find the 
article and click on 
the Comments link to 
share your thoughts.

Information Ethics in the 
Mid-21st Century
This is the final installment of the Information Ethics column. ISACA® wishes 
to acknowledge with deep gratitude this column’s author, Vasant Raval, for 
his significant contribution of thought leadership to the ISACA® Journal and 
readers worldwide through the years. The column will remain archived on the 
ISACA web site for your reference.

   The emergence 
of cyberspace has 
produced a new 
crop of rather 
difficult-to-resolve 
dilemmas, although 
the precepts 
and paradigms 
to address them 
remain the same.



ISACA JOURNAL VOL 6 15

words, is where the litmus test of practiced human 
values is apparent.7  

It can be argued that values are of two sorts:  
structural and substantive. According to one ethicist, 
the US Constitution and the Bill of Rights are indicative 
of these values, respectively.8 While both are critical 
and complementary in value judgments, it is the 
substantive aspect of cyberspace that constantly 
changes, creating new economic realities and 
presenting new ethical challenges. By providing a 
platform for ride hailing, Uber and its competitors have 
changed the substantive dimension of cyberspace. 
The provider does not need a dedicated vehicle called 
“taxi” and the traveler does not need to look for a 
taxi. Ride-hailing platforms in cyberspace arrange to 
have the provider meet the customer—a new service 
orientation to the old industry, thanks to the logical 
malleability of cyberspace. 

When disruptive innovations enter the market, they 
throw the social order out of balance. For example, 
with Airbnb and Uber, their traditional rivals face 
possible job cuts while others who need extra income 
flock to the idea of part-time work. Ultimately, full-time 
jobs in the space may shrink considerably and part-
time work with hardly any associated fringe benefits 
will grow. With driverless cars, even the traditional taxi 
business does not need a person at the wheel, making 
the scenario more complex. These structural shifts in 

by those who possess the information are central 
to issues of justice, equity, fair treatment, privacy, 
confidentiality and so forth. How these questions will 
be addressed carries a value connotation and, as a 
result, ethical consequences.  

Even in the cyberspace age, the ethical dilemmas 
vary in degree of criticality. The use of Roomba to 
vacuum my home has limited or no ethical issues, 
while the use of drones to target insurgents is a 
different value-ridden exercise.3 Moreover, the 
cyberspace age works both ways:  At times, it 
helps sort out an ethical dilemma while, in other 
situations, it may create a new one with which we 
must deal. For example, in camel races in Doha, 
when global positioning system (GPS)-enabled, 
automated robots replaced enslaved and starved 
Sudanese boys as jockeys,4 the atrocities rendered 
to kidnapped children were ameliorated. In the same 
cyberspace, the classic trolley problem, “Is it ethical 
to kill one person to save five?”5 resurfaces as a 
puzzle on the drawing board of the logic that will 
govern fully automated cars.

In one analysis, the GPS-enabled, automated 
robot jockeys would be an example of the logical 
malleability of cyberspace. “The logic of computers 
can be massaged and shaped in endless ways”6 
to create economic benefits—a supreme force that 
leads to innovations such as Facebook, Airbnb 
and Uber. Given the same information resources 
of cyberspace, creativity may be the only limit to 
unleash powerful new business models. Once a 
business idea is born, its information processes can 
be structured to support the new model using logical 
malleability. This is how transportation as a service 
is born with Uber and hospitality as a service with 
Airbnb. Evidently, devices are necessary; however, it 
is logical malleability that creates value.

Social Order

The cyberspace leveraged by commerce creates a 
complex web of interactions among stakeholders, 
which impact the social order. Because social order 
is the face of humanity, it mirrors acceptance of and 
respect for value-centric behavior on the part of 
individuals and organizations. Social order, in other 

informationethics

   The cyberspace 
leveraged by 
commerce creates 
a complex web of 
interactions among 
stakeholders, 
which impact the 
social order.



ISACA JOURNAL VOL 616

control over the domain naming system managed 
by the Internet Corporation for Assigned Names 
and Numbers (ICANN), effective 1 October 2016.9 
What this will do to the globally present structural 
dimension of cyberspace is, at best, uncertain.

We see the regulatory struggle in the hospitality 
industry, the ride-hailing business, drone deployment 
and fully autonomous cars. There are no good 
answers to the question of how to regulate the 
radically new versions of the old ecosystems. The 
financial technology (FinTech) revolution reinforces 
the same puzzle; it is difficult to determine how, and 
how much of, the elaborate regulatory structure of 
the banking and financial services industry could be 
applied to the new players in the electronic payment 
industry. The quote, “There is no substitute and no 
better ‘regulator’ than the moral point of view with 
its attention to the needs and concerns of others 
(emphasis added),”10 emphasizes that greater 
dependence on reflective morality would be more 
beneficial than unreflective obedience to law.

The Future of Information Ethics

As logic makes machines deliver more, an increasingly 
responsible role is assigned to the machine in a man-
machine allocation of tasks. Over time, more complex 
machine-learning systems are designed, leaving 
very little for humans to do except at the design and 
coding stage of the system. This seemingly limited 
human role is, nonetheless, extremely important to 
information ethics. This is because value judgments 
are exercised and embedded in cyberspace by 
people, not machines. The morality of a machine 
is close to the moral grounding of the humans who 
create the machine, at least for now. As machines 
learn, the classic Trolley problem may be addressed 
by the machine itself.

The rise of bad elements will continue, primarily 
due to two reasons. First, humans are gullible and 
error prone. They make mistakes and are subject 
to judgment errors. The rise of social engineering 
presents irrefutable evidence that people succumb to 
fraudsters, including Ponzi schemes11 and con artists. 
Second, when technology obviates human judgment 

the job market are not value-neutral forces. If anything, 
ethical dilemmas of the present-day cyberspace 
business models could prove far more challenging to 
sort out.

The irony is that while traditional careers face 
sunsetting, there will be new skills in demand, 
creating flourishing careers in domains such as 
data analytics. However, time, resources, skills and 
aptitude necessary for the transition could be a 
major handicap for most people in need. As a result, 
many could suffer, demanding justice and fairness 
for their treatment.

Regulation is the provider of stability in the midst of 
chaos. In this sense, it is the closest ally to business 
ethics. As industries mature, regulations become 
more effective and predictable in their outcomes. 
They provide the lowest common denominator of 
norms of behavior. However, in second-generation 
cyberspace, society is constantly buffeted by 
considerable changes. Also, these changes are 
nonlinear to a degree that any learning from the 
established regulatory framework is not very helpful. 

The remarkably different chemistry of cyberspace 
makes much of the regulation meaningless; its 
translation is neither simple nor effective. After 
almost 20 years of providing due diligence to 
cyberspace, the US government is giving up 
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various professions at the core of the cyberspace 
revolution. Indeed, they should have knowledge and 
influence to harness collective insights to frame the 
rules of conduct in this space. It is difficult to predict 
whether this will materialize. The International Ethics 
Standards Board for Accountants recently released 
A Handbook of the Code of Ethics for Professional 
Accountants.16 However, the publication heavily 
emphasizes compliance, when we require much 
more from the professions to cope with seismic 
changes in the substantive cyberspace. 

The structural dimension of cyberspace has 
marginalized the significance of national and regional 
boundaries. There is much more that a business, or 
any group of people, can do today with little concern 
for national boundaries. Yes, nations have their say 
in controlling the region’s destiny; however, it will 
be difficult for a region to prosper going against the 
tide of the substantive cyberspace revolution. Thus, 
the future is a mixed blessing; collaborating across 
boundaries while managing the destiny of the  
nation will be a balancing act for future political 
leaders. In the process, ethical meltdowns may 
happen when shortcuts are taken to gain an edge on 
national goals.

in a situation creating an ethical dilemma, humans 
are often tempted to commit a compromise.12 This is, 
perhaps, because of the remoteness of the impact of 
their decision. Ashley Madison is a graphic example 
of how this might happen; because it is presented 
through technology, having an extramarital affair does 
not seem to be problematic for many. As another 
example, studies on e-signature suggest that people 
signing electronically do not own their responsibility 
as much as they would had they signed on paper or 
sometimes when they did not sign at all.13

Cyberspace will continue to create very powerful 
businesses with enormous reach. Some of these 
companies will be quite young, endowed with 
low organizational maturity or a weak will. These 
businesses will be bigger in their economic impact 
than some national economies (Alphabet, Facebook 
and Uber are good examples of businesses with 
exceedingly large economic impacts). The need 
to ensure some measure of fairness seems to be 
increasing across these vastly influential technology 
platforms.14 These enterprises will become the  
de facto guardians of privacy, confidentiality, public 
interest and other values important for maintaining 
the social order. Because they create, they know 
much more about it than those who guard the 
guardians. It makes sense, therefore, to depend 
on these influential businesses at the leading edge 
to lead the way to ethical behavior. It remains 
to be seen as to how well they will individually 
and collectively meet this tall order. Presumably, 
material goals take precedence in a business 
compared to related nonmaterial goals15 and this is 
unlikely to change in cyberspace. If anything, the 
urge to be first in the marketplace actually could 
become more feverish. Already, we see the signs 
of racing companies that amass unprecedented 
market wealth and soon garner the influence of 
a near-monopolistic player in the global space. 
Interestingly, despite their size, no single player will 
have the influence to mute others in the space. Their 
individual efforts could probably be considered as 
best practices. 

One other encouraging source for seeking guidance 
on the code of conduct is institutions that represent 
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United States, regulators have echoed this sentiment 
when, in the case of guidelines for drone use, they 
diverged from the past by seeking a collaborative, 
incremental approach to the development of drone 
use regulations. On the matter of autonomous cars, 
US regulators have embraced the thought that if 
driverless cars could save many lives, why not sooner 
rather than later?19 Regulators are prepared to work 
with automakers and their electronic collaborators to 
learn more about related risk and how to mitigate it in 
the new world of transportation.

Information ethics is discretionary and, by itself, may 
not produce value, at least in the short run. Even 
for the courageous ones who want to do the right 
thing, past experience may not be enough to identify 
ethical dilemmas, let alone solve them. It will take 
significant effort to protect human values as material 
progress keeps chugging along. We may be held 
hostage by the devices and means of efficiency, 
thus, more comfortable, but not happy. 

This thought sums it up well:  “Humanity is messy 
and the cleanup falls to us.”20
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KPI and metrics are essential tools for management 
that are implemented in all areas of the business. 
Today, enterprise use of IT and related technology 
requires huge investments in IT. Therefore, 
stakeholders are interested in confirming that IT 
investments are strategically aligned, managed 
effectively and help the achievement of common 
business goals. To ensure stakeholder expectations 
are met, management uses IT governance practices 
that are defined by the global standard from the 
International Organization for Standardization (ISO) 
ISO 38500 and COBIT® 5.

IT Governance and Metrics

The IT governance mechanism ensures that 
stakeholder needs, conditions and options 
are evaluated to determine balanced, agreed-
on enterprise objectives. IT governance also 
ensures that direction is set through prioritization 

During the past 30 years, enterprises have been 
embracing new methods to transform their 
operations to use IT and related technology to 
provide a higher level of customer service. The 
pace at which enterprises are adopting these 
new methods is rapid. To handle the speed of this 
transformation, management relies on technology 
resources and vendors, resulting in an increased 
dependency on technology and skilled resources. 
The pace and dependencies can create a lack 
of enterprise control; therefore, enterprises use 
key performance indicators (KPIs) to measure the 
performance of IT service delivery. 

Although many enterprises today conduct return 
on investment (ROI) analysis of new IT projects and 
sometimes incorporate the total cost of ownership 
(TCO) calculation into the business case that they 
present to the board of directors for approval, 
only about 25 percent of enterprises conduct ROI 
analysis after the completion of a project.1, 2, 3  
However, ROI and TCO are not the only criteria 
for approving IT projects; they are only two of 
the many considerations in the decision-making 
process. A positive ROI does not necessarily mean 
that the project will be approved. It is a strategic 
decision that is based on business requirements and 
stakeholder expectations. Therefore, enterprises 
should conduct a cost-benefit analysis that may 
require quantitative and qualitative indicators. 

Enterprises that want to effectively monitor the 
activities of IT so that they are in line with the 
business goals use KPIs or key measurement 
metrics. Performance indicators/metrics not only 
help to monitor achievements compared against 
goals, but also help to evaluate the effectiveness 
and efficiency of business processes. Metrics also 
help enterprises allocate and manage resources. 
Performance metrics enhance and influence 
decisions that are related to business such as 
budgets, priorities, resourcing and activities. 
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IT resources, including skilled human resources. 
To manage the performance of IT, management is 
interested in getting the answers to the questions 
in the first column in figure 1. The second column 
shows the type of indicators that are required to get 
the answers to these questions. 

Developing Performance Metrics 

Developing performance metrics usually follows a 
process of:

1.  Establishing critical processes to meet customer 
requirements (This helps enterprises with 
developing manageable metrics.)

2.  Identifying specific, quantifiable outputs of work 
from the identified processes in step 1.

3.  Establishing targets against which results can  
be scored

Developing metrics includes defining a balanced 
set of performance objectives, metrics, targets and 
benchmarks. Metrics should cover activities and 
outcomes that are measured using lead and lag 
indicators and an appropriate balance of financial 
and nonfinancial measures. The metrics should 
be reviewed and agreed on with IT, other business 
functions and other relevant stakeholders.7 

Metrics and indicators are based on information 
received from operations. When this information 
represents the measurement of performance, it is 

and decision making and that performance and 
compliance are monitored against agreed-on 
direction and objectives. Management plans, builds, 
runs and monitors activities in alignment with the 
direction that is set by the governance body to 
achieve the enterprise objectives.4

The IT governance processes are evaluate, direct 
and monitor (EDM). Metrics are a monitoring 
mechanism and help management monitor the 
achievements of the enterprise’s business-related 
goals and IT-related goals. Appropriate metrics help 
the governing body provide direction that is based 
on defined goals and an evaluation of metrics.
Metrics help enterprises answer valuable questions, 
such as:5  

• Is IT performance better than last year?

• What is the enterprise getting from IT investments?

• How can the enterprise benchmark performance?

• What should the enterprise do in the absence of 
measureable metrics? Can it use risk management, 
loss expectancy, attack vectors or correlation?

Metrics describe a quality and require a 
measurement baseline, e.g., 87 percent of incidents 
reported were resolved within two hours. These 
measurements demonstrate workloads and activity. 
Metrics are useful for evaluating compliance and 
process effectiveness and measuring success 
against established objectives.
Enterprises expect positive outcomes from IT and 

Figure 1—IT Performance Questions

Questions to Which Management Needs Answers Indicator Type That Can Help to Provide Answers

Are stakeholder expectations from IT achieved? Lag indicators: 
•  Can be monitored only after activity/process is partially or 

fully complete. They provide after-the-fact assurance. 
• Can be quantified

Are business goals achieved?  How did IT support the 
achievement of business goals?

Do IT resources follow the life cycle? Lead indicators: 
•  Provide assurance based on a plan/documented processes 

and implemented best practices
• Are primarily qualitative and difficult to quantify

Are the processes in place to monitor the life cycle of IT 
resources?

Does the enterprise comply with global and industry-level  
best practices?
Source:  S. Bakshi. Reprinted with permission.
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Develop metrics that focus on specific quantified 
comparisons of documented operational activities 
that are responsible for contributing to outcomes. 
Use routines and ratios and avoid wholesale 
comparisons of business lines because this 
comparison is subjective and often broad and 
qualitative. 

• Minimize cost-related comparisons—Limit 
cost-related metrics to measure only the benefits 
(value) from IT. A comparison with the industry 
or other enterprises may not be relevant. 
The challenge that enterprises face often is 
quantifying the outcomes for comparison against 
costs. For example, a service for improving 
customer satisfaction may cost enterprises; 
however, quantifying improved satisfaction of 
customers may not be possible. In such cases, 
indirect indicators, e.g., repeat/more business 
opportunities, may be more useful. 
 
Another problem is common costs, both internal 
and external, that include allocations for multiple 
operations or business lines that cannot be 
segregated for charging to a specific operation or 
business line.

• Focus on work activities and outcomes—While 
developing metrics and indicators, the focus should 
be on processes and activities for generating and 
providing data, e.g., the number of cash-related 

referred to as means-based metrics. Metrics that are 
designed to monitor the achievement of objectives 
are called ends-based metrics. Ends-based  
metrics may include:

• Changes in an enterprise’s inventory of risk 
exposure (use risk profile report) 

• Comparing defined goals of business growth with 
investment in IT and establishing relationship 

Means-based metrics may include:

• The number of application vulnerabilities over  
one year

• Percentage of automated teller machine (ATM) 
downtime during active hours (must be less than 
two percent of active hours)

• Percentage of incidents that are resolved within the 
SLA time (including escalated incidents)

The following recommendations should be 
observed while developing metrics and identifying 
performance indicators:8 

• Normalize metrics to a common attribute 
parameter—To understand trends properly, 
normalize metrics to a common parameter;  
for example:
–  Time—Is time defined as per year occurrence, 

transactions per second/minute/hour, average 
interval between events, mean time between 
failures (MTBF)

–  Cost—Is cost per unit or per million? 

• Understand the characteristics of a good 
metric—A good metric allows accurate 
and detailed comparisons, leads to correct 
conclusions, is well understood by everyone and 
has a quantitative basis. A good metric helps to 
avoid erroneous conclusions. A good metric is 
linear, reliable, repeatable, easy to use, consistent 
and independent. 

• Avoid comparisons against other similar 
enterprises—Each enterprise is different and may 
have different goals and objectives. The exception 
to this is metrics for benchmarking performance. 

   The challenge 
that enterprises 
face often is 
quantifying the 
outcomes for 
comparison against 
costs.
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ITIL defines three types of metrics:  technology 
metrics, process metrics and service metrics. 
Note that technology and process metrics are also 
referred to as operational metrics.10

Technology Metrics 
Technology metrics measure specific aspects of 
the IT infrastructure and equipment, e.g., central 
processing unit (CPU) utilization of servers, 
storage space utilized, network status (e.g., 
speed, bandwidth utilization) and average uptime 
(availability of technology).

Most technology metrics provide inputs on IT 
utilization, which is a very small part of service, to 
the chief information officer (CIO) or data center 
manager; however, unless this metric is compared 
with another metric, it may not provide meaningful 
information for top management. For example, 
consider a network response of 100 milliseconds,     
(i.e., a message reaches its destination in 100 
milliseconds). If management expects network 
response to be 10 milliseconds, the response time 
requires attention, and if management expects 
network response to be 300 milliseconds, the 
response time is more than satisfactory.

Process Metrics 
Process metrics measure specific aspects of a 
process, e.g., number of changes that are rolled 
back within a month, average incident response time 
in a month, percentage of employees who attended 
to task on time, average time to complete a process.

Process metrics provide information about the 
functioning of processes. These metrics are generally 
used for compliance conformance that is related to 
internal controls. However, too many process metrics 
may not serve the purpose of monitoring. Metrics that 
are related to critical processes may be considered for 
management reporting.

Service Metrics 
The primary focus of ITIL is on providing service. 
Service metrics are essential metrics for management 

transactions on an automated teller machine (ATM) 
or the percentage of servers that were patched 
during a month.

• Keep metrics to a manageable quantity—Top 
management may not be interested in a multipage 
analytical report or dashboard. Although a large 
amount of relevant data might be collected  
during activities, only the most critical metrics 
should be included in the management  
report/dashboard. 

What Are Good Metrics?

Good metrics generally satisfy the following criteria:9 

• Consistently measured—Metrics must provide 
similar analysis over a period of time.  

• Easy-to-gather data—The cost of collecting data 
for metrics should be low, and the data must be 
collected through routine operational processes. 
However, this data collection must satisfy the 
requirement of being contextually specific. Some 
service metrics for IT may need more effort and, 
hence, cost to get data, e.g., how many customers 
could not be serviced due to an ATM that was  
not working?

• Expressed as numbers, percentage or unit of 
measure—Numbers and percentages are easy 
to understand and compare; therefore, as much 
as possible, metrics should be represented as a 
number or a percentage.

• Contextually specific—IT metrics must measure 
the achievement of goals or objectives of business; 
therefore, the metrics must represent the context.

Types of Indicators and Metrics

The need for metrics and indicators is underlined 
by many organizations, such as the Information 
Technology Infrastructure Library (ITIL), ISACA® 
(COBIT 5) and ISO. Although ISO expects a 
measurement of performance, it does not prescribe 
any specific indicators. Measurement methods may 
be defined by organizations.
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• Information (data)

• Services, infrastructure and applications

• People, skills and competencies

Stakeholder expectations help management to  
arrive at a method for benefits realization, which 
helps to determine enterprise goals. Because 
enterprises deploy IT, these goals cascade into  
IT-related goals, which cascade into enabler goals 
(see figure 2). 

To monitor goal achievement, management uses 
indicators and metrics. COBIT 5 identifies two types 
of indicators: 

• Lead indicators are activities that predict the 
achievement of goals. These indicators are not 
measurable, e.g., implementing global or industry 
best practices or following the life-cycle approach 
for resources (enablers).

• Lag indicators are measurable and help measure 
the achievement of goals. Most metrics are 
defined for lag indicators.

COBIT 5 identifies three levels of metrics:  enterprise 
goal metrics, IT goal metrics and process goal 
metrics.14 

Enterprise Goals and Sample Metrics 
COBIT 5 identifies 17 generic enterprise goals that 
are based on dimensions of a balanced scorecard 
(BSC). These dimensions are financial, customer, 
internal, and learning and growth.

Generic metrics for IT goals and process goals 
are defined in the process description for each 
COBIT 5 process. The COBIT 5 process reference 
model identifies 37 IT-related generic processes. 
Metrics can be defined using COBIT 5. Consider the 
enterprise goal of customer-oriented service culture. 
COBIT 5 suggests using the following metrics:

• Number of customer service disruptions due to IT 
service-related incidents (reliability)

to monitor. They provide an end-to-end measurement 
of service performance. Defining service metrics can 
be difficult due to the intangible nature of service 
levels. Service metrics are more like assessments 
about what is already known about a problem and are 
measured in a way that provides ballpark results.11 
When it is difficult to measure the service levels due 
to associated uncertainty (e.g., unpredictable human 
behavior) such uncertainty in measuring service 
levels can be reduced at indicative levels and can be 
brought within ballpark measurements.

Examples of service-level metrics include  
the following:

• Results of a customer satisfaction survey indicating 
how much IT contributes to customer satisfaction

• Cost of executing a transaction (banks use this 
metric to measure the cost of a transaction that is 
carried out via different service channels, such as 
Internet, mobile, ATM and branch)

• Efficiency of service, which is based on the 
average time to complete a specific service. A 
service is not just a process; a service can consist 
of multiple processes.

Many types of metrics are required for a 
comprehensive understanding of the health of 
service management throughout the enterprise.

COBIT 5 

COBIT 5 is primarily an IT governance framework. 
Effective governance management must be able 
to manage risk and meet stakeholder expectations 
by optimizing resources. COBIT 5 identifies the 
following seven enablers that help to achieve 
governance objectives:

• Principals, policies and frameworks

• Processes

• Organizational structures

• Culture, ethics and behavior
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There are two IT-related goals that primarily map 
to the enterprise goal of customer-oriented service 
culture.15 They are IT-related goals 01, Alignment 
of IT and Business strategy and 07, Delivery of IT 
services in line with business requirements. Metrics 
suggested for IT-related goal 07 from COBIT 5 are 
(for simplicity, only those IT goals that primarily map 
to the enterprise goal in the example have been 
considered):

• Number of business disruptions due to IT  
service incidents

• Percent of business stakeholders satisfied  
that IT service delivery meets agreed-on  
service levels

• Percent of users satisfied with the quality of IT 
service delivery

• Percent of business stakeholders satisfied that 
customer service delivery meets agreed-on levels

• Number of customer complaints

• Trend of customer satisfaction survey results

Depending upon the organization’s customer 
services offered using IT solutions, the following 
metrics (which shall be a subset of metrics defined 
previously) may be considered:

• Impact on customer satisfaction due to service 
disruptions because of IT-related incidents  

• Percent of business stakeholders satisfied that 
customer service delivery meets agreed-on levels

• Reduction or increase in number of customer 
complaints related to nonavailability of IT-based 
services

Figure 2—COBIT 5 Goals Cascade Overview 

 

Source:  ISACA, COBIT 5, USA, 2012
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Enterprises can use generic metrics that are 
provided by global standards and frameworks such 
as ITIL and COBIT 5 to define enterprise-specific 
metrics, which should be mapped to enterprise 
objectives and goals.
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Based on business requirements, the following 
metrics may be considered:

• Number of IT incidents affecting business service 

• Percent of IT incidents affecting business service 
to total IT incidents

• Number of customer complaints related to service 
delivery due to issues related to IT

COBIT 5 suggests metrics for each process in the 
process reference model. The next step is to identify 
the processes that are associated with the IT-related 
goal 07. Delivery of IT services in line with business 
requirements and select the metrics for processes. 
The following processes depend upon this IT goal:

EDM01, EDM02, EDM05, APO02, APO08, APO09, 
APO10, APO11, BAI02, BAI03, BAI04, BAI06, DSS01, 
DSS02, DSS03, DSS04, DSS06 and MEA01.16

Conclusion

Developing, implementing and monitoring 
performance measurement metrics is key for 
implementing monitoring mechanisms for goals 
and objectives that are set by the IT governance 
processes. Performance measurement metrics 
should not be copied from similar enterprises. Every 
enterprise has unique objectives and, thus, unique 
metrics. This uniqueness is due to many reasons, 
including business strategy and objectives, enterprise 
culture, difference in risk factors, risk assessment 
results, and geopolitical and economic situations.

   Every enterprise  
has unique objectives 
and, thus, unique 
metrics.
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elements that an enterprise needs to implement and 
manage a robust risk management program. The 
NIST RMF includes the system development life 
cycle phases and the steps that risk management 
organizations should follow (figure 1).

Test, Test, Test

Although all of the steps of the NIST RMF are 
important, Step 4:  Assess Security Controls is the 
most critical step of a risk management program. 
Testing the system thoroughly and then performing 
ruthless configuration management to maintain 
the security are essential. If the system is tested 
properly, it will be fundamentally secure. If the 
enterprise maintains a secure system configuration, 
the system basically stays at the same level of 
security. Often, enterprises do not adequately test 
systems, and the mechanisms to verify accurate 
auditing of security assessments and other controls 
are lacking. Nothing can substitute for assessing 
security controls. Some of the reasons for this lack 
of security controls assessment are:

• Leadership not providing clear expectations for 
assessing controls/testing schedules

• Inadequate oversight of the risk management 
program

• Lack of skilled test managers and testers/security 
assessors

• Leadership pressure to condense the testing cycle 
due to the schedule having a higher priority than 
the security of a system
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Assessing Security Controls 
Keystone of the Risk Management Framework

CISOs and CSOs need to ensure that their 
enterprise risk management programs have a 
solid foundation—the enterprise risk management 
framework. This framework should provide a 
disciplined and structured process that integrates 
risk management activities into the system 
development life cycle and enables risk executives 
to make informed decisions. The US National 
Institute of Standards and Technology (NIST) 
Risk Management Framework (RMF) is such a 
framework. Commitment to a risk management 
framework and robust risk principles are critical  
for a successful risk management program.

Making informed risk decisions involves risk-decision 
fidelity and steps to determine risk acceptance. A 
good recipe for making risk decisions includes a 
mixture of:

• Objective data

• Pass/fail test results

• Mitigations

• Qualitative analysis

• Subjective data

• A healthy portion of intuition

The subjective data may raise eyebrows. This 
ingredient considers probability and questions 
who provides the data, as the data source could 
be important. The intuition portion is also not as 
objective as facts such as test results. Intuition 
does not lend itself to a quantitative risk model, 
rather, qualitative analysis is a key ingredient in the 
decision-making recipe.

Practitioners inherit a variety of risk management 
programs in various states over their careers. Some 
are actually quite good, some are adequate and 
others are complete disasters. Regardless of the 
state of the program, sticking to a framework and 
solid risk principles is critical.

During the last five years, the NIST RMF has gained 
extensive use across the United States and several 
other nations. NIST developed and published the 
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The role of the security assessor/tester is to test all 
key security controls for a system and account for 
all of the security controls for which the system was 
categorized in step 1 of the NIST RMF. The role may 
also include the development and execution of the 

How testing is audited is also a challenge for 
enterprises implementing a risk management 
program. Quality assurance or compliance oversight 
is often underfunded or lacks the experience to 
identify the red flags.

The Basic Security Assessment 
Process

In NIST RMF Step 4:  Assess Security Controls,  
NIST guidelines recommend testing all of the 
applicable security controls in NIST Special 
Publication 800-531 for which the system has 
been categorized. The only way to know whether 
a security control works or not, or passes or fails, 
is to test it. Testing security controls cannot be 
achieved through a vulnerability scanning tool, 
which only checks a small number of security 
controls. A vulnerability scan often tests a fraction, 
approximately five percent, of the security controls. 

Figure 1—NIST Risk Management Framework

Source:  National Institute of Standards and Technology, Guide for Applying the Risk Management Framework to Federal Information Systems, NIST Special 
Publication 800-37, Revision 1, February 2010, figure 2-2. Reprinted with permission.
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   The only way to 
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security control 
works or not, or 
passes or fails, is to 
test it.
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• The number of enterprise systems that have  
risk acceptance

The fidelity of measuring the effectiveness of a risk 
management program rests in whether the security 
controls are being tested and retested periodically, 
and whether a record of test results exists. 

In the US intelligence community, many auditors 
and compliance officers, as a normal course of their 
duties, perform an annual audit of the agency’s risk 
management program and processes to validate 
whether the program is being run according to 
standards and to validate the accuracy of the 
metrics that are being reported. The auditors use 
a relatively small team, sometimes a third party, to 
perform the audit. The auditor reviews a subset of 
the agency systems, because most agencies have 
hundreds to thousands of systems. Some of the 
subsets are a small .001 percent of the total number 
of agency systems. This method does not reveal the 
true state of the agency risk management program 
and whether the steps of the RMF, especially testing, 
are being performed. Too few systems are reviewed 
and the review is often time consuming. 

Audit teams should pivot and focus on a broader 
set of systems and a more detailed review of the 
integrity of testing. To broaden the set of systems, 
the teams will have to be less in-depth on the 

test plan for the system. The test plan includes all 
controls for which the system has been categorized. 
The security assessor executes the test plan with the 
system owner and records the results. The results of 
the NIST RMF step 4, which is also referred to as the 
security assessment phase, include:

• A list of applicable security controls

• A test plan encompassing all of the applicable 
security controls

• A test report (pass/fail)

• Mitigations for any failed controls

These results are the outcome of a basic security 
assessment process and provide the risk executive 
with the information that is required to make a risk 
decision. Within the US intelligence community, the 
risk executive is designated by the agency director 
and is often the chief information officer (CIO), 
deputy CIO, chief information security officer (CISO) 
or director of risk management; however, enterprises 
may designate the risk executive in a different way. 

If an enterprise security assessment process does 
not have this level of integrity and fidelity, risk 
decisions are being made basically without the 
necessary information. A great risk management 
program follows the security assessment process 
and performs penetration testing after the system is 
risk accepted and in operation. However, as a risk 
executive, the most important, the most revealing 
and the most objective step of the risk management 
framework is the assessment of security controls. 
If this risk management phase is not performed 
correctly, the ability to legitimately accept the risk is 
virtually impossible.

What Is an Auditor to Do?

Each year, the public sector submits metrics and 
measures in support of government compliance and 
reporting requirements. Some of these many  
metrics include:

• The number of systems that the enterprise 
operates

• The number of enterprise systems that have an 
authorization to operate
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integrity of the program. The following specific 
requests can reveal a great deal to an audit team, to 
a CISO and to the CIO:

• Archive of test plans for each system, with test 
result, per system. A test plan will have all security 
controls for which the system was categorized.

• How many of the security controls were tested 
manually? Who performed the test?

• How many of the controls were tested with a tool 
or application? Which tools were used and what 
specific controls did each tool test?

• Of the total number of security controls, how many 
passed? 

• Of the total number of security controls, how many 
failed? What were the compensating mitigations? 
Was the mitigation tested? 

• Where is this system physically set in the 
enterprise and to what is it connected?

• Does the system security documentation reflect all 
of the above?

If an enterprise uses the NIST RMF and the risk 
management program can successfully answer the 
questions for each of its systems, the foundation of 
the risk management program is solid. No program 
is perfect; however, if an enterprise is assessing 
security controls with a high degree of fidelity and 
the auditor can verify this fidelity, then the enterprise 
risk management program is in good, if not great, 
shape.

Endnotes

1  National Institute of Standards and Technology, 
Security and Privacy Controls for Federal 
Information Systems and Organizations, 
Special Publication 800-53, Revision 4, USA, 
April 2013, http://nvlpubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-53r4.pdf

overall review of the system and focus on the 
most revealing step of the RMF—the available 
evidence to determine the integrity of step 4. If the 
organization has 1,000 systems, the organization 
should have 1,000 test plans and the test results 
for each system. The exception would be if the 
systems use centralized security services available 
from the enterprise. If audit teams can determine 
the existence of system test plans and test results 
and interview the security assessors, the teams can 
accurately determine whether the system was tested 
completely and whether the risk executive has the 
most objective data to make a risk decision. If the 
system is not tested or inadequately tested, the risk 
acceptance or authorization to operate should be 
invalidated.

Enterprise leadership needs to set expectations 
for the enterprise risk management program and 
how the program will be measured, especially the 
security assessment phase of the risk management 
framework. For auditors, asking the right questions 
is crucial to discovering the true state of how the  
risk management program is working and the 
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GDPR’s impact will be felt. Rest assured, the export 
regime will make sure of that. Companies meeting 
these definitions will be forced to comply or abandon 
any opportunity to engage with the significant 
audience of EU customers. Stiff penalties for 
noncompliance include fines greater than €20 million, 
or approximately US $23 million, and 4 percent of the 
company’s global revenue. 

Although companies of all sizes will be challenged, 
the GDPR most significantly impacts global 
companies with a broad international presence. 
These challenges arise from companies having 
to expand the scope of already very complex IT 
landscapes and from the cross-border transmission 
of personal data. 

Turning Cost Into Value

Usually, any compliance is perceived as a cost. 
Effective companies and their leaders successfully 
generate value for businesses and their customers 
by designing and deploying responsive data privacy 
and compliance programs.

For example, the leading global energy management 
and automation provider proposed three major 
objectives for its worldwide personal data protection 
compliance initiative:

1.  Put the US $1.2 billion risk of breaching personal 
data protection regulations4 under control in the EU 
and other countries where the company operates.
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On 4 May 2016, after four years in the making, 
the European Union (EU) General Data Protection 
Regulation (GDPR) was published in the Official 
Journal of the European Union1 and officially set 
an application date.2 While the regulation entered 
into force on 24 May 2016, it applies going forward 
beginning on 25 May 2018. The GDPR is working 
in conjunction with, and expanding upon, the EU 
Directive regarding the processing of personal data 
to achieve the common goals of personal data 
protection, crime investigation and prosecution. This 
partnership is unveiling sweeping updates to data 
protection rules of which the world has not seen the 
likes in more than 20 years.

The vast majority of respondents (84 percent) 
indicated that they anticipate that the GDPR 
will impact their organization.3

The new GDPR, put forth by the European 
Commission in 2012 and generally agreed upon 
by the European Parliament and Council in 
December of that same year, is set to replace Data 
Protection Directive 95/46/EC. Over the past four 
years, proactive companies have implemented 
the necessary privacy processes and procedures 
that comply with Directive 95/46/EC. Companies 
will need to do the same once again for the new 
protections for EU data subjects when the GDPR 
begins to be enforced. Substantial fines and 
penalties will be imposed on companies with 
noncompliant data controllers and processors. 

The impact of this new regulation is completely 
pervasive. Companies with more than 250 employees 
that process personal data of EU citizens will be 
subject to the GDPR. Not only that, but GDPR applies 
to all private sector personal data processing by 
organizations of the EU and organizations outside 
the EU that target EU residents. Wherever such 
organizations transfer personal data to the EU, the 
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Challenges 

The GDPR and national personal data protection 
regulations push the need for organizations to develop 
and deploy risk and compliance frameworks that 
span numerous internal departments, including legal, 
security and IT, all while staying in accordance with 
differing legislations across multiple jurisdictions 
around the world. While there are different views  
on the processes that global organizations can adopt 
to establish and manage regulatory and compliance 
risk factors, the challenges that enterprises need to 
consider are actually very common. They are:

•  Complexity—The volume and increasing complexity 
of the personal data protection regulatory landscape 
have gained momentum, particularly in the EU, 
the United States and some emerging countries. 
Global companies need to comply with a variety of 
regulatory legislation on national levels and ensure 
compliance across all business dimensions such 
as countries, data types and volumes, and various 
residencies of data processors.

•  Agility and consistency—Agility is a necessary 
factor. Laws and regulations change constantly, 
and the time it takes for new IT products to reach 
the market is shrinking. Compliance with these 
changes must also reflect a condensed time frame 
to be effective. Companies must bring consistency 
to their compliance structures. It needs to be in 
real time and accurately reflect changes in rules 
and new regulations. Each company needs to 
develop and be aligned with rapid delivery cycles 
of IT systems and products. Compliance with 
new regulations means making sure that multiple 
systems and multiple processes are compliant, 
not only at implementation, but throughout the 
structure’s life cycle. 

•  Experts’ capacity and availability—The lack of 
IT security expertise and the scarcity of experts in 
the personal data protection field slow down and 
complicate the process of building compliance 
frameworks. Global companies fight for the 
limited number of experts who can lead complex 
data protection compliance programs and often 
experience challenges in educating employees 
about personal data protection.

2.  Enable and support the growth of revenue and 
a rich customer experience in the area of mobile 
solutions and connected Internet of Things (IoT) 
solutions the company offers:

How leaders generate value through 
compliance:
•  Expand customer satisfaction and build 

trustful relationships with clients
•  Enable revenue growth
•  Lower the cost of compliance

3.  Achieve a reduction in the cost of compliance 
with personal data protection legislation. One way 
to do this is by utilizing binding corporate rules 
through the application of different compliance 
methods, including self-certification, with respect 
to the risk profile of IT applications and systems 
involved in personal data processing.

In addition, the company believes its global 
responsibility goes beyond regulatory compliance. 
The company has solid principles of conducting 
business ethically, sustainably and responsibly around 
the globe. Responsibility is the key objective at the 
heart of the company’s corporate governance. This 
determines the commitment of the company to set 
and meet the highest standards in ethics and privacy, 
and enables it to shape the future of the industry by 
introducing tomorrow’s best practices today.

Every company’s goal is compliance, but also to 
seek it in such a way that sustains growth and 
profitability. This is not an easy task, as each 
company will face multiple challenges in an attempt 
to reach compliance. 

      Every company’s goal is 
compliance, but also to seek it in 
such a way that sustains growth 
and profitability.
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Once we estimated that we needed to educate 
2,500 key stakeholders on a process change 
to achieve a high level of awareness, we 
collaborated with our internal communication 
department to design and run a yearlong 
multi-channel communication campaign. We 
leveraged internal social media, webinars, and 
e-learning to drive the framework’s adoption, 
data privacy, and security risk awareness 
culture globally. Our goal was not only to 
embed the framework we designed into 
existing processes, but ensure that compliance 
becomes a part of the professional knowledge 
of project managers, and application delivery 
and operations teams. 

– Enterprise Architecture Director

There are four main challenges in driving the 
framework design adoption: 

1.  The complexity of the external and internal 
regulatory environments. The framework had 
taken more than 200 laws, policies, standards 
and guidelines into account and then simplified 
them into applicable risk assessment procedures, 
recommendations and controls. 

2.  The initial maturity of policies required intensive 
involvement of experts for assessing risk,  
guiding project delivery teams on implementation 
and applying controls. This was a serious 

Although companies face daunting challenges 
such as scale, geographic diversity, competing 
priorities and communications, the outlook for these 
companies is not all bleak. There are certain factors 
that will help forge a compliance framework with a 
great chance for success.

Real-life Frameworks 

One of the examples of successful compliance 
frameworks was demonstrated by a global company 
that introduced the certification framework to ensure 
the security and compliance of IT applications and 
systems, thus guaranteeing clients, customers and 
employees the adequate protection of their  
personal and corporate data, entitlement to rights 
granted by legislation, and compliance with 
corporate and industrial standards and policies.  
The framework was designed to cover more than 
1,000 software applications released annually, 
which store billions of records of structured and 
unstructured data and are accessed by millions of 
people worldwide.

At an early stage of framework development, it was 
recognized that the compliance process should 
comprehensively cover the application’s journey 
along the whole life cycle from idea to retirement 
and ensure the privacy-by-design concept and data 
protection at every stage. The framework is based 
on a four-step process including risk assessment, 
risk mitigation, certification and post-certification 
audit phases (figure 1).

Figure 1—The Phases of Ensuring Data Protection in the Project Delivery Life Cycle

 

Source:  I. Kabanov. Reprinted with permission.
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Factor of Success

Design and deployment of compliance programs 
vary greatly. Each organization needs to ensure 
that compliance is properly embedded into current 
organizational processes. The more complex the 
organization, the more difficult it will be to ensure 
that privacy programs or initiatives are integrated 
into, or throughout, the organization. 

The highest level of integration of a compliance 
framework into existing project and program 
management processes guarantees the robustness 
and comprehensiveness of its free-of-redundancy 
controls. As an example, the framework needs to 
be aligned with processes that may have different 
names in organizations, such as end-to-end project 
excellence and software development life cycle 
governance. This will help make sure that applications 
processing data follow the framework to ensure 
security and compliance at every stage of the life 
cycle, along with executing privacy-by-design and 
security-by-design principles.

Communication is a critical part of successful 
integration of the framework into a company’s 
operations and projects delivery routine. 
Communication at the large scale of the project is a 
challenging exercise. To achieve success, teams need 
to partner with a variety of stakeholders, then design 
and drive a multiwave communication campaign 
as part of a change management process to raise 
awareness about the framework and educate  
project delivery teams on key data privacy and 
security risk. 

Communication supports collaboration, which 
a recent International Association of Privacy 
Professionals (IAPP) survey of 550 privacy, IT and 
information security professionals indicated as critical 
in addressing data breaches. Indeed, 90 percent of 
those surveyed considered collaboration among the 
privacy, security and IT departments, together with a 
strong data breach response team, as most important 
for mitigating the risk of a data breach.5  

impediment for scaling the framework, therefore, 
the team tackled the challenge by applying  
an experimentation approach. This enabled  
the team to develop best practices and  
document them in the forms of hands-on 
guidelines for project delivery teams and 
application owners.

3.  The complexity of an existing IT landscape where 
the data are processed became an additional 
challenge. Because of this hurdle, the team put 
a lot of effort into learning about the existing 
architecture and mapping data.

4.  The large scale of the program’s implementation, 
diverse geography of deployment and the 
inconsistent level of awareness about data privacy 
among 2,500 key stakeholders spread across all 
24 time zones created a significant challenge for 
the rapid deployment of the framework. 

The framework was the result of perfectly orchestrated 
and consolidated work of team members from all 
continents representing key functional verticals. The 
team has worked tirelessly across cultures, languages 
and time zones, all while staying focused on designing 
and deploying this framework.
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practice for personally identifiable information 
protection7 and ISO/IEC DIS 29134:2016 Information 
technology—Security techniques—Privacy impact 
assessment–Guidelines.8 

Volatility of the regulatory environment and rapid, 
unpredictable geopolitical changes demand that 
global organizations have truly robust compliance 
frameworks to address possible changes in the 
organization’s compliance needs, as well as evolving 
external requirements. Brexit is a perfect example  
of how the UK leaving the EU, coupled with the 
GDPR, will make compliance more challenging for 
global firms. 

Because the UK’s actual exit from the EU will take 
place after 25 May 2018, it is important to note that 
EU companies will still need to comply with GDPR. All 
companies processing data of UK citizens at that time 
will be required to comply with the UK legislation. 

Steve Wood, interim deputy commissioner at the UK 
Information Commissioner’s Office (ICO), says, “The 
ICO’s role has always involved working closely with 
regulators in other countries, and that will continue 
to be the case. Having clear laws with safeguards in 
place is more important than ever given the growing 
digital economy, and we will be speaking to the British 
government to explain our view that reform of UK data 

Compliance to personal data privacy issues is  
not solely the purview of IT departments. All 
facets of an organization must be committed to 
implementing any new rules and regulations and 
integrating those new factors throughout every 
department and at every organizational echelon of 
the company.

Beyond Compliance

Company leaders demonstrate ethical leadership in 
their industries and use ethical conduct as a profit 
driver and competitive differentiator. A compliance 
framework can serve as a key component of the 
global cyber security and compliance portfolio 
of initiatives. It aims to enable and support 
revenue growth and provide flawless, safe and 
secure customer and employee experiences. 
While customers ask for improved productivity, 
precision and efficiency, companies should answer 
those needs through trustworthy relationships 
guaranteeing to customers and partners the highest 
level of data privacy, as well as confidentiality, 
integrity and availability of the information.

In addition, compliance frameworks can play a 
crucial role in reducing project and product delivery 
life cycles to support strategic business growth in 
primary market target areas of mobile solutions and 
connected IoT offerings.

Conclusion

Companies of all sizes are likely to find that GDPR 
compliance and implementation will not be easy. It 
will require thorough and flawless integration into 
each company’s unique processes, which, in turn, 
will require emphasis on adequate communication 
and regulatory education. Most global companies 
are already looking to build strong compliance 
frameworks based on International Organization for 
Standardization (ISO) standards6 and are waiting 
for publication of ISO/International Electrotechnical 
Commission (IEC) 29151:2015 Information 
technology—Security techniques—Code of  

   A compliance 
framework can serve 
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of the global cyber 
security and 
compliance portfolio 
of initiatives.
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protection law remains necessary.”9 Essentially, this 
means the UK will be evolving data protection laws 
and demanding organizations serving UK customers 
to ensure compliance in addition to the GDPR. 
It is important to remember that personal data 
protection regulations are mostly designed to 
help organizations achieve best practices for data 
protection; they are actually a good set of rules 
to follow. Fundamentally, the majority of personal 
data protection compliance requirements demand 
privacy by design, good information management 
policies, and reasonable security measures, 
procedures and technologies to minimize possible 
data loss incidents. Therefore, organizations that 
have designed and deployed robust compliance 
frameworks with a reasonable granularity of 
controls will be able to apply them widely, while also 
addressing possible regulatory changes and shifting 
compliance needs, to safely protect personal data 
and enable business opportunities. 
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on the General Data Protection Regulation and 
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Figure 1—COBIT 5 Enterprise Enablers

 

Source:  ISACA, COBIT® 5, USA, 2012

 
Processes
Processes describe an organized set of practices 
and activities to achieve certain objectives and 
produce a set of outputs in support of achieving 
overall IT-related goals.6 

Processes require good practices. These are provided 
by the ITAF guideline 2402,7 which documents 
guidelines on confirming the actions taken in response 
to audit recommendations. Processes should also 
have a life cycle. This is documented in the 2402 
guideline as:  

• 2.1 Follow-up process

• 2.2 Management’s proposed actions

• 2.3 Assuming the risk of not taking corrective action

• 2.4 Follow-up procedures

COBIT® 5 for Assurance builds on the COBIT® 5 
framework by providing detailed and practical 
guidance for assurance professionals on how to use 
COBIT 5 to support a variety of IT assurance activities.

One of the key IT assurance activities is ensuring 
that risk has been mitigated. COBIT 5 for Assurance 
requires that, where appropriate, recommendations 
should include provisions for timely monitoring and 
follow-up.1 

Implementing an audit follow-up process using 
the COBIT 5 enablers and ISACA’s Information 
Technology Assurance Framework (ITAF)2 provide 
value to the enterprise.

COBIT 5 Enablers and the Audit 
Follow-up Process

Enablers are factors that, individually and 
collectively, influence whether something will work. 
Enablers are driven by the goals cascade, i.e., 
higher-level IT-related goals define what the different 
enablers should achieve.3 The COBIT 5 framework 
describes seven categories of enablers (figure 1). 
COBIT 5 for Assurance reviews each of these 
enablers, highlighting the assurance perspective. 
This article follows a similar methodology focusing 
on the audit follow-up process.

Principles, Policies and Frameworks
Principles, policies and frameworks are the vehicles 
to translate the desired behavior into practical 
guidance for day-to-day management.4

Practical guidance for audit follow-up activities are 
included in ITAF. Specifically, standard 2402, Follow-
up Activities,5 requires IS audit and assurance 
professionals to monitor relevant information to 
conclude whether management has planned/taken 
appropriate, timely action to address reported audit 
findings and recommendations. 
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Culture, Ethics and Behavior
Culture, ethics and behavior of individuals and of 
the enterprise are very often underestimated as a 
success factor in governance and management 
activities.9 For the audit follow-up process, the focus 
is on confirming the implementation of audit items. 
Good practices are discussed in figure 4. 

Figure 3—Audit Follow-up RACI Chart

Responsible Auditee—Issue manager

Accountable Auditee’s manager—Issue owner 

Consulted Risk management, compliance, legal, etc.

Informed Board, audit committee, external audit
Source:  Ian Cooke. Reprinted with permission.

Information
Information is pervasive throughout any organization 
and includes all information produced and used by 
the enterprise. Information is required for keeping 
the organization running and properly governed.10 

Information about the audit follow-up items should 
be captured in an assurance findings register. This is 
a register of issues/findings raised during assurance 
activities. It is maintained and followed up on to 

• 2.5 Timing and scheduling of follow-up activities

• 2.6 Nature and extent of follow-up activities

• 2.7 Deferring follow-up activities

• 2.8 Form of follow-up responses

• 2.9 Follow-up by professionals on external audit 
recommendations

• 2.10 Reporting of follow-up activities

The steps suggest that audit recommendation items 
have different statuses as they flow through the life 
cycle. Figure 2 summarizes the statuses that an 
action may have through its life cycle.

Organizational Structures
Organizational structures are the key decision-
making entities in an enterprise.8 Good practices 
here include defining the operating principles, the 
span of control, the level of authority, the delegation 
of authority and the escalation procedures for  
audit recommendation items. The best way to do 
this is using a responsible, accountable, consulted 
and informed (RACI) chart. A suggested RACI chart 
for the audit follow-up process can be seen in 
figure 3. 

Figure 2—Audit Recommendation Statuses

Status Description Related Date

Draft The action has yet to be agreed upon with management. Date raised

Outstanding The action has been agreed upon with management, but has not yet 
been implemented.

Partially implemented The action is a work in progress; some elements have been 
implemented. 

Fully implemented Management has indicated that all elements of the agreed-upon 
action have been completed.

Fully implemented date

Confirmed Internal audit has confirmed, via follow-up procedures, that the 
agreed-upon action has been completed.

Date closed

Deferred The action has been deferred until a later date (e.g., it may be 
dependent on another action, activity or upgrade).

Date closed

Disagreed Management has decided against implementing the agreed-upon 
action. 

Date closed

Source:  Ian Cooke. Reprinted with permission.
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Figure 6—Assurance Findings Register 
Suggested Additional Data Items

Recommendation theme

Company, division

Country

Related framework/regulation
Source:  Ian Cooke. Reprinted with permission.

Services, Infrastructure and Applications
Services, infrastructure and applications include 
the infrastructure, technology and applications that 
provide the enterprise with information technology 
processing and services.13 

From an audit follow-up perspective, what is really 
required is a facility to store the assurance findings 
register and produce reports based upon the same. 
This may be an application (e.g., audit management 
software) or Microsoft Excel/Access. Workflow-type 
applications may also be helpful for requesting and 
following up on the recommendations. 

People, Skills and Competencies
People, skills and competencies are required for the 
successful completion of all activities and for making 
correct decisions and taking corrective actions.14 

The auditor must be competent and have the 
necessary skills to confirm the implementation of the 
audit item. The auditor should know or have an idea 
in advance of what would be acceptable to confirm 
implementation. This may vary depending on the 
significance of the item. A Certified Information 
Systems Auditor® (CISA®) qualification and familiarity 
with ITAF would also be of benefit.

Bringing It All Together—The Audit 
Follow-up Process in Action

Management’s Proposed Actions
The follow-up process begins with the creation 
of the audit report, specifically, at the time 
recommendations are made and management’s 
proposed actions15 are documented. Figure 7 
documents what should be captured at this stage.

ensure that significant issues/findings have been 
acted on as agreed upon in assurance reports.11 
Figure 5 shows the data items that should be 
captured at a minimum.

Figure 4—Culture, Ethics and Behavior 
Good Practices

Communication The purpose of the audit follow-up 
process should be documented and 
communicated to all employees, but 
especially those identified in figure 3. 

Champions Employees who are willing and/
or able to champion the follow-up 
process should be identified. 

Enforcement There may be a need for 
enforcement. For example, there 
may be a need for a human 
resources (HR) policy stating that any 
misrepresentation by auditees will 
result in disciplinary action. 

Incentives and
rewards

Completion of audit recommendations 
items could form part of the auditee’s 
incentives schemes.

Source:  Ian Cooke. Reprinted with permission.

Figure 5—Assurance Findings Register 
Minimum Data Items

A unique reference number

The report reference

A description of the item/risk

Significance—denotes the level of perceived risk 

A description of the proposed solution/mitigation

The proposed implementation date
Source:  Ian Cooke. Reprinted with permission.

However, it is advantageous to add additional data 
items. COBIT® 5:  Enabling Information describes 
information attributes. Specifically, semantics refers 
to the meaning of information.12 One can add to the 
meaning of information by adding data items  
(figure 6).

Other items may be applied that add meaning to the 
enterprise.

ISACA JOURNAL VOL 6 41



ISACA JOURNAL VOL 642

Enjoying
this article?

•  Read Information 
Systems Auditing:  
Tools and 
Techniques—IS 
Audit Reporting. 
www.isaca.org/tools-
and-techniques

•  Learn more about, 
discuss and 
collaborate on using 
COBIT® 5 in the 
Knowledge Center. 
www.isaca.org/cobit-
5-use-it-effectively   

compensating controls have been implemented, or 
business objectives or priorities have changed in 
such a way as to effectively remove or significantly 
reduce the original risk.

Assuming the Risk of Not Taking Corrective Action
Management may decide to accept the risk of 
not correcting the reported condition because of 
cost, complexity of the corrective action or other 
considerations.17 In such circumstances, the 
recommendation may be disagreed with or deferred 
until a later date.

Reporting of Follow-up Activities
ISACA’s documentation recommends that a report 
on the status of agreed-upon corrective actions 
arising from audit engagement reports, including 
agreed-upon recommendations not implemented, 

Follow-up Procedures
Once the proposed actions are agreed upon, 
procedures for follow-up activities should be 
established.16 This should include:

• An evaluation of management’s response

• A verification of the response, if appropriate

• Follow-up work, if appropriate

Upon completion of the follow-up activities, the status 
of the audit recommendation item should change. For 
example, the recommendation status may change 
from “outstanding” to “partially implemented,” “fully 
implemented” or, if verified, “closed.”

The significance can also change. This could 
occur where application systems have changed, 

Figure 7—Sample Audit Recommendation Item

Data Item Reference Example

A unique reference number Figure 5 3434

The report reference Figure 5 2016/05

A description of the item/risk Figure 5 There was no service level agreement (SLA) 
defined….

Significance—denotes the level of perceived risk Figure 5 3 (1 is highest)

A description of the proposed solution/mitigation Figure 5 An SLA will be defined….

The proposed implementation date Figure 5 09/30/2016

Auditee—issue manager Figure 3 IT manager 4

Auditee’s manager—issue owner Figure 3 Executive 2

Status Figure 2 Outstanding

Date raised Figure 2 06/30/2016

Fully implemented date Figure 2

Closed date Figure 2

Recommendation theme Figure 6 SLAs

Company, division or location Figure 6 Dublin

Country Figure 6 Ireland

Related framework/regulation Figure 6 COBIT 5 APO09
Source:  Ian Cooke. Reprinted with permission.
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Figure 8—Sample Summary—Outstanding 
by Country

 

Source:  Ian Cooke. Reprinted with permission.

should be presented to the appropriate level of 
management and to those charged with governance 
(e.g., the audit committee).18 

Reporting on the status of individual items is good 
practice. However, by collecting the information 
suggested earlier, together with the tracked statuses 
and related dates, more can be done. First, by using 
Excel pivot tables (or a similar tool) the data can be 
aggregated. This can then be used to show how 
entire sections, divisions, countries or owners are 
performing (figures 8 and 9). 

Figure 9—Sample Summary—Status by Owner

 Source:  Ian Cooke. Reprinted with permission.
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These examples indicate pain points and are very 
much lag indicators. However, a careful review of 
the allocated themes reveal that they can also be 
considered lead indicators. For example, if a new 
application is going to be implemented in Ireland, 
there are likely to be issues with authentication and 
authorization (figure 13). 

Excel pivot tables can also be used to summarize 
the audit recommendations statuses into formats 
with which management will be familiar (figure 10).

Or, they can be used to demonstrate compliance to 
the enterprise’s standards (figures 11 and 12).

Figure 10—Sample Summary Overdue Items by Number of Days

 

Source:  Ian Cooke. Reprinted with permission.

Figure 11—Sample Summary Closed Items by International  
Organization for Standardization (ISO) Clause

 

Source:  Ian Cooke. Reprinted with permission.
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Figure 13—Sample Summary—Open Items by Theme

 

Source:  Ian Cooke. Reprinted with permission.
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Figure 12—Sample Summary—Significance by COBIT 5 Reference

 

Source:  Ian Cooke. Reprinted with permission.
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Edition.aspx

 3  ISACA, COBIT® 5, USA, 2012, p. 27, www.isaca.
org/COBIT/Pages/COBIT-5-Framework-product-
page.aspx

 4  Op cit, COBIT 5, p. 27
 5  Op cit, ITAF, p. 39
 6  Op cit, COBIT 5, p. 27
 7 Op cit, ITAF, p. 141
 8 Op cit, COBIT 5, p. 27
 9  Ibid.
 10  Ibid. 
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Pages/COBIT-5-Enabling-Information-product-
page.aspx

 13 Op cit, COBIT 5, p. 27
 14  Ibid.
 15  Op cit, ITAF, p. 142
 16  Ibid. 
 17  Ibid. 
 18  Ibid. 

Benefits of the Enhanced Audit 
Follow-up Process 

Capturing the audit recommendation statuses in 
an assurance findings register means that, as per 
good practice, a report on the status of agreed-
upon corrective actions can be presented to senior 
management and the audit committee.
However, by capturing the suggested additional 
information, one can: 

• Present summarized information by country/
department/region/owner 

• Present the information in a format with which 
executives are familiar 

• Clearly show compliance to standards and regulation 

• Use the information as a lead indicator for new 
initiatives 

This gives a better perspective of the risk affecting 
different areas of the enterprise.

Endnotes

 1  ISACA®, COBIT® 5 for Assurance, USA, 2013,  
p. 17, www.isaca.org/COBIT/Pages/Assurance-
product-page.aspx

www.isaca.org/Journal-Jv6    
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Numerous disciplines use simple and advanced data 
analytics for:

• Classification—Identifying good customer/bad 
customer and fraud/no fraud

• Clustering—Identifying groups with similar behavior

• Association—Determining that everyone who 
bought item A also bought item B, and 80 percent 
of them also bought item C

• Summarization—Describing groups with certain 
characteristics (e.g., executives with average use 
of company card totals greater than x dollars)

• Link analysis—Determining connections (e.g., A 
called B, and B immediately called C, hence, A 
may be linked to C)

• Deviation detection—Identifying transactions 
significantly different from the average

• Prediction/estimation—Predicting trends or 
growth of a new business

• Visualization—Perhaps this is not data analytics 
proper, but aids in nonautomated human discovery 
(e.g., charts or medical imaging)

Two Categories of Data Analytics

Data analytics techniques generally belong to one of 
the following two categories: 

•  Simple—One knows what one is looking for. 
The first category typically has a well-defined 
rule or threshold and looks for violations (e.g., 
all transactions with monetary value larger than 
a certain threshold or all retired employees who 
continue to have access to IT systems). The first 
category of analytics usually employs queries 
to a database or spreadsheets. Audits use this 
category of analytics extensively. As data size 
increases, auditors often rely on aggregated  
data that IT prepares. Such data may be 
inadequate for reasons of flexibility and 
dependence on IT. Data do not need to be big  
to be useable or useful.

Data analytics is a must-have capability for the audit 
function1 and widely expected to become a big part 
of its future.2

Data analytics is defined as, “the science of 
examining raw data with the purpose of drawing 
conclusions about that information...”3 The definition 
continues, stating: 

The science is generally divided into 
exploratory data analysis (EDA), where new 
features in the data are discovered, and 
confirmatory data analysis (CDA), where 
existing hypotheses are proven true or false... 
In information technology, the term has a 
special meaning in the context of IT audits, 
when the controls for an organization’s 
information systems, operations and 
processes are examined. Data analysis is used 
to determine whether the systems in place 
effectively protect data, operate efficiently and 
succeed in accomplishing an organization’s 
overall goals.4
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in telecommunications or private automatic branch 
exchange (PABX) systems. In general, although an 
undetected intrusion or fraudulent activity may not 
violate a single rule or threshold and, thus, evade 
the first category of analytics, the activity must, 
nevertheless, exhibit characteristics that are different 
from normal activity to be detected by advanced 
data analytics. Advanced data analytics can detect 
deviations from normal behavior even if normal 
behavior has not been defined in terms of rules 
or thresholds. However, to detect these cases, all 
relevant information, (i.e., fields) must be identified 
and included in the data, even though it may not be 
clear yet how the information must be correlated to 
identify deviations for a fraud case, for example. 

The Case for Domain Expertise

Regardless of the data analytics category or method, 
domain expertise is vital to data analytics and is the 
prime reason why enterprises recruit new auditors 
who have domain expertise in a relevant field such 
as IT or finance. 

Domain expertise is required to identify the relevant 
fields in the data. Systems and data analytics tools 
return noise if they are provided with irrelevant 
data, and the cost of investigating false positives is 
typically substantial. For example, if an enterprise 
employs data analytics to identify possible fraud, 
money laundering or a possible attack, a data 

•  Advanced—One does not know a priori what 
one is looking for (e.g., auditors are not checking 
whether thresholds are violated or even the 
threshold values). For example, auditors discover 
a new phenomenon that is not yet covered by 
known rules and thresholds. Auditors may be 
interested in trends or patterns, or they may be 
interested in discovering new things. The data are 
often telling a story and, in this category, auditors 
want to be able to read the story. An example is 
fraud—auditors may not know exactly if fraud 
exists and precisely what it consists of because 
new forms of fraud may appear. Auditors may 
even be interested in teaching a computer how 
to read data and make inferences, although the 
computer’s performance should be supervised. 

The first category of data analytics is analogous 
to learning to drive by learning the rules (e.g., how 
to start the engine, how to brake, how to turn the 
wheel, understanding speed limits), and the second 
category is similar to learning to drive by watching 
videos categorized as good and bad driving. The 
techniques in the second category are widely used 
in many fields and are often combined with methods 
from the first category or other methods from the 
second category. The main focus of this article is 
advanced data analytics.

The Complexity of Advanced  
Data Analytics

Advanced data analytics deals with complex cases 
that cannot be labeled with a simple rule such 
as “if the transaction value is larger than a given 
amount and no prior history of such a transaction 
by this user is found, classify it as suspicious.” 
These simple rules typically involve thresholds, 
and crossing these thresholds is an indicator. 
Sophisticated fraud schemes often evade detection 
by the simple rules of the first category of data 
analytics techniques. Advanced data analytics 
techniques aim to detect these interesting cases. 
For example, although short duration calls may not 
be suspicious by themselves, a combination of such 
calls with other information can be a sign of abuse 
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Data preparation provides the relative importance of 
each field to programs or tools, e.g., the importance 
of a common user making 10 transactions vs. an 
administrator making 10 transactions. Another 
example is the number of bank transactions made vs. 
the total amount of the transactions. Are they equally 
important? Is the total amount more important? If so, 
how much more important? The data preparation 
task is akin to defining a common scale to measure 
different quantities and requires domain expertise. 
This task may be further complicated if the data set 
contains non-numeric data, such as yes/no fields 
that answer questions such as, “Is there a suspicious 
destination of money transfer?” The non-numeric data 
must not only be converted to a number, but also to a 
number that is scaled to assign its relative importance 
with respect to other fields.

Assigning relative importance numerically is 
necessary because many methods use the concept 
of distance, i.e., a measure of how close two events 
are to each other in their characteristics, e.g., field 
values for transactions. Each event consists of 
a number of fields, and each field value must be 
numeric (or converted to a number) and scaled to 
reflect its importance with respect to other fields. 
This is where domain expertise comes into play. 
No program is smart enough to determine relative 
importance, unless it is told how to do so.

Data Analytics Methods

Although more methods are available, there are five 
data analytics methods that can enhance audits.

Clustering 
Clustering organizes data into similar groups, for 
example:

• A group of managers that shows a similar behavior 
in outsourcing work that is quite distinct from all 
other managers

• A group of customers that exhibit a similar 
behavior, such as high volume transactions of 
small individual value

• IP packets with special characteristics

scientist can understand data analytics methods 
and apply them well, but does not necessarily know 
the relevant fields and how they should be used. 
A domain expert understands the information that 
is relevant, or potentially relevant, to fraud, money 
laundering, an attack, intrusion, etc., but does not 
necessarily know the data analytics methods for 
using this information in complex cases. 

Does One Need to Be a Data Scientist 
to Use Data Analytics Tools?

The short answer is no. Ideally, one should be able to 
instruct a system or tool to, “run method A on data set 
B, and provide the results.” Numerous tools can help 
auditors do that. The “Top 10 Data Analysis Tools for 
Business”5 provides a list of data analytics tools. Most 
of these tools provide the methods that are described 
later in this article. The main differences among these 
tools are ease of use, interfacing and pricing.

Users of data analytics tools must be able to:

• Understand what method A does

• Prepare data set B so that it is useable by method A

• Interpret the results

To be able to use these tools, some familiarization 
with data analytics jargon and terminology may be 
required because the methods and submethods 
often have technical names, such as sequential 
minimal optimization (SMO), a support vector 
machines (SVM) method and K-means (the most 
widely used clustering algorithm).

Data Preparation

Typically, a data set requires data preparation if it 
contains:

• More than one field (e.g., monetary value and 
number of transactions)

• A non-numeric categorical field (e.g., male/female)

• A nominal field, e.g., position in the company 
(administrator, director, data entry personnel) 
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or solvent/nonsolvent. The feature that separates 
SVM from clustering is that SVM uses previously 
labeled data sets to teach the computer to draw 
the borderline, which, in mathematical terms, is the 
hyperplane. SVM defines this hyperplane/borderline 
so that it best divides the two labeled data sets. The 
division effectively maximizes the area, i.e., the sum 
of the distances of the closest point of each data 
set to the borderline, between the two data sets, as 
illustrated in figure 2. Thus a new event, or point, 
to the left of the established borderline is classified 
as the rest of the points to the left of the borderline 
(e.g., fraud/no fraud, positive opinion/negative 
opinion of a new information system). 

Figure 2 shows SVM for two labeled data sets 
(circles and squares). The demarcation hyperplane 
best divides the two data sets, i.e. it maximizes the 
sum of the distances of the closest points A and 
B from the borderline/hyperplane. SVM is a robust 
method with a solid mathematical basis and is 
trainable with relatively few data sets. However, the 
results are not transparent to users. In addition, the 
method is quite sensitive to the labeling of borderline 
cases (points A and B in figure 2). An incorrect label 
in the learning/training data can cause erroneous 
results. Therefore, the SVM method is best to use 
when one seeks to determine a borderline and has 
a high degree of confidence in the labeling of the 
known cases, especially those that are close to the 
borderline. Example uses for the SVM method are 
solvency analysis, intrusion detection and verifying 
financial statements.10, 11, 12 

Figure 2—SVM for Two Labeled Data Sets 
(Circles and Squares)

Source:  Spiros Alexiou. Reprinted with permission.

Clustering naturally identifies groups with 
characteristics that are similar within the group and 
dissimilar from members of other groups. Figure 1 
shows clustering for data with two attributes. Data 
belong to one of the three clusters shown (X, *, +). 

Figure 1—Clustering for Data  
With Two Attributes

Source:  Spiros Alexiou. Reprinted with permission.

Human analysis and interpretation of the group 
characteristics, such as center of gravity of 
the cluster, average values and spread of the 
data attributes in each cluster, are performed 
subsequently with the goal of understanding each 
group. Clustering requires a well-defined distance to 
access similar behavior. Clustering does not identify 
strange or suspicious clusters, although it can 
identify events within a cluster that are distant from 
most others in the same cluster (outliers). Therefore, 
humans must interpret and understand the results.
Clustering is a very good exploratory tool that 
makes almost no assumptions and has been 
used in diverse audits ranging from accounting to 
network traffic.6, 7, 8 For example, clustering was 
applied to network traffic to identify two groups, 
namely, normal and abnormal network traffic flows.9 
Each member of these groups has characteristics, 
specifically, packets, bytes and different source-
destination pairs, that are closer to the members of 
the group than to the members of the other group.

Support Vector Machines 
The support vector machines (SVM) data analytics 
method is similar to clustering, because SVM 
defines, as accurately as possible, the borderline 
between different clusters, such as fraud/no fraud 

Illustration of clustering for 2-attribute data
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Illustration of SVM for two labeled sets (circles and squares)
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CBR examples in practice range from identifying 
suspicious transactions to accounting and bank 
audits.13, 14, 15, 16, 17 For example, by analyzing the 
frequency of occurrence of system calls, researchers 
were able to identify intrusions18 and, by analyzing 
access logs, identified anomalous system misuse 
from inside users.19 

Artificial Neural Networks 
The artificial neural networks (ANN) data analytics 
method attempts to mimic, on a low-lying neural  
level, the human brain. Given a set of learning or 
training data (input), ANN creates a network that 
produces the known result (output). The ANN 
method expects that, if the network is given a new 
set of input data, the network will correctly predict 
the output. The artificial neural networks method 
can be viewed as a complex, multidimensional 
interpolation scheme that, by knowing the output or 
response to a number of different inputs, predicts 
the output to different inputs in the same range. 
The biggest drawback of this method is that it is 
not transparent to humans and does not provide 
a simple explanation of why it predicts the output. 
This drawback is important in many applications, 
including audits, because it is not acceptable to report 

Case-based Reasoning
The case-based reasoning (CBR) method attempts 
to mimic, on a high level, the reasoning of the human 
brain. A common problem-solving method that is 
used by doctors, mechanics and lawyers is to find 
a similar problem and review how it was handled. 
CBR uses this same process by saving the solutions 
to problems in a database. New cases reference the 
similar cases in the database (figure 3). 

Rules for a new case are constructed based on 
proximity to the known cases in the database. One 
weakness of CBR is that a new case that is far from 
anything known thus far can be misidentified. In 
practice, the decision or classification is often based 
not only on the nearest known case, but also on a 
few nearest neighbors (k-NN), so that the effect of a 
possible error in a known case is alleviated. The  
CBR method requires a well-defined distance to 
access the closeness of two cases. An important 
advantage of the CBR method is its transparency—
the result is based on its similarity to a known  
case X. Thus, CBR is very useful for classifying a new 
case based on experience thus far, assuming that 
previous experience with similar cases exists and their 
decisions can be explained. 

Figure 3—Applying Case-based Reasoning

 

Source:  Spiros Alexiou. Reprinted with permission.
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financial fraud formed rules based on numerous 
indicators, such as debt to equity (DEQUTY),  
current asset ratio (CURAST), and gross profit and 
EBIT (TPEBIT).24  

Reduction of Complexity:  Principal 
Axes or Components

Understanding the results in the simplest terms 
possible is always important, because the results 
need to be explained to management. Typically, 
records consist of numerous fields that describe the 
detailed attributes of an event, e.g., a transaction 
or login attempt. Principal axes is a mathematical 
technique to reduce the number of relevant fields. 
For example, the data analytics methods may detect 
one type of fraud or another interesting behavior that 
is characterized by a high number of transactions 
and low monetary value, and the remaining fields 
or attributes are largely irrelevant. This example 
has one principal axis with most of the fraud along 
this axis. Another axis might describe a different 
type of fraud and contain a different combination of 
attributes. This axis is another principal axis. 

Figure 4 illustrates the concept of principal 
component analysis:  Data exhibit a much larger 
variation along the rotated horizontal axis than along 
the rotated vertical axis. As a result, comparatively 
little information is lost by ignoring the rotated 
vertical axis, hence reducing the complexity of the 
problem to one variable (the rotated horizontal axis) 
instead of two.

Figure 4—Principal Component Analysis

Source:  Spiros Alexiou. Reprinted with permission.

an issue, for example, fraud, which has details that 
are not understood. Nevertheless, ANN has been 
used extensively, including for audit purposes.20 A 
list of ANN examples in audit, including detection 
of management fraud using publically available 
predictors of fraudulent financial statements21, 22 is 
available. ANN can be valuable if used as an indicator 
of something that may be worth investigating.

Random Forest
The random forest data analytics method is a type of 
decision tree. Decision trees try to create rules from 
existing evaluated (labeled) cases. For example, one 
rule that can be deduced is that reporting of financial 
errors is reduced when an independent audit 
committee exists and it meets more than twice a 
year. However, decision trees are prone to overfitting 
by paying attention to all attributes in the data. 
For example, a decision tree may use information 
that is completely irrelevant to the final outcome to 
formulate a rule. The random forest is an improved 
variant that uses many different trees that each use 
a subset of all attributes. The random forest method 
is designed to alleviate overfitting and the sensitivity 
of decision trees to noise and uses averaging, which 
is an effective defense against noise. This method 
has some similarities to the Delphi method,23 i.e., an 
iterative improvement of the opinions of a number 
of experts that should converge to a single answer. 
Perhaps a better analogy is a general election or 
referendum, where most of the voters are assumed 
to be reasonable on most issues, but each individual 
voter may have unreasonable views on a few issues. 
In the same way, the majority of trees in the forest 
are assumed to be good for most of the data and 
make different, random errors on some data. If the 
required answer is a number, then an average of the 
tree responses is taken as the forest response. If it is 
a yes/no type of answer, then a majority vote  
is used. Therefore, a random forest can give 
humanly understandable rules for classifying  
current and future cases that are based on  
already-labeled cases. 

Tools based on random forests typically work  
off the shelf and give fair results with relatively  
few data records and many attributes. A recent 
example of applying random forests to detect 

Rotated Horizontal Axis

Rotated Vertical Axis
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corresponding to the abnormal flow cluster will be 
labeled suspect.

There are data analytics techniques and tools 
that can significantly aid auditors in discovering 
knowledge hidden in data, confirming hypotheses 
and making the most of the available data. These 
resources are best combined with the auditor’s (and 
possibly other parties’) domain expertise and with 
more conventional tools. The tools are available and 
many of them free and easy to use once auditors 
know what they want to do with the data.
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www.themecrosswords.com puzzlecrossword

13  Rich layer
15  “Could be better”
18  Slice of the ___
20  Domain naming system that the US government 

has controlled for many years and is giving up 
control in Oct 2016

21  Internet laughter letters
22  Part of RAM
24  Picks a candidate
27  Resist
30  Courage
32  Excellent, slangily
33  Symbol for atomic number 18
34  Itis used in some security scans
35  Of England’s oldest university
37  Alternatively
38  Maximum level
39  Greek island where scenes from “For Your 

Eyes Only” were filmed
40  Balance-sheet “plus”
43  It is hailed on the street
45  Investors’ expectations
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Answers on page 58

ACROSS

1  Slang term for something undeniably important 
and paralyzingly dull

3  Standards
8  Measure of printing resolution, for short
10  Incentive
12  Author of the 2001 book, “Code,” and founder  

of Creative Commons
14  Important qualification for information security 

professionals
16  That, in Spanish
17  Abbr. on a book’s spine
18  Criticize harshly
19  Hard-to-decide predicaments
23  Writer of “Runaround,” where he introduced the 

Three Laws of Robotics, dealing with ethical 
choices for automatons

25  Programmer’s stock-in-trade
26  See 7 down
28  Ethical
29  Novelist, __ Carre
30  Understand, in a way
31  Fight back against
32  Faultless
33  Skill
34  “The God of Small Things” novelist Arundhati
36  ____ and don’ts
38  Important qualification to be able to relate 

security issues to risk
40  Apogee
41  Team on a national level that responds to cyber 

security incidents
42  Add up
44  Never do today what you can do tomorrow
46  They should be included with any text in  

a manual

DOWN
1  Easily influenced
2  Technology critical to Uber
3  Canceled, as a mission, 2 words
4  Work earning extra pay, abbr.
5  Boundary
6  Unit of potential
7  Idea or custom held to be above criticism, goes 

with 26 across
8  Medical school graduate
9  Term originated by Ann Cavoukian relating 

to taking into account privacy during the 
engineering process, 3 words

10  Inappropriate name
11  Family of syntax elements similar to a 

programming language, abbr.
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quiz
TRUE OR FALSE 

KHAN ARTICLE

1. Sixty-one percent of the US adult population 
currently owns a cell phone, and of that 61 
percent, 31 percent are smartphones. 

2. The basic risk segments can be divided into four 
main mobile app security categories, namely:  
mobile devices, mobile networks, mobile app 
web servers and mobile app databases.

3. By integrating mobile devices into the workplace, 
employees can maximize the service they 
provide to customers. 

4. To prevent malicious extraction from mobile 
devices, it is highly recommended that the Data 
Encryption Standard (DES) is used. 

SOOD ARTICLE

5. Using data science, it is possible to identify and 
extract critical information using techniques such 
as data mining, machine learning, statistics and 
natural language processing. 

6. Traditional security solutions work perfectly with 
cloud applications; the protection they afford to 
on-premises systems translates seamlessly to 
the cloud. 

7. A question to ask ourselves is whether data 
science can be used as a mechanism, among 
other things, to prevent and remediate data 
exposures. 

8. Cloud applications are now being used 
for malicious activities including hosting 
and delivering malware and establishing 
communication channels for data exfiltration. 

9. Correlation involves mapping large sets of data 
under specific security analytics buckets to 
understand the complete posture of an attack. 

10. Additional security components are executed 
to analyze the generated anomaly for potential 
threats. An example of this is deep content 
inspection (DCI). 

WLOSINSKI ARTICLE

11. Examples of malware capabilities include 
listening to actual phone calls as they happen. 

12. One method of social engineering is “Dishing” 
where an attacker masquerades as a trustworthy 
entity. 

13. Encryption is overkill and not needed as 
wireless networks simply cannot pass sensitive 
information to individuals and/or organizations. 

14. The most common risk factors that apply to 
using mobile devices include computer viruses, 
worms or other personal computing device-
specific malware, and theft of sensitive data. 

ZONGO ARTICLE 

15. The Australian Prudential and Regulatory 
Authority (APRA) raised a concern that cloud 
reporting by regulated entities mostly focused 
on the benefits, while failing to provide adequate 
visibility of associated risk. 

16. Effective cloud risk management requires 
the board of directors to request pertinent 
information including cloud value proposition, 
i.e., data security, privacy laws, data location, 
business resilience, regulatory compliance. 

17. Although cloud providers continue to invest 
heavily in security capabilities, concerns about 
data security and regulatory compliance remain 
key barriers to cloud adoption. 
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standards guidelines

ISACA Member and Certification Holder 
Compliance

The specialized nature of information systems (IS) audit and assurance and 
the skills necessary to perform such engagements require standards that apply 
specifically to IS audit and assurance. The development and dissemination of the 
IS audit and assurance standards are a cornerstone of the ISACA® professional 
contribution to the audit community. 

IS audit and assurance standards define mandatory requirements for IS auditing. 
They report and inform:

•  IS audit and assurance professionals of the minimum level of acceptable 
performance required to meet the professional responsibilities set out in the 
ISACA Code of Professional Ethics

•  Management and other interested parties of the profession’s expectations 
concerning the work of practitioners 

•  Holders of the Certified Information Systems Auditor® (CISA®) designation 
of requirements. Failure to comply with these standards may result in an 
investigation into the CISA holder’s conduct by the ISACA Board of Directors or 
appropriate committee and, ultimately, in disciplinary action.

ITAFTM, 3rd Edition 
(www.isaca.org/itaf) provides a framework for multiple levels of guidance:

IS Audit and Assurance Standards
The standards are divided into three categories:

• General standards (1000 series)—Are the guiding principles under which the 
IS assurance profession operates. They apply to the conduct of all assignments 
and deal with the IS audit and assurance professional’s ethics, independence, 
objectivity and due care as well as knowledge, competency and skill.

• Performance standards (1200 series)—Deal with the conduct of the 
assignment, such as planning and supervision, scoping, risk and materiality, 
resource mobilization, supervision and assignment management, audit and 
assurance evidence, and the exercising of professional judgment and due care.

• Reporting standards (1400 series)—Address the types of reports, means of 
communication and the information communicated.

Please note that the guidelines are effective 1 September 2014.

General
1001 Audit Charter
1002 Organizational Independence
1003 Professional Independence
1004 Reasonable Expectation
1005 Due Professional Care
1006 Proficiency
1007 Assertions
1008 Criteria

Performance
1201 Engagement Planning 
1202 Risk Assessment in Planning
1203 Performance and Supervision
1204 Materiality
1205 Evidence
1206 Using the Work of Other Experts
1207 Irregularity and Illegal Acts

Reporting
1401 Reporting
1402 Follow-up Activities

IS Audit and Assurance Guidelines
 The guidelines are designed to directly support the standards and help practitioners 
achieve alignment with the standards. They follow the same categorization as the 
standards (also divided into three categories):

•  General guidelines (2000 series)

• Performance guidelines (2200 series)

• Reporting guidelines (2400 series)

Please note that the guidelines are effective 1 September 2014.

General
2001 Audit Charter 
2002 Organizational Independence 
2003 Professional Independence 
2004 Reasonable Expectation
2005 Due Professional Care
2006 Proficiency 
2007 Assertions
2008 Criteria

Performance
2201 Engagement Planning 
2202 Risk Assessment in Planning 
2203 Performance and Supervision 
2204 Materiality 
2205 Evidence
2206 Using the Work of Other Experts 
2207 Irregularity and Illegal Acts 
2208 Sampling

Reporting
2401 Reporting 
2402 Follow-up Activities

IS Audit and Assurance Tools and Techniques
These documents provide additional guidance for IS audit and assurance 
professionals and consist, among other things, of white papers, IS audit/assurance 
programs, reference books and the COBIT® 5 family of products. Tools and 
techniques are listed under www.isaca.org/itaf.

An online glossary of terms used in ITAF is provided at www.isaca.org/glossary.

Prior to issuing any new standard or guideline, an exposure draft is 
issued internationally for general public comment. 

Comments may also be submitted to the attention of the Director, 
Thought Leadership and Research via email (standards@isaca.org);  
fax (+1.847.253.1443) or postal mail (ISACA International Headquarters, 
3701 Algonquin Road, Suite 1010, Rolling Meadows, IL 60008-3105, 
USA).

Links to current and exposed ISACA Standards, Guidelines, and Tools 
and Techniques are posted at www.isaca.org/standards.

Disclaimer:  ISACA has designed this guidance as the minimum level of 
acceptable performance required to meet the professional responsibilities 
set out in the ISACA Code of Professional Ethics. ISACA makes no 
claim that use of these products will assure a successful outcome. The 
guidance should not be considered inclusive of any proper procedures 
and tests or exclusive of other procedures and tests that are reasonably 
directed to obtaining the same results. In determining the propriety of 
any specific procedure or test, the control professionals should apply 
their own professional judgment to the specific control circumstances 
presented by the particular systems or IS environment.

tools and techniques
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Effectively managing IT risk helps drive better business performance by linking information and technology 
risk to the achievement of strategic enterprise objectives.

Risk is generally defined as the combination of the probability of an event and its consequence. COBIT 5 for Risk 
defines IT risk as business risk, specifically, the business risk associated with the use, ownership, operation, 
involvement, influence and adoption of IT within an enterprise.

COBIT 5 for Risk provides:

• Stakeholders with a better understanding of the current state and risk impact throughout the enterprise 

• Guidance on how to manage the risk to levels, including an extensive set of measures 

• Guidance on how to set up the appropriate risk culture for the enterprise 

• Quantitative risk assessments that enable stakeholders to consider the cost of mitigation and the required 
 resources against the loss exposure 

• Opportunities to integrate IT risk management with enterprise risk 

• Improved communication and understanding amongst all internal and external stakeholders
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“Hacking Exposed: Unified Communications 
  & VoIP Security Secrets & Solutions, includes 
 more sophisticated attack vectors focused 
 on UC and NGN. The authors describe in 
 depth many new tools and techniques such 
 as TDoS and UC interception. Using these 
 techniques, you will learn how you can 
 identify the security problems of VoIP/UC. 
 This book is a masterpiece.”
  – Fatih Ozavci, Senior Security
    Consultant at Sense of Security,   
   Author of viproy

Establish a holistic security stance by 
learning to view your unified communications 
infrastructure through the eyes of the 
nefarious cyber-criminal. Hacking Exposed 
Unified Communications & VoIP, Second 
Edition offers thoroughly expanded coverage 
of today’s rampant threats alongside 
ready-to-deploy countermeasures. Find 
out how to block TDoS, toll fraud, voice 
SPAM, voice social engineering and phishing, 
eavesdropping, and man-in-the-middle 
exploits. This comprehensive guide features 
all-new chapters, case studies, and examples.

Hacking Exposed Unified Communications &
VoIP Security Secrets & Solutions, 2nd Edition    

UNDERSTAND THE PRINCIPLES AND PRACTICE OF COBIT 5 IMPLEMENTATION

Practical guidance on COBIT 5
Written for IT service managers, consultants and other practitioners in IT governance, risk management and compliance, 
this practical book discusses all the key concepts of COBIT®5, and explains how to direct the governance of enterprise 
IT (GEIT) using the COBIT®5 framework. Drawing on more than 30 years of experience in the IT sector, the author 
explains the main frameworks and standards supporting GEIT, discusses the ideas of enterprise and governance, and 
shows the path from corporate governance to the governance of enterprise IT.

The author covers the key elements of COBIT®5 implementation including:

 • the 5 principles, the 7 enablers, the 37 processes and the goals cascade; 

 • the implementation of GEIT using COBIT®5 and an implementation lifecycle; 

 • the COBIT®5 Process Assessment Model (PAM) based on international standard ISO/IEC 15504.

Covers the COBIT®5 Foundation syllabus
For those studying for the COBIT®5 qualifications, Governance of Enterprise IT based on COBIT®5 also covers all the 
material needed for the COBIT®5 Foundation course, making it invaluable to anyone planning to take the exam.

Governance of Enterprise IT based on COBIT 5  
Governance, Risk Management, and 
Compliance shows senior executives and 
board members how to ensure that
their companies incorporate the necessary 
processes, organization, and technology to 
accomplish strategic goals. Examining 
how and why some major companies
failed while others continue to grow and 
prosper, author and internationally 
recognized expert Richard Steinberg
reveals how to cultivate a culture, 
leadership process and infrastructure 
toward achieving business objectives and
related growth, profit, and return goals.
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2. Phone—Contact us by phone M–F between 8:00AM – 5:00PM Central Time (CT) at 847.660.5650

This book explains the nature of the 
security phenomenon known as the 
advanced persistent threat (APT). It also 
provides helpful advice on how to assess 
the risk of an APT to the organization 
and recommends practical measures 
that can be taken to prevent, detect and 
respond to such an attack. In addition, 
it highlights key differences between 
the controls needed to counter the risk 
of an APT attack and those commonly 
used to mitigate everyday information 
security risk. 

This book is designed primarily for 
security managers, IT managers, IT 
auditors and students studying for 
computer science or information security 
qualifications. It is written in clear, 
nontechnical language so it will also be 
of value to business managers and 
government officials responsible for 
valuable intellectual assets or critical 
services that might be the target of an 
APT attack.
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Advanced Persistent Threats: How to Manage 
the Risk to Your Business

Risk scenarios are recognized as powerful 
tools that help risk professionals to ask 
the right questions and prepare for the 
unexpected. Scenario analysis has 
become an important component of 
enterprise risk management. Risk 
Scenarios Using COBIT 5 for Risk gives 
guidance on the development of IT-related 
risk scenarios, as well as providing 
guidance on how to use COBIT 5 for Risk 
to solve for current business issues. The 
publication provides a high level overview 
of risk concepts, along with over 50 
complete risk scenarios covering all 20 
categories described in COBIT 5 for Risk. 
Special guidance is given on how the 
COBIT 5 enablers can help in risk 
management activities. The accompanying 
toolkit contains interactive risk scenario 
templates for each of the 20 categories.
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Effectively managing IT risk helps drive better business performance by linking information and technology 
risk to the achievement of strategic enterprise objectives.

Risk is generally defined as the combination of the probability of an event and its consequence. COBIT 5 for Risk 
defines IT risk as business risk, specifically, the business risk associated with the use, ownership, operation, 
involvement, influence and adoption of IT within an enterprise.

COBIT 5 for Risk provides:

• Stakeholders with a better understanding of the current state and risk impact throughout the enterprise 

• Guidance on how to manage the risk to levels, including an extensive set of measures 

• Guidance on how to set up the appropriate risk culture for the enterprise 

• Quantitative risk assessments that enable stakeholders to consider the cost of mitigation and the required 
 resources against the loss exposure 

• Opportunities to integrate IT risk management with enterprise risk 

• Improved communication and understanding amongst all internal and external stakeholders
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   Author of viproy
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infrastructure through the eyes of the 
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Edition offers thoroughly expanded coverage 
of today’s rampant threats alongside 
ready-to-deploy countermeasures. Find 
out how to block TDoS, toll fraud, voice 
SPAM, voice social engineering and phishing, 
eavesdropping, and man-in-the-middle 
exploits. This comprehensive guide features 
all-new chapters, case studies, and examples.
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Practical guidance on COBIT 5
Written for IT service managers, consultants and other practitioners in IT governance, risk management and compliance, 
this practical book discusses all the key concepts of COBIT®5, and explains how to direct the governance of enterprise 
IT (GEIT) using the COBIT®5 framework. Drawing on more than 30 years of experience in the IT sector, the author 
explains the main frameworks and standards supporting GEIT, discusses the ideas of enterprise and governance, and 
shows the path from corporate governance to the governance of enterprise IT.

The author covers the key elements of COBIT®5 implementation including:

 • the 5 principles, the 7 enablers, the 37 processes and the goals cascade; 

 • the implementation of GEIT using COBIT®5 and an implementation lifecycle; 

 • the COBIT®5 Process Assessment Model (PAM) based on international standard ISO/IEC 15504.

Covers the COBIT®5 Foundation syllabus
For those studying for the COBIT®5 qualifications, Governance of Enterprise IT based on COBIT®5 also covers all the 
material needed for the COBIT®5 Foundation course, making it invaluable to anyone planning to take the exam.
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This book explains the nature of the 
security phenomenon known as the 
advanced persistent threat (APT). It also 
provides helpful advice on how to assess 
the risk of an APT to the organization 
and recommends practical measures 
that can be taken to prevent, detect and 
respond to such an attack. In addition, 
it highlights key differences between 
the controls needed to counter the risk 
of an APT attack and those commonly 
used to mitigate everyday information 
security risk. 

This book is designed primarily for 
security managers, IT managers, IT 
auditors and students studying for 
computer science or information security 
qualifications. It is written in clear, 
nontechnical language so it will also be 
of value to business managers and 
government officials responsible for 
valuable intellectual assets or critical 
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APT attack.
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Risk scenarios are recognized as powerful 
tools that help risk professionals to ask 
the right questions and prepare for the 
unexpected. Scenario analysis has 
become an important component of 
enterprise risk management. Risk 
Scenarios Using COBIT 5 for Risk gives 
guidance on the development of IT-related 
risk scenarios, as well as providing 
guidance on how to use COBIT 5 for Risk 
to solve for current business issues. The 
publication provides a high level overview 
of risk concepts, along with over 50 
complete risk scenarios covering all 20 
categories described in COBIT 5 for Risk. 
Special guidance is given on how the 
COBIT 5 enablers can help in risk 
management activities. The accompanying 
toolkit contains interactive risk scenario 
templates for each of the 20 categories.
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“ No other book offers such an accessible  
 and balanced tour of the many benefits 
 and downsides of our continuing  
 infatuation with data.”
  – Wall Street Journal

A revelatory exploration of emerging 
trends in “big data”— our newfound 
ability to gather and interpret vast 
amounts of information—and the 
revolutionary effects these society 
at large.by Viktor Mayer-

Schonberger and 
Kenneth Cukier
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Big Data: A Revolution That Will Transform How
We Live, Work, and Think

Create strong IT governance processes

In the current business climate where a 
tremendous amount of importance is 
being given to governance, risk, and 
compliance (GRC), the concept of IT 
governance is becoming an increasingly 
strong component. Executive's Guide to 
IT Governance explains IT governance, 
why it is important to general, financial, 
and IT managers, along with tips for 
creating a strong governance, risk, and 
compliance IT systems process. 

Executive's Guide to IT Governance 
gives you the tools you need to improve 
systems processes through IT service 
management, COBIT, and ITIL

Executive's Guide to IT Governance: 
Improving Systems 

by Robert R.  Moeller

PRINT 
Product Code: 101WEG
Member / Nonmember: 
$48.00 / $58.00

by Sharon Conheady

PRINT 
Product Code: 42MSE
Member / Nonmember: 
$28.00 / $38.00

Cutting-edge social engineering testing techniques “Provides all of the core areas and nearly everything [you] 
need to know about the fundamentals of the topic."
 – Slashdot 

Conduct ethical social engineering tests to identify an organization's susceptibility to attack. Written by a global expert on 
the topic, Social Engineering in IT Security discusses the roots and rise of social engineering and presents a proven 
methodology for planning a test, performing reconnaissance, developing scenarios, implementing the test, and accurately 
reporting the results. Specific measures you can take to defend against weaknesses a social engineer may exploit are 
discussed in detail. This practical guide also addresses the impact of new and emerging technologies on future trends in 
social engineering. 

 • Explore the evolution of social engineering, from the classic con artist to the modern social engineer 

 • Understand the legal and ethical aspects of performing a social engineering test 

 • Find out why social engineering works from a victim's point of view 

 • Plan a social engineering test--perform a threat assessment, scope the test, set goals, implement 
  project planning, and define the rules of engagement 

 • Gather information through research and reconnaissance 

 • Create a credible social engineering scenario 

 • Execute both on-site and remote social engineering tests 

 • Write an effective social engineering report 

 • Learn about various tools, including software, hardware, and on-site tools 

 • Defend your organization against social engineering attacks 

Social Engineering in IT Security: Tools, Tactics, and Techniques  
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CONNECT TO ALL 
THINGS CYBER 
WITH THE NEXUS
Learn what cyber experts and industry leaders are thinking, 
doing and saying about global cyber security. Subscribe today 
for                         —the cyber security-focused monthly newsletter 
from ISACA®’s Cybersecurity Nexus™ (CSX). 

Delivered FREE to your email inbox,
connects you to:

 • Timely updates on emerging threats and 
  promising solutions

 • Critical insights from global leaders and 
  cyber security innovators

 • Information on the newest CSX tools and 
  resources that can better protect your enterprise 
  and secure your career success

Subscribe now at: isaca.org/CSXNexus
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Evaluating, developing, validating and sustaining the 
Information Operation Professional skills in domain and 

Role Based tradecraft.

THE CHIRON METHODOLOGY
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Cyber Protection 
Professional™ (CPP)™

Identify and evaluate existing 
information systems

Evaluates information assets 
and identify vulnerabilities 
beyond established baselines

Create and apply risk 
assessment and mitigation 
strategies

Discovery and Counter-Infiltration 
Professional™ (DCIP)™

Hunt for adversaries that persist
inside the network

Identify and mitigate threats not
detected by traditional 
monitoring and diagnostic tools

Develop real-time solutions to
resolve incidents and prevent
their recurrence

Cyber Threat Emulation 
Professional™ (CTEP)™

Emulate the Tools, Techniques 
and Procedures utilized by 
adversaries to conduct 
penetration testing and offensive 
Information Operations

Replicate cyber threat activities 
through penetration tests

Identify weak points in 
networks so Active Defenders 
can mitigate and resolve 
each vulnerability 

Cyber Development
Professional™ (CDP)™

Develop products that verify 
the integrity of existing 
services and systems

Create solutions that facilitate 
configuration and 
administration

Produce tools that facilitate 
situational awareness on hosts 
and in networks
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