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Information      SecurityMatters

Twice in the past year or so I have received 
replacement credit cards because the numbers 
and expiration dates had been disclosed by 
merchants that I frequented. Each time, this 
resulted in about an hour of researching my 
credit card records, visiting the web sites of 
companies that I regularly pay via the card and 
updating my records. Surely, I am not the only 
one who has been affected. Multiply my lost hour 
by 70 million here, 40 million there, and sooner 
or later it adds up to some real inconvenience.

The merchants in question had not simply 
lost control of their customer records, nor did 
they publish my credit card information in 
the newspapers. They had been victimized by 
criminals who had penetrated their systems 
specifically to steal my data and that of millions 
of others; in other words, they had suffered  
a cybercrime. All the attention has focused  
on the crime; I am concerned here about 
the information. 

INTRINSIC AND CONSEQUENTIAL IMPACTS
When information is stolen, it may have either 
intrinsic or consequential impact. In the former 
category, some lost information has value unto 
itself. Books and movies, for example, have 
intrinsic value. (When Sony was attacked last 
year, it was reported that in addition to crashing 
vital systems and publicizing embarrassing 
emails, the perpetrators stole several films. I am 
amused by the thought of the attackers—widely 
attributed to be North Koreans—sitting around 
and watching Annie.1)

Indeed, stolen credit card numbers are said 
to have intrinsic value, since thieves sell them to 
yet other criminals, who then use the numbers 
and expiration dates to buy stuff.2 In the case 
of stolen debit cards, the information is used to 
withdraw money from peoples’ accounts. That 
is the consequential impact:  what perpetrators 
can do with the information to create value for 
themselves once they have it. From my personal 
perspective, the net effect was inconvenience, 
but at a deeper level, it was a violation of my 

financial privacy. I have not seen much in the 
public discussion of cyberattacks to indicate an 
understanding that privacy violations have been 
the focal point of the most widely publicized 
attacks.3

GENERALLY ACCEPTED PRIVACY PRINCIPLES
The Generally Accepted Privacy Principles 
(GAPP)4 is the definitive statement on data 
privacy. It defines privacy as “the rights and 
obligations of individuals and organizations 
with respect to the collection, use, retention, 
disclosure, and destruction of personal 
information.” Considering the cybercrimes that 
have affected cardholders’ financial privacy, 
perhaps GAPP can offer some insight into how 
privacy can be protected from cyberattackers. 
There are 10 principles.

Principle 1:  Management 
There must be an enterprisewide policy 
regarding privacy that must be communicated 
within the organization. Thus, privacy and, by 
extension, prevention of the breach of privacy 
are explicitly assigned to a designated person,5 
such as a chief privacy officer (CPO). I am not 
aware of any CPOs who are taking a leading 
role in cybersecurity and I would welcome 
communications to the contrary. That being the 
case, perhaps GAPP might be extended to require 
a chief cyber officer, part of whose mandate 
would be developing methods to protect data 
privacy against cyberthieves.

Principle 2:  Notice
Organizations are supposed to notify data 
subjects about the purposes for which personal 
information is collected, used, retained and 
disclosed. No one is going to say, “We collect 
your credit card information in order to turn it 
over to criminals.” But it would be nice to learn 
that my card had potentially been compromised  
at the time the merchant or the bank knew  
about it. My new credit cards just showed up  
in the mail.
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Principle 3:  Choice and Consent
Of course, I had no choice in the matter of whether my credit 
card information would be stolen, but I do have a choice as 
to whether or not to shop with merchants who do not protect 
me. Evidently, after the announcement of several major data 
thefts, customers have voted with their wallets to take their 
business elsewhere.6

Principle 4:  Collection
My credit card information was used by criminals for purposes 
other than that for which it was collected by the merchants. But 
were the merchants’ systems designed and used in a manner 
cognizant of the risk? Systems containing personal information 
should be subject to especially tight security.

Principle 5:  Use, Retention and Disposal
My credit card is supposed to be used to buy things. If the 
information associated with the card was stolen one card at a 

time from a point-of-sale 
(POS) device, then this 
privacy principle was not 
violated. But if it was 
taken wholesale from 
unencrypted files, then 
the merchants’ systems 
did not retain and dispose 
of the information in a 

proper fashion. Unfortunately, technical details on how some 
of the major retail cybercrimes occurred are sketchy at best. 
From press reports, it would seem that both POS terminals and 
central servers have been the source of the stolen information. 

Principles 6 and 7:  Access and Disclosure to Third Parties
My ability to access, review and update information about 
myself has nothing to do with cybercrime. Neither does the 
disclosure provision. While giving my personal information to 
crooks fits under this principle, I doubt that it was what was 
meant by the authors.

Principle 8:  Security for Privacy
This principle, as applied to cybercrime, is exactly what the 
authors had in mind. Prevention of unauthorized access, 
either physical or logical, is what current IT practices 
evidently fail to do. In light of all the cyberattacks that have  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
happened, it seems that access control systems are being 
used to keep the honest honest. Keeping out well-funded, 
dedicated cyberthieves has proven as effective as the Maginot 
Line (more on this in a future article).

Principle 9:  Quality
The authors of GAPP defined quality as the maintenance  
of “accurate, complete and relevant personal information.” 
That is not what I mean by the term and it is  
not how I would apply this principle to privacy protection in 
the age of cyberattacks. As I have written previously, I believe 
that the underlying vulnerability of information systems is not 
inferior security, but inadequate software.7

Principle 10:  Monitoring and Enforcement
One of the most maddening aspects of major thefts of personal 
information, according to media reports, is that in many cases 
the losses occurred for lengthy periods of time before the 
organization under attack even realized it. For just one example, 
the US Office of Personnel Management (OPM) notified its 
personnel in July 2014 that a breach of personnel records had 
occurred in March of that year.8 Then, in June of 2015, OPM 
announced that 4 million records were taken, which by July 
had been raised to 21.5 million.9 I do not know precisely how 
the breach occurred, but I do believe that someone should 
have noticed it was going on the moment it happened. The 
technology is there for that purpose and evidently it was not 
used, because the computer systems were too old.10

•  Read Keeping a Lock on Privacy:  How Enterprises Are 
Managing Their Privacy Function.

www.isaca.org/ 
2015-privacy-survey-report

•  Learn more about, discuss and collaborate on 
cybersecurity and privacy/data protection in the 
Knowledge Center.

www.isaca.org/Knowledgecenter
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CONCLUSION 
There is a lot to be learned by considering certain 
cyberattacks as privacy violations. GAPP offers some 
guidance, but the principles are not a tight fit with the 
cybertheft of personal information. Will organizations apply 
those lessons? That remains to be seen.
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Well, to be truthful, not everyone dislikes the IT 
auditor. But there have been a lot of remarks made 
over the years, and some personal observations, 
that indicate some dissonance between the IT 
auditor and management or users of IT audit 
services. Some of them are beyond our ability 
to affect a change. But some can be remediated 
with an appropriate effort on our part. This 
article will address some of the more common 
criticisms made about IT auditors and what we, as 
professionals, can do to address them. 

CRITICISM 1—IT AUDITORS ARE DIFFICULT  
TO UNDERSTAND
There are some who rely on or use IT auditors yet 
have a difficult time understanding what they are 
trying to say when recommendations or reports 
come back. Some individuals are not familiar 
with IT and will be unable to fully understand 
much about the results in technical jargon. Some, 
if not many, of those people will simply rely on 
the IT auditor with blind faith. IT auditors can 
address this issue.

It is important to recognize that our 
profession is a highly technical field (with a 
limited number of professionals who understand 
it well) and we have our own language. To 
complicate our language, we use many acronyms. 
And to complicate the knowledge base, it is 
constantly changing. Combine those factors, 
and there is a probability, at some level, that our 
communications will be a challenge to many who 
use IT auditors. 

Therefore, IT auditors should make a 
concerted effort to tailor their communication 
to the audience. Take time to know where the 
audience is in its understanding of IT and in its 
ability to understand our language, concepts and 
technologies. When the hearers are not literate in 
IT and do not understand our words, concepts, 
terms and acronyms, we need to become the 
interpreters of our own communications for 
them. When communicating with management, 
take the time to understand their perspective 

and needs and strategically formulate 
communications with those needs in mind. If it 
is a general user, keep in mind that they are less 
likely to understand our information, so convert 
it to a more simplified level for the more general 
reader. I know of one person who talked to his 
eight-year-old daughter while preparing a major 
report and kept revising his information until she 
understood it. He later claimed that it was his 
most successful presentation ever. 

We should strive to present our reports and 
recommendations in “plain English.” Some 
suggestions to consider: 
• Do not use acronyms (except within our  

own profession).
• Use relatable anecdotes or stories to 

demonstrate your point.
• Compare your results or recommendations with 

things the audience already understands—such 
as current events or stories in the news.
Also, we should take opportunities to improve 

our communication craft.1 

CRITICISM 2—IT AUDITORS WASTE RESOURCES 
(OVER AUDIT)
I have heard this comment several times, usually 
from professionals who do not have a positive 
relationship with IT. It is said in different ways, 
but the point being made by this group appears 
to be related to their perception that IT auditors 
spend a lot of time providing services, but with a 
disproportionate benefit to the firm, user or client 
in the end. There are several points we should 
keep in mind and, when appropriate, gently 
remind others of these circumstances. 

First, for public accounting, our technical 
literature requires the use of an IT auditor (or 
auditor trained in IT assurance) in the financial 
audit, except where internal controls are assessed 
at the maximum weakness (i.e., controls cannot 
be relied upon at all). The truth is that very few 
clients have systems where controls cannot be 
relied upon at all in financial audits. Certified 
public accountants (CPAs) cannot simply 
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ignore the technical literature because it makes sense to do 
so for some reason (e.g., from a budget or perceived benefit 
perspective). It is a requirement.

Second, the risk related to IT in a financial audit is real 
and growing. These risk factors have an impact on the risk 
of material misstatement (RMM). It may be true that most of 
the time IT risk does not materially affect financials, but one 
does not know that without going through a diligent process 
with integrity and professional care. For example, how many 
companies use a spreadsheet to do some part of the financial 
reporting process? Does the fact that a spreadsheet is used 
in financial reporting cause the associated risk (i.e., RMM) 
with the technology and not the accounting transactions or 
processes per se? Yes! In addition, IT auditors can add value 
to an audit even when the conclusion is that IT risk has a 
nominal or limited effect on RMM (e.g., client relations).

Third, one thing the IT assurance profession can do 
to diminish this criticism is to be sure to properly scope 
engagements related to IT. There is a temptation for IT 
assurance professionals to get involved in assessing all of 
the “broken” things in the IT space and to lose track of their 
proper scope. For instance, in a financial audit, the IT auditor 
will be tempted (due to natural tendencies) to identify all of 
the things that are “broken” in the IT space and report on all 
of them, without considering the RMM for each one. There 
is a temptation to spend time evaluating IT that is, in reality, 
out of scope and, thus, results in “over auditing” IT. Thus, if 
IT auditors are not careful, they can inadvertently create an 
atmosphere to justify the criticism of wasting resources. The 
truth is that all IT spaces will have several things that are 
“broken,” but IT auditors need to filter through them with the 
audit objectives of the service being provided and not include 
something just because it is “broken.” That being said, broken 
things need to be fixed.2 

Lastly, IT auditors should be careful to add value to each 
audit, either through client relations or internally to the entity. 
Referring back to IT things that are broken and need fixing, 
those items that are excluded for scope purposes are still 
prospective items to be communicated to the client or entity, 
even if it is “off the record.” Most of the time, management is 
interested in learning about IT deficiencies or security holes, 
whether they are in scope or not. 

There are a lot of other ways IT auditors can add value to 
the service beyond the testing and formal reporting processes.

IT auditors can explain IT risk by using easy-to-understand 
illustrations to help make the point. Adding value to the team, 
such as using IT to facilitate the team processes or even to 
gain efficiencies, is another way. 

CRITICISM 3—IT AUDITORS LIVE IN A DIFFERENT WORLD
IT auditors live in the world of IT; it is full of things most 
people do not understand and we do use a language that is 
foreign to most people. But it does not have to lead to this 
criticism. We can speak in “plain English,” relate findings to 
our audience and generally make an effort to relate  
to those involved in  
our services. 

That relating can start with considering existing business 
risk, goals, strategies, etc., not only in performing our services, 
but in communicating with others during and after completion 
of those services. IT auditors can also avoid this criticism by 
being realistic about IT risk. For instance, a firewall that is 
ineffective, broken and needs to be fixed is definitely a security 

breach waiting to happen. 
But that broken firewall 
needs to be considered in 
light of the scope of the 
service. If it is a financial 
audit and logical access 
controls at the server and 

application layers are good, then the firewall becomes irrelevant 
in light of the RMM. That is, if someone does break through 
the firewall, what are they going to do to financial data? It is 
true the intruder can go around the application by accessing 
the data, but if that happens, will other controls (manual 
or automated) be able to recognize a material misstatement 
and make a timely correction? If so, then the broken firewall 
is irrelevant to the RMM. However, it is relevant to client 
relations, and the IT auditor would want to mention it to 
management, probably off the record, so it can be fixed.

Another point using the same scenario is that IT 
auditors should always use a realistic assessment about risk. 
Specifically, that assessment should include the magnitude of 
the risk (should the risk lead to a deleterious fruition) and the 
likelihood that the risk will lead to a “bad” event. Sometimes 
IT auditors focus solely on the magnitude without a realistic 
appraisal of the likelihood. That approach leads to this 
criticism of living in a different world. For small businesses 

”
“IT auditors should 

always use a realistic 
assessment about risk.
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with a low public profile, the likelihood that a hacker will 
break through that firewall and do something bad is quite 
low. In fact, it may be so low as to be reasonably ignored. 
It is true that if someone breaks through the firewall, they 
can do something bad, but specifically, what will the hacker 
do, and, specifically, how would that be a violation in light 
of the service being provided? If the service is internal audit 
evaluating security, it is in scope and is an exception that 
should be reported and remediated; however, realistically, 
there is a low probability of a breach. If the service is  
external audit, the firewall risk can be reasonably ignored in 
most cases. 

Lastly, it is a valuable exercise to practice good social skills 
when working with clients and management. Being nice to 
people always leads to benefits for both parties. 

CRITICISM 4—IT AUDITORS ARE TOO RESTRICTIVE AND PROTECTIVE
Sometimes people in our profession are quick to respond to 
certain requests with a curt remark. When management asks 
about doing X, IT auditors need to avoid using the phrase 
“X cannot be done.” IT auditors need to think through the 
request and seek alternative solutions. In some rare cases, X 
does not need to be done, but even then, we should seek an 
alternative response such as, “I wish we could do X, but here 
are some concerns I have….” Then try to work through the 
responses to come up with a reasonable, secure, appropriate, 
alternative solution. 

Another frequent response some IT auditors use is “That 
is a security risk,” and then they resist doing anything related 
to the request. It may be a security risk, but we need to first 
use the magnitude X likelihood approach mentioned above to 
determine if it is necessary to seek an alternative solution that 
has an acceptable level of (residual) risk, as opposed to just 
saying, “No, it is a security risk.”

For instance, in a recent scenario, an IT auditor was told 
that management planned to have its customers access their 
proprietary data in the entity’s database remotely, whereupon 
the IT auditor said, “No way. The customer could potentially 
access anyone’s data and that is a privacy issue.” While that 
is theoretically true, the response was totally focused on the 
magnitude without consideration of likelihood. In addition, 

the response came without discussing some reasonable 
compensating controls that could be employed to remediate 
the privacy risk. 

IT auditors need to avoid any response or actions that 
appear to be those of a control freak. We do not need 
to sacrifice our responsibilities in our role as IT audit 
professionals, but we also do not need to alienate management 
or clients when a different, responsible and reasonable 
response or alternative solution is possible. 

A basic principle that can be used to avoid this criticism is 
to stop and think about cost-effective solutions that take into 
consideration magnitude and likelihood instead of seeking 

absolute perfection 
in solutions. After all, 
no solution is truly 
perfect in the IT space. 
A suitable response 
goes back to a principle 
above:  Make sure to 
understand the needs 
and purposes users/
management have for 

their request before dismissing it unilaterally without due 
diligence in seeking reasonable alternatives. 

CONCLUSION 
Some criticisms that are aimed at IT auditors can sometimes 
make us feel like everyone dislikes the IT auditor. Some of 
those criticisms cannot be avoided because of attitudes that 
are not susceptible to efforts to the contrary. But often we can 
mitigate those criticisms, make people appreciate us and even 
cause users/management to like the IT auditor. 

ENDNOTES
1  Singleton, T.; “IT Audit Basics:  Beyond the IT in  

IT Audit (Part 2),” ISACA Journal, vol. 4, 2014,  
www.isaca.org/archives

2  Singleton, T.; “IT Audit Basics:  What Every IT Auditor 
Should Know About Scoping an IT Audit,” ISACA Journal, 
vol. 4, 2009, www.isaca.org/archives
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supporting routine back-end processes to complex 
e-banking interfaces. As IT is increasingly relied on 
to enable business strategy, the role of GEIT has to 
be increasingly focused on keeping business and 
IT initiatives on track by understanding how much 
value IT is creating, how its day-to-day operations 
are performing, and how IT risk and IT resources 
are managed.

As GEIT continues to improve, the involvement 
of all the stakeholders within the organisation is 
imperative in ensuring that IT strategy is linked 
to business strategy and drives balance between 
investments and efficient use of IT resources.

Q:  What do you see as the biggest risk factors 
being addressed by IS audit, risk and governance 
professionals? How can businesses protect 
themselves?

A:  The biggest risk factors being faced by IS audit, 
risk and governance professionals are preserving 
the business (i.e., systems, data, reputation) amidst 
increasing technology change as digital strategies 
are rolled out. With the pace of change, it is a 
challenge ensuring that the controls environment 
(including internal policies and procedures) can be 
maintained at an equal pace to mitigate the risk.

Businesses can protect themselves from the risk 
associated with technology investment and change 
by ensuring that adequate discussions, collaboration 
and due diligence in decision making occurs with 
the right people (across the business and including 
assurance providers) from inception to execution 
and implementation.

Q:  What has been your biggest workplace or career 
challenge and how did you face it?

A:  Successful internal auditing today requires 
a deep understanding of the business and the 
strategic direction of the organisation. That 
understanding requires continuous collaboration 
and partnering with management and key 
stakeholders across the organisation. Maintaining 
independence and objectivity has proven 
challenging as closer collaboration can easily lead 
to the rationalising of risk factors being assessed. 
Being self-aware of this has proven useful in 
addressing it because it requires strong adherence 
to auditing standards; getting input from other 
auditing peers and the chief audit executive (CAE) 
has also helped in safeguarding from any potential 
compromise of independence and/or objectivity.
(Another growing career challenge is balancing a 
successful career with successful parenting!)

Q:  How do you think the role of the IS auditor is 
changing or has changed? What would be your best 
advice for IS auditors as they plan their career path 
and look at the future of IS auditing?

A:  While the core objectives of the IS auditor 
have remained the same and auditors continue to 
be assurance providers and advisors within their 
organisations, the fast pace of technology, its uptake 
and the resulting changing business environments 
have driven the changing role of IS auditors.  

In response to the changing environment and 
the increasing expectations of management and 
the board, the IS auditor’s role is evolving into a 
more business-like one, where developing more 
efficient and effective audit plans aligned with 
strategic objectives is imperative. This requires 
IT auditors to be professionally qualified, 
multiskilled, knowledgeable, and have a high level 
of understanding of not just technology elements 
and controls, but the business that the controls are 
designed to secure.

This all makes for an exciting time for IS auditors 
as the opportunity exists to contribute to an 
organization’s overall success more than ever 
before. My advice for IS auditors as they plan their 
career in these new times:
•  Get certified—ensure that you have the necessary 

foundation knowledge (e.g., Certified Information 
Systems Auditor® [CISA®], Certified Internal 
Auditor [CIA]).

•  Commit to continuous learning, invest in yourself. 
Once certified, consider enhancements with 
credentials such as those related to COBIT®, ITIL, 
CAPM/PMP and Cybersecurity Nexus (CSX).

•  Pay attention to nontechnical skills 
development—critical thinking, relationship 
building, partnering, communication and 
openness to diverse viewpoints.

•  Understand the business/industry you work 
in as this will support your ability to articulate 
business insights, better assess existing and new 
technology, and provide recommendations that 
can add value to the business.

Q:  How do you see the role of governance of 
enterprise IT (GEIT) changing in the long term?

A:  The role of GEIT has changed with the role of 
IT within organisations. The days where IT was 
merely a support function are long gone as the 
pace of technology advancement and its adoption 
in enabling strategic initiatives has ingrained IT 
in almost every part of the business. The banking 
sector is a good example as it is impossible to 
think of a bank that runs without IT applications, 
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WHAT DO YOU ANTICIPATE BEING THE BIGGEST 
COMPLIANCE CHALLENGE IN 2016? HOW WILL 
YOU FACE IT?
Cybersecurity. The increase in connected devices 
and how businesses harness the benefits of the 
Internet of Things to support their digital business 
strategy will only add to the cybersecurity challenge. 

WHAT ARE YOUR THREE GOALS FOR 2016 AS YOU 
ENTER THE NEW YEAR?
1.  Execute an IS audit strategy that meets the 

assurance needs of my organization as well as 
the career development needs of my team.

2.  Work with my peers on the board of our  
local ISACA® chapter to find and execute  
new and innovative ways to deliver value to  
our members.

3.  Spend more time with my son, with his 
schoolwork and new adventures.

WHAT IS ON YOUR DESK RIGHT NOW?
Laptop, water, art calendar, family photo,  
bamboo plant

HOW HAS SOCIAL MEDIA IMPACTED YOU 
PROFESSIONALLY?
Social networking—staying connected with peers 
and professional groups

WHAT IS YOUR NUMBER ONE PIECE OF ADVICE 
FOR OTHER RISK PROFESSIONALS?
Understand the business and collaborate with 
stakeholders across the organisation. 

WHAT ARE YOUR FAVORITE BENEFITS OF YOUR 
ISACA MEMBERSHIP?
1.  The knowledge resources (white papers, work 

programs, webinars) 
2.  The networking and professional development 

opportunities that come with volunteering

WHAT DO YOU DO WHEN YOU ARE NOT AT WORK?
Read, spend time with my family, watch Netflix.
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“Trust, but verify” is a Russian proverb that 
became more widely known when then-US 
President Ronald Reagan used it in the 1980s.  
(                                                                   ). The 
fact that proverbs are passed unchanged through 
generations implies that they are seen as the truth.

TO RE-AUDIT OR NOT TO RE-AUDIT
The auditors arrive, do their work, write a report 
that includes critical recommendations that could 
be seen as an instruction:  “...the auditee shall....” 

Should the audit strategy 
and planning call for a review 
(e.g., one year after issuing the 
final report) to see if they have 
been implemented and, if so, 
whether the implementation has 
been completed in a way that 
significantly reduces business risk? 

While this makes good sense, 
the challenge is that the audit universe has 
become so large that re-auditing issues are bound 
to conflict with the overall audit plan.

THAT UNWELCOME FEELING
Many auditees mistrust the auditors:  Their 
findings are the equivalent of calling the auditee’s 
baby “ugly.” No parent would ever do this, but 
then, there are ugly babies. Therefore, unless a 
good working relationship has been established 
over the years, the auditor cannot expect a 
warm welcome or for the auditees to share their 
problems and concerns.

A poor welcome could include finding 
that the auditors have been assigned poor 
accommodations, possibly in an inconvenient 
location, limited support facilities (e.g., printers, 
photocopiers, locked doors and cabinets, 
shredders), an unhelpful contact point or 
discovering on short notice that a critical person 
is not available for discussions. 

There will be many plausible excuses. It 
is never a good time to conduct an audit and 
accommodation is an issue almost everywhere. If 

the arrangements are really poor, it may be good 
to have the chief audit executive (CAE) speak with 
a senior manager who can act to resolve the issue 
and understand the root cause of the situation.

THINGS AUDITEES MAY “FORGET” TO DISCLOSE
A competent and experienced information 
systems (IS) manager would be expected 
to anticipate what the auditors may find by 
conducting a brutally honest assessment of 
the many aspects of IS and IT. Guidelines and 

frameworks such as COBIT® 5 can 
facilitate this task. In practice, this 
does not happen often as other 
activities, deemed more urgent, 
displace these and before you 
know it, it is audit time again.

If the auditee can demonstrate 
to the auditor that they care 
about the audit process; that 

they understand how it is conducted; and then 
come up with a list of findings, observations and 
corrective actions by themselves, the relationship 
would be strengthened and it would make better 
use of the auditor’s knowledge and experience. 
The downside of keeping information from the 
auditors is that they will find out by chance or  
by process.

In one example, there was a wiring cabinet in 
an office environment for a critical network that 
the “owner” had known for years consisted of 
spaghetti cabling, equipment on the floor and a 
tree of extension leads. This was not mentioned 
at the start of the audit, but as the auditors were 
passing by, someone opened the cupboard door. 
A photograph of the scene was included in the 
draft and final audit reports, despite requests for 
its removal.

LOOK AND LISTEN
The examples in the previous section show 
carelessness and incompetence, but not malice. 
Unfortunately there are many more things that 
the auditees know that their management does 
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two leased lines entered the building through a single point 
accessible through a manhole in the street just outside the 
main entrance. 

• External audit of a large and complex information 
systems and technology department—During an audit, 
the systems architecture, i.e., how applications exchanged 
data with other applications—with or without format 
conversion, dynamically, by file transfer—was requested. 
Lo and behold, it had not been documented. There was no 
comprehensive systems architecture listing, for example, 
the name of the system, its custodian, purpose, high-
level functionality and interfaces. Moreover, there was no 

statement about the system’s 
condition (e.g., robust, well 
documented, frozen) and 
planned activities. This led 
to an unplanned question 
about the data architecture, 
as the audit team tried to 
understand how many  
data entities were  

duplicated across systems (in incompatible formats, of 
course), and this was received with a “not in my job 
description” response. 

• Hidden or forgotten opportunities—In fact, there is plenty out 
there neatly hidden or forgotten, including software licenses 
that are paid for, but not used; large, over-optimistic and 
underresourced projects; renewals and upgrades postponed 
until the service deteriorates, bypassing procurement rules; 
critical activities for which there are no backups for the 
responsible individuals; and unqualified individuals (e.g., 
interns or trainees) doing things beyond their capabilities. 
Some are due to weak management or political posturing 
(e.g., “It is my budget and I will do it despite what you say.”); 
others are caused by SMRC (saving money regardless of cost), 
also referred to as “shareholder value.” 

CONCLUSION
There is much to be gained from an open, collaborative 
relationship between auditors and auditees in which both 
parties focus on understanding and managing business risk. 
Rationally, we all know this is the case, but human factors 
such as lack of trust and organizational politics often get in 
the way. 

not. This becomes an explosive issue when it involves the 
means to work around sound policies (e.g., need to know, 
least privilege, segregation of duties, change management). 
Here are some examples collected over many years. 

A homemade, old (e.g., COBOL) financial application 
was made Y2K-compliant and fully met the needs of the 
organization. It was robust, reasonably well documented and 
maintained by a small team that had done so since the initial 
design. During an audit that did not involve this application, 
it was discovered that the lead developer had embedded 
undocumented hidden accounts and backdoors, not to be 
abused, but to “help” the organization toward bypassing 
the usual controls. And, there was no record of who had 
what access controls and privileges or if any were kept by 
individuals as their careers progressed. Furthermore, weak 
change control supported these changes.

The lead designer was due to retire, and once the auditors 
became unofficially aware of this, the question arose as to 
whether a colleague months or years away from retirement 
should hold the “secret” of these unofficial features. The 
management view was a clear no, and the system was retired 
and replaced by a commercial application with role-based 
access controls and more manageable superuser features. 

Superuser privileges can be a problem. In another case 
at a different organization, the design of an enterprise 
resource planning (ERP) system had a project manager who 
assigned himself extensive superuser rights. After the project 
was completed, nobody thought to verify what rights were 
retained by the implementation team. 

An even more extraordinary situation happened when 
a senior executive at an organization instructed that all 
security policies be withdrawn and the organization’s data be 
declassified in order to be fully transparent. Neither internal 
audit, risk management or legal counsel were consulted and 
nobody was willing to say, “The emperor has no clothes.” 

SERENDIPITY
Sometimes one has the good fortune of coming across 
something interesting without looking for it. Here are some 
examples.
• The invisible single point of failure—A law enforcement 

unit (in the 1980s) was implementing a new secure network 
of leased lines. The service provider designed it to ensure 
that different cable routes provided resilience. Surprise! The 
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Feature

IS and IT auditors, assurance professionals and 
assessors undertake audits, assurance work or 
assessments of IT processes (the assignment) 
and, in addition to the final objective, have 
common tasks to complete such as planning and 
performing activities and reporting results.

The work entails evaluating processes owned 
by others. But, who is looking at the work 
processes of the auditor, assurance professional 
or assessor? How capable are the work processes 
with regard to meeting the assignment objective 
defined by the employer, executive manager, 
board of directors (BoD), client, sponsor or 
external reviewer? 

The COBIT® 5 Assessment Programme  
can help.

It incorporates the COBIT® 5 Process 
Reference Model and ISO/IEC 15504 as the basis 
for the measurement framework and assessment 
process. This means that:
• The specifications of the process used in the 

assessment are based on COBIT® 5.
• The capability of each process assessed is 

expressed in terms of a rating scale from  
0 to 5, based on international standards from  
the International Organization for 
Standardization (ISO).1

Because ISACA’s COBIT® Self-assessment 
Guide:  Using COBIT® 52 and COBIT® Process 
Assessment Model (PAM):  Using COBIT® 53 
explain in detail how to perform the assessment, 
this article does not discuss the performance of 
this task. Instead, it provides an example of how 
to determine whether a work process is at a  
level 1 capability and a reflection on why and 
how auditors, assurance professionals and 
assessors have to think about and improve their 
own capability levels.

THE MEASUREMENT FRAMEWORK
As the COBIT® Self-assessment Guide:  Using 
COBIT® 5 mentions, the assessment process 
involves establishing a capability rating for a 
process, which involves:4

• Defined capability levels (from ISO/IEC 
15504) (figure 1)

• Process attributes used to rate each process 
(from ISO/IEC 15504) (figure 2)
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Figure 1—Process Capability Levels

Process Level Capability

0 (Incomplete) The process is not implemented or fails to achieve its process purpose. At this level, there is little or no 
evidence of any systematic achievement of the process purpose.

1 (Performed) The implemented process achieves its process purpose.

2 (Managed) The performed process is now implemented in a managed fashion (planned, monitored and adjusted) 
and its work products are appropriately established, controlled and maintained.

3 (Established) The managed process is now implemented using a defined process that is capable of achieving its 
process outcomes.

4 (Predictable) The established process now operates within defined limits to achieve its process outcomes.

5 (Optimizing) The predictable process is continuously improved to meet relevant current and projected business goals.

Source:  ISACA, COBIT Self-assessment Guide:  Using COBIT 5, USA, 2013

Also available in Spanish
Disponible también en español
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• Indicators on which to base the assessment achievement of 
each process attribute (based on and aligned with ISO/IEC 
15504):
–  Capability level 1—Indicators are specific for each  

process and assess whether the following attribute has 
been achieved:  The implemented process achieves its 
process purpose. Level 1 deals with the detailed content  
of COBIT 5 processes, so one needs to define his/her  
work in COBIT 5 terms.

–  Capability levels 2 to 5—Assessment of capability is based 
on generic process indicators of performance. These are 
called generic because they apply across all processes, but 
they are different from one capability level to another.

CAPABILITY LEVEL 1:  DEFINING WORK PROCESS SPECIFICATIONS
There are very recognized and useful audit frameworks, such 
as ISACA’s ITAF:  A Professional Practices Framework for IS 
Audit/Assurance5 or the Institute of Internal Auditors’s (IIA)
International Standards for the Professional Practice of Internal 
Auditing (Standards),6 but, in general, key aspects are the same.

Following COBIT 5, one must define the process itself, 
including purpose, outcomes, base practices and work products. 
For example, work may be defined using the words in figure 3.

DEFINING THE RIGHT OR REQUIRED CAPABILITY LEVEL
As part of the assessment, professionals should choose  
which level of capability their work requires, depending on 
some considerations:7

• Professional environment—The required level can be set by 
regulations or standards if the assignment is under revision 
of a third party or controller (i.e., Protecting Investors 
Through Audit Oversight [PCAOB] or government 
agencies), or it shall comply with certain standards (i.e., 
ISACA frameworks).

• Expected goals, benefits and resourcing considerations—
For example, if the professional wants to position his/
her work or fees as “first class” or improve his/her work 
process; if the professional staff is very large; or if the 
structure is complex with a lot of levels.

PROCESS CAPABILITY INDICATORS LEVELS 2 TO 5
Assessment of capability levels 2 to 5 is based on generic 
process indicators of performance.8 There are six capability 
levels and nine process attributes (PAs) associated. Each 
PA has indicators called “generic practices,” or a means of 
achieving the capabilities addressed by them and “work 
products” required to support the management of a process.

At level 2, process performance is now implemented in a 
managed fashion (planned, monitored and adjusted) and its 
work products are appropriately established, controlled and 
maintained. At first glance, professionals could think that 
these requirements are included in the audit process and they 
are met at level 1, but the difference is the documentation 
requirement. Perhaps the assignment activities and, of course, 
the report are documented at level 1, but the process itself has 
to be documented.

Figure 2—Process Attributes

 

Source:  ISACA, COBIT Self-assessment Guide:  Using COBIT 5, USA, 2013

Level 5:  Optimising
PA 5.1 Process Innovation
PA 5.2 Process Optimisation

PA 4.1 Process Measurement
PA 4.2 Process Control

PA 3.1 Process Definition
PA 3.2 Process Deployment

PA 1.1 Process Performance

PA 2.1 Performance Management
PA 2.2 Work Product Management

Level 4:  Predictable

Level 3:  Established

Level 2:  Managed

9 Process
Attributes

6 Process
Capability
Levels

Level 1:  Performed

Level 0:  Incomplete
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Figure 3—Assignment Process Definition

Process Name Assignment process (audit, engagement, assessment)

Process description Perform specific procedures to provide an appropriate level of assurance about the subject matter in compliance with the 
applicable professional practices framework, including professional’s ethics, independence, objectivity and due care, as well 
as knowledge, competency and skill.

Process purpose 
statement

Plan, perform and report on the results of the assignment (audit, engagement, assessment) while meeting applicable 
professional standards, assuring organizational and professional independence, exercising due professional care, and 
possessing an adequate level of skills around and knowledge of the subject matter.

Outcomes (Os)

Number Description

01 Report to communicate the results upon completion of the assignment

Base Practices (BPs)

Number Description

BP1 Assignment Planning
Professionals shall plan the assignment to address objective(s), scope, timeline and deliverables, compliance with applicable 
laws and professional standards, assignment-specific issues, and documentation and reporting requirements.

BP2 Assignment Performance and Supervision
Conduct the work in accordance with the plan, obtain sufficient and appropriate evidence to achieve the assignment 
objective, and provide supervision and professional education to staff, if required.

BP3 Assignment Reporting
Provide a report to communicate the results upon completion of the assignment and include in the report findings, 
assessments, conclusions and recommendations.

Work Products (WPs)

Inputs

Number Description Supports

Outside Process Terms of the assignment defined by the overall IS audit plan, engagement letter or agreement on 
the purpose and scope of the assessment

ALL

Output

Number Description Supports

WP1 Assignment Project Plan
A document that describes the assignment nature, objectives, timeline and resource requirements, 
and timing and extent of procedures to complete the assignment.

BP1

WP2 Assignment Program
A step-by-step set of procedures and instructions that should be performed to complete the 
assignment and the evidence that supports findings, assessments and conclusions.

BP2

WP3 Continuing Professional Education (CPE) Requirements
A set of basic and new knowledge and skills needed to perform current or future works.

BP2

WP 4 Assignment Report
A document that communicates the results upon completion of the assignment, including findings, 
assessments, conclusions and recommendations.

BP3

Based in part on:  ISACA, ITAF:  A Professional Practices Framework for IS Audit/Assurance, 3rd Edition, USA, 2014, 
www.isaca.org/research. ISACA, Glossary of Terms, USA, 2015, www.isaca.org/glossary
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At level 2, process documentation has to specify who is 
responsible for its design (process owner) and its scope; roles; 
Responsible, Accountable, Consulted and Informed (RACI) 
chart; and internal control matrix. At level 3, a document 
outlining the activities required to achieve the required process  
 
outcomes (“process procedures”) and a process map are 
required and, thus, the process documentation is completed.

The same considerations apply to the rest of level 2’s work 
product, process plan, quality plan and quality record. At 
this level, very important aspects of the assignment report are 
established, including content, quality criteria (against which 
it will be reviewed and approved), documentation and control, 
including identification, traceability and approvals, and 
procedures for versioning and change control to be applied.

At level 3, the established process completes level 2 and 
adds two work products:  policies and standards and process 
performance records. At this level, a managed process is 
now implemented using a defined process that is capable of 
achieving its process outcomes.

Its indicators include the following products:
• A defined standard process, including appropriate tailoring 

guidelines, and the sequence and interaction with  
other processes

• Required competencies and roles and infrastructure for 
performing the defined process

• Suitable methods for monitoring the effectiveness and 
suitability of the defined process
At this point, questions arise, including:  Which is the 

appropriate level to comply with professional standards—
level 3 or level 1? Indicators suggest the answer. It is, at 
least, level 3:  A defined process is capable of achieving the 
process outcomes, including analyze process and product 
measurement results, identify and implement corrective 
actions, and reestablish control.

At level 4, the established process now operates within 
defined limits to achieve its process outcomes by measuring 
results and controlling the process.

Of course, level 5, Optimizing Process, is a great objective 
and resources and efforts should be assigned to reach it.

CONCLUSIONS
IS and IT auditors, assurance professionals and assessors must 
comply with different professional standards and maintain 
and improve their own process work at the appropriate 
capability level to meet the assignment objective defined by 
employers, executive managers, BoDs, clients, sponsors or 
external reviewers. This can be achieved by transforming 
the auditors’, assurance professionals’ and assessors’ own 
processes by applying the COBIT® 5 Assessment Programme.
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Feature

Today’s digital revolution is disrupting every 
corner of the business world and every function 
across the business enterprise, including IT 
audit. Where does IT audit need to go when the 
mantra is “better, faster, cheaper?” The relentless 
transformational impact of IT is redefining the IT 
audit function itself, forcing auditors to question 
long-established practices, rethink fundamental 
processes and recalibrate their function for the 
digital era.

DEFINING THE DIGITAL DESTINATION
As with so many enterprises, particularly well-
established global players, digital disruption was 
the major challenge facing Accenture two years 
ago. At that time, work was largely siloed by risk 
category and retrospective. Digital disruption 
was sweeping aside established companies and 
reshaping markets and industries, and these 
pressures were felt acutely. So the organization 
pondered what implications all this digital 
change held for IT audit. The internal audit 
(IA) function knew that it needed to be better 
integrated across the entire risk spectrum, so 
that a holistic approach could be taken. With 
markets, the business environment, competition 
and client needs changing so rapidly, there was 
also a sense that purely retrospective audits 
would be increasingly inadequate going forward. 
Lastly, while the digital revolution was driving 
much of this change, it was also understood  
that digital technologies provided the tools 
needed to respond and adapt to the disruptive 
forces buffeting the organization, assuming the 
knowledge of how to use them effectively.

So the team began by reexamining the 
fundamental mission and strategy, asking:  
What is the digital destination, and what kind 
of capabilities are needed to audit the IT of 
tomorrow? For Accenture, a global giant in 
technology services with more than 358,000 
professionals, this question went to the very core 
of the business. But the same issues of mission, 
strategy and long-term goals are relevant 

 
 
 
 
 
 for every IT audit group embarking on this 
transformational journey. While IT will have 
different capabilities and maturities from one 
company to the next, envisioning the future 
state of an organization’s IT operation is the 
first and surest prerequisite for setting off on a 
transformational journey with the confidence 
of knowing that successfully arriving at that 
destination can be achieved.

Accenture knew that IT audit had to support 
the high-performance business strategy by 
identifying, evaluating and reporting the fullest 
possible range of client-facing and internal risk 
factors in the digital age. Accenture’s audit team 
also aimed to be a value-add partner to the 
business by providing objective and relevant IT 
assurance and contributing to the effectiveness 
and efficiency of governance, risk management 
and control processes. 

Less obvious were two strategic conclusions 
to which the group came. Given the speed with 
which business changes today, the IT audit 
team felt that it would be necessary to shed the 
traditional stance of IT audit as an “outsider” 
coming in to measure after the fact. Rather, 
continuous alignment with the business and its 
evolving strategy would be essential to measure 
whether IT audit was advancing the company’s 
business strategy. Similarly, the audit team 
believed that it could be more effective if it shed 
IT audit’s historic cost-center mentality in favor 
of running IT audit “like a business,” which 
meant using a managed services approach and 
treating the organizations it served as customers.

LEVERAGING DIGITAL TECHNOLOGY
The audit team’s strategy depended on value, 
flexibility and efficiency—qualities not always 
associated with audit functions in the past—and 
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it sensed that leveraging new and powerful technologies 
would be essential for executing that strategy effectively. 
Accenture’s audit team set about evaluating, selecting and 
integrating new technologies that were aligned with the 
strategy and would allow a step-function improvement in  
the capability.

The group began by looking at how to enhance audit 
management through the use of end-to-end audit life cycle 
management tools. There are several powerful platforms 
available in the marketplace. The team systematically assessed 
the capabilities and costs of each before selecting the solution 
that best matched Accenture’s requirements. Implementing a 
robust governance, risk and compliance (GRC) capability is 
critical for IA. GRC would provide the platform to automate 
the audit work and improve productivity, ensure consistency 
across global teams, enhance risk coverage and assessment, 

and improve the ability to 
manage the audit process.

The group then sought 
to leverage analytics to 
support continuous audit, 
continuous monitoring 
and value identification. 
Once again, the digital 
revolution has made 
sophisticated analytics 
software available for 
this purpose. Analytics 

software enables auditors to increase risk coverage across  
an entire universe of data (versus using sampling) and focus 
on outliers in higher-risk areas. Analytics also allow auditors 
to identify trends and predict areas of higher risk, while 
creating a clear line of sight on cost-saving opportunities for 
the business.  

The third item on the digital shopping list was a tool for 
enabling a continuous risk assessment approach. Previously, the 
group had focused on an annual risk assessment, but the pace 
of change in the business and the associated risk is accelerating, 
rendering strictly annual assessments potentially anachronistic. 
By moving to a continuous risk assessment approach, the audit 
group was able to stay current with the business, anticipate 
risk and proactively offer services to help manage risk, and 
implement appropriate controls before issues occur.  

The challenge was in deciding how to automate and 
manage a risk assessment effort that interviews more than 
400 top leaders to identify risk themes and then sharing this 
information across a global IA group. The team decided to take 
an innovative approach and leverage customer relationship 
management (CRM) technology to manage the interview 
process, capturing risk notes and themes and making this 
information available on a real-time basis to the global team.  

The audit group knew, from innovations in other parts 
of Accenture, that collaboration and communication tools 
had become immense force multipliers capable of increasing 
the productivity of a relatively small audit staff. So the 
group set out to leverage these new technologies, using 
videoconferencing to eliminate travel wherever possible 
and using internal social media channels to accelerate IT 
audit collaboration throughout the enterprise. Leveraging 
collaboration technology enhanced the auditors’ ability to 
share knowledge across global teams, improved their ability to 
work virtually, and strengthened the relationships between the 
enterprise’s people, teams and customers.

RESULTS 
What results was the team able to achieve with these moves? 
In Accenture’s case, the team increased the number of IT 
audits provided by more than 250 percent (from 16 to 45 
annually) between 2012 and 2015 (see figure 1).

Accenture’s digitization of IT audit has helped it manage 
risk better, faster and more cost effectively. By moving into the 
digital realm, Accenture has been able to increase productivity, 
add new services and be far more proactive in monitoring the 
changing risk profiles of the enterprise’s rapidly growing global 
businesses. Leadership can now reach out to the audit team 
to assess risk before making strategic decisions, rather than 
calculating costs afterward. The group’s experience can be 
instructive for every IT audit leader who is evaluating how and 
where digital technologies fit into their scope of work.

The success of the team’s transformation also established 
a model for the broader evolution of the entire IA function at 
Accenture (figure 2). Having brought the IT audit team into 
the digital era, the group followed the same road map for the 
rest of IA.

”

“Collaboration and 
communication tools 
had become immense 
force multipliers capable 
of increasing the 
productivity of a relatively 
small audit staff.
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Figure 2—Accenture’s IT Audit Journey

 

Source:  Robert Kress. Reprinted with permission
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LESSONS LEARNED
It is important to note that while digital technology enabled 
many of the performance improvements that were realized 
at Accenture, these tools alone do not get the job done. 
Just as critical are the changes in mind-set that were made 
throughout the process 

Here are the most important lessons learned during 
Accenture’s IT audit transformation: 
• Align IT audit strategy with business strategy—In today’s 

business environment, corporate strategies can change 
frequently in response to market pressures, competitive 
challenges or emerging technologies. IT capabilities and the 
IT audit function need to be just as nimble in adjusting to 
the changing needs of the business and new technologies.

• Clarify governance—It is critical to have senior business 
leadership input on new and changing risk factors resulting 
from changes in business strategy, IT audit’s assessment  
of risk, and high-level IA plans. This demands a more  
robust governance regimen in which input is solicited  
from business leads on a near-continuous basis, rather  
than once a year.

• Run IT audit like a business—Operate the IT audit 
function like a business, and treat the people and 
organizations served as true customers. Provide these 
customers with a set of defined service offerings in a 
‘managed service’ approach, so they can request the services 
they want based on the changing needs of the business. 
Focus relentlessly on value-add to the business, and measure 
customer satisfaction. 

• Manage performance metrics—Measure critical success 
factors, benchmark progress, and use the overall metrics 
to drive change. The role of IT audit leadership is critical 
here, intervening where necessary to rectify deficiencies and 
capitalize on achievements.

• Transform people—An integral part of transforming 
the function may involve transforming the people and 
the internal culture in which they are working. An audit 
function that historically has been retrospective needs to 
undergo a radical shift when moving to a proactive stance. 
Strong leadership is required to drive culture and process 
change, so be sure to have the right people in senior 
management positions. Work to instill new ways of thinking 
and working throughout the function.

• Go big—Make bold decisions to drive step-function 
increases in the enterprise’s capabilities, and apply rigor and 
discipline in executing the changes. Be just as tough on the 
internal business processes of IT audit as on the business 
areas tasked with auditing.

• Communicate success—This, along with benchmarking, 
is helpful to demonstrate the value IT audit adds and the 
progress being made to senior leadership as well as the  
IA team. Do not be embarrassed to speak highly of the IT 
audit function when meaningful and measurable progress 
are achieved.
How applicable are these lessons to IT audit teams at 

other organizations? After all, one could argue that the 
circumstances at Accenture were not representative, since 
internal audit is part of a company that lives and breathes IT 
every minute of every business day. 

CONCLUSION
Looking back over the digital journey at Accenture, it is 
likely that, if anything, this transformation stands as a hyper-
example of what IT audit transformation can achieve for all 
IA organizations. Stakeholders are viewed as true customers, 
and the IT audit role is focused on providing a variety of 
valuable services to meet the needs of the audit committee 
and the company. These transformation results demonstrate 
the potential prize that every IT audit team committed to 
digital transformation can pursue and win. 

•  Learn more about, discuss and collaborate on audit 
tools and techniques in the Knowledge Center.

www.isaca.org/ 
topic-audit-tools-and-techniques
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Feature

Information security risk has dramatically 
evolved; however, security strategies that are 
typically compliance-based and perimeter-oriented 
have not kept pace. Consequently, sophisticated 
intruders can bypass perimeter defenses to 
perpetrate attacks that are highly targeted and 
difficult to detect. This article discusses an 
approach to assess the adequacy of a firm’s 
cybersecurity posture.

The results of the Global State of 
Information Security Survey published by 
PricewaterhouseCoopers (PwC) in September 
of 2013 show that while information security 
risk factors have dramatically evolved, security 
strategies that are typically compliance-based 
and perimeter-oriented have not kept pace.1 
Consequently, sophisticated intruders can bypass 
perimeter defenses to perpetrate dynamic attacks 
that are highly targeted and difficult to detect. 
The results of the PwC survey suggest that today’s 
elevated risk landscape demands a new approach 
to security—one that is driven by knowledge of 
threats, assets and adversaries. 

Given the need for a strong cybersecurity 
posture, there have been various efforts to create 
cybersecurity standards. One such standard is ISO 
27001, Information security management systems,2 
which provides a set of specifications against which 
an organization can have its information security 
management system independently certified. 
ISO 27001 is tied to ISO 27002, Information 
technology—Security techniques—Code of practice 
for information security controls,3 which contains 
39 control objectives for protecting information 
assets from threats to their confidentiality, integrity 
and availability. Each of the 39 objectives is then 
broken down into many specific controls. The 
standard does not require any specific controls to 
be implemented, but rather leaves it to the user to 
select those controls appropriate for their specific 
requirements.

Another standard is the US National Institute 
of Standards and Technology’s (NIST) Special 
Publication (SP) 800-53, Recommended Security 
Controls for Federal Information Systems and 

Organizations.4 NIST SP 800-53 identifies  
198 security practices that are divided into 18 
families and three classes. Each of these security 
practices has been mapped to ISO 27001.  
SP 800-53 defines three security baselines that 
provide a starting point for determining the 
security controls that should be implemented for 
low-impact, moderate-impact and high-impact IT 
systems. These baselines could serve as the basis 
for a risk-based security standard for various 
categories and subcategories of assets.

In February 2013, recognizing that the 
national and economic security of the US 
depends on the reliable functioning of critical 
infrastructure, US President Barack Obama 
issued Executive Order 13636, Improving 
Critical Infrastructure Cybersecurity.5 The 
order directed NIST to work with stakeholders 
to develop a voluntary framework (based on 
existing standards, guidelines and practices) for 
reducing cyberrisk to critical infrastructure. NIST 
released the first version of the Framework for 
Improving Critical Infrastructure Cybersecurity 
on 12 February 2014.6 The framework, created 
through collaboration between industry and 
government, consists of standards, guidelines 
and practices to promote the protection of 
critical infrastructure. The prioritized, flexible, 
repeatable and cost-effective approach of the 
framework was designed to help owners and 
operators of critical infrastructure to manage 
cybersecurity-related risk.

While the certified public accountant’s (CPA’s) 
external audit responsibilities do include the 
responsibility to assess security as part of certain 
engagements, such as audits of controls at service 
organizations, the CPA’s financial statement audits 
do not usually include the responsibility to assess 
cybersecurity. However, the internal IT audit 
function frequently does include the responsibility 
to assess cybersecurity. Indeed, assessing security 
is a key component of the Certified Information 
Systems Auditor® (CISA®) job practice analysis, 
which reflects the responsibilities of IT auditors.7 
Regarding cybersecurity assessment approaches, 
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IT audit standards include a procedure related to cybersecurity 
assessment. ISACA’s IS Auditing Procedure P8 Security 
Assessment—Penetration Testing and Vulnerability Analysis, 
(P8)8 provides scope and procedure guidance related to 
cybersecurity assessments. 

CYBERVULNERABILITY ASSESSMENT APPROACH
Managing many cybervulnerability projects has revealed 
valuable insights into approaches used to assess a firm’s 
cybersecurity posture. Utilizing ISACA’s IS Auditing P8 
offers an approach that focuses on attack vectors and has 
assessment phases for the relevant attack vectors (i.e., the 
Internet and the internal network). 

 The assessment phases are typically conducted utilizing 
the Tenable Network Security Nessus vulnerability scanning 
tool (Nessus)9 combined with other assessment procedures. 
Nessus utilizes the Common Vulnerability Scoring System 
(CVSS) to facilitate risk assessment. A risk assessment requires 
a qualitative analysis of vulnerabilities within a network. The 
Forum of Incident Response and Security Teams (FIRST)10 
created CVSS to normalize the methodology of analyzing risk. 
CVSS provides an open framework for communicating the 
characteristics and impacts of IT vulnerabilities. CVSS consists 
of three metric groups:  base, temporal and environmental.11 
The base metric represents the intrinsic qualities of a 
vulnerability. The temporal metric reflects the characteristics of 
a vulnerability that change over time. The environmental metric 

represents the characteristics of a vulnerability that are unique 
to any user’s environment. When the base metrics are assigned 
values by an analyst, the base equation computes a score ranging 
from 0.0 to 10.0 as illustrated in figure 1.

The Nessus reports use the base metric group to aid in the 
performance of qualitative risk analysis.12 Vulnerabilities with 
a CVSS base score in the 7.0-10.0 range are critical, those in 
the 4.0-6.9 range are major, and those in the 0.0-3.9 range are 
minor. The CVSS scores correspond to the Tenable severity 
levels, which are:  
• 10.0 = Critical 
• 7.0-9.9 = High
• 4.0-6.9 = Medium 
• 0.0-3.9 = Low 

At each severity level, the number of vulnerabilities is 
displayed along with the percentages of those vulnerabilities 
in each CVSS score grouping. 

The assessment team uses the Nessus results to identify 
hosts that warrant interrogation. In general, the team focuses 
on hosts that have vulnerabilities rated as medium, high 
or critical. The team then performs procedures to confirm 
the validity of the findings and rule out false positives. The 
team uses a variety of tools to assist in the interrogation of 
vulnerabilities. Another term for this aspect of the assessment 
is exploitation. 

Often the goal of exploitation is to gain control over a 
system. More specifically, an exploit is a way to leverage a 

Figure 1—CVSS Metrics and Equations

 

Source:  FIRST.Org, Inc., https://www.first.org/cvss/specification-document#i1.1. Reprinted with permission. 
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security flaw or circumvent security controls. The process 
can take many forms; however, the goal is usually to gain 
administrative access to a computer or device. The wide range 
of activities, tools and options related to exploitation make 
this step more of an art than a science. Indeed, exploitation 
is one of the most ambiguous phases of the cybersecurity 
assessment process. The reason for this is simple; each 
system is different and each target is unique. Depending on a 
multitude of factors, the attack vectors will vary from target to 
target, so skilled attackers have to understand the nuances of 
each system they are attempting to exploit.13 

While the assessment approach discussed here is an effective 
way to assess cybersecurity, there are several propositions to 
improve the cybervulnerability assessment process. 

SKILLS AND TOOLS
The assessment team needs to include skilled attackers who 
understand the nuances of each system they are attempting 

to exploit. For example, 
assessors should have 
a current and thorough 
understanding of security 
related to operating 
systems, firewalls, routers 
and other network 
devices. The team should 
also utilize a mix of 
tools to perform the 
assessment. For example, 
assessors should utilize 

a variety of programs to discover potential vulnerabilities and 
determine if the vulnerability can be exploited.
• Proposition 1a—Cybersecurity assessments should require 

a step to ensure that assessors understand the nuances of 
each system they are attempting to exploit.

• Proposition 1b—Cybersecurity assessments should require 
a step to ensure that assessors have a variety of tools at  
their disposal.

RISK FOCUS
It is important to eliminate false positives. Given the large 
number of vulnerabilities identified by Nessus, the task to 
eliminate false positives can be significant. The assessment 
team should utilize a risk-based approach to focus audit 

energy on areas of greatest risk. Such an approach is 
consistent with the NIST framework.
• Proposition 2a—Cybersecurity assessments should be  

risk-based.
• Proposition 2b—Cybersecurity assessments should require 

a step to ensure that false positives are eliminated.

PATCH MANAGEMENT
IT change and patch management can be defined as the set of 
processes executed within the organization’s IT department 
designed to manage the enhancements, updates, incremental 
fixes and patches to production systems, which include 
application code revisions, system upgrades and infrastructure 
changes.14 Patch management tasks include:  
• Maintaining current knowledge of available patches 
• Deciding what patches are appropriate for particular systems 
• Ensuring that patches are installed properly 
• Testing systems after installation
• Documenting all associated procedures, such as specific 

configurations required
Patches often are designed to fix security vulnerabilities. 

Indeed, many of the recommendations to address 
vulnerabilities identified in a cybersecurity assessment include 
the installation of a specific patch. Accordingly, implementing 
patch management practices such as a tactical, integrated and 
automated approach to handling vulnerabilities can boost a 
company’s cybersecurity posture. Likewise, successful patch 
management policies can also help with security audits and 
compliance audits. For example, continuous auditing routines 
could be developed to ensure that patches are applied on a 
timely basis.

In response to increased cyberattacks, there is a need 
for models to focus limited administrator attention and 
build cases for additional resources. One proposed method 
is based on Markov-decision processes for the generation 
and graphical evaluation of relevant maintenance policies 
for cases with limited data availability.15 Since cybersecurity 
assessments provide security information by host, steps 
should be taken to categorize hosts (i.e., ordinary host  
with no sensitive data, critical host with sensitive data) to 
ensure that maintenance policies are directed toward the most  
critical hosts.
• Proposition 3a—Cybersecurity assessments should include 

an assessment of patch management policies. 

”
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25ISACA JOURNAL  VOLUME 1, 2016

• Proposition 3b—Cybersecurity assessments should leverage 
continuous auditing procedures to ensure that patches are 
applied on a timely basis.

• Proposition 3c—Cybersecurity assessments should categorize 
hosts to ensure that maintenance recommendations can be 
directed toward the most critical hosts.

ATTACK VECTORS AND DEFENSE-IN-DEPTH
Given that adversaries can attack a target from multiple 
points using either insiders or outsiders, an organization 
needs to deploy protection mechanisms at multiple locations 
to resist all classes of attacks. Defense-in-depth is a practical 
strategy for achieving information assurance in today’s highly 
networked environments.16 Accordingly, some information 
security postures utilize a defense-in-depth model. Such a 
model refers to the way hardware and software is configured 
to provide different levels of security. A defense-in-depth 
model recognizes that not all resources require the same level 
of security. In addition, this model can mitigate exposures that 
might otherwise exist. For example, if a server is vulnerable 
to an exploit because it is not able to be updated, a defense-
in-depth layer can be added to mitigate the exposure. 
Accordingly, cybersecurity assessments should include a 
review of defense-in-depth security layers. Likewise, since a 
company may accept a risk related to one attack vector by 
relying on defense-in-depth, the assessment should include 
various exploitation paths to test defense-in-depth.
• Proposition 4—Cybersecurity assessments should include a 

review of defense-in-depth security layers.
• Proposition 4b—Cybersecurity assessments should include 

various exploitation paths to test defense-in-depth.

STANDARDS
Given the fact that a cybersecurity assessment should test an 
actual state against a desired state, it is necessary to  
have a standard against which to audit. At this point in time,  
NIST SP 800-53, Recommended Security Controls for 
Federal Information Systems and Organizations,17 which has 
been mapped to ISO 27001, is a logical standard to utilize. 
In addition, specific regulatory security standards that must 
be met for categories of assets or specific assets (e.g., ports/
services and default account requirements related to critical 
infrastructure protection assets) should be utilized.
• Proposition 5a—Cybersecurity assessments should utilize 

standards such as NIST SP 800-53.

• Proposition 5b—Cybersecurity assessments should utilize 
specific regulatory security standards that must be met for 
applicable categories of assets or specific assets. 

CONCLUSION
Cybersecurity assessments should be conducted in phases 
and focus on attack vectors, as indicated in IS Auditing P8. 
In addition, cybersecurity assessments should include steps to 
ensure that the assessment team has adequate skills and tools 
to perform the assessment. The assessment should focus on the 
greatest risk and include steps to reduce false positives. Given 
the importance of patch management, assessments should 
include steps to assess the adequacy of patch management. 
Since attacks can come from multiple points, assessments 
should include a review of defense-in-depth security layers. 
Since cybersecurity assessments should test an actual state 
against a desired state, assessments should utilize standards.
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The ability to create eye-catching visuals is not 
an inherited skill. The skills required for most 
effectively displaying information are not intuitive 
and rely largely on principles that can be learned. 
There are, indeed, some visualization techniques 
that are best left to designers, but there are 
others, e.g., audit findings, key performance 
indicators (KPIs) and cybermonitoring indicators, 
that do not need the designer’s touch. 

Scientific evidence supports the importance of 
data visualization. As Neil DeGrasse Tyson once 
said, “The good thing about science is that it’s 
true whether or not you believe in it.” And there 
is as much science behind data visualization as 
there is behind analytics.

The brain receives 8.96 megabits of data 
from the eye every second. The average person 
comprehends 120 words per minute when 
reading, which is equivalent to 81.6 bits of data 
per second.1

Humans are not wired to read quickly; they 
are wired to visualize quickly. Brains perform 
more efficiently and more information is retained 
when the learning comes from visuals.

A well-designed dashboard allows the viewer 
to analyze massive data sets at a glance. Learning 
how to represent data in a way that immediately 
tells a story, sparks an insight or provokes 
discussion is as important as being able to run 
data analytics.

Data visualization is comprised of a set of 
tools and techniques to create graphs (also called 
charts or diagrams) that, when used the right 
way, are extremely powerful. It is not about  
flashy 3-dimensional rainbow graphs. Data 
visualization is about being simple and 
representing data effectively. 

Before considering design principles, there are 
important layers to be covered in preparation for 
the design layer.

KNOW THE DATA
What data types are in the data set? Are the 
variables mostly categorical, e.g., regions and 

departments? Do the data have geospatial 
variables, such as country, city, address or 
postal codes? What about dates? What are the 
quantitative variables? Is the categorical data 
nominal, ordinal, hierarchical or interval (≥70 
points, <70 and ≥50 points, and <50) in nature?

Understating the data types can aid in 
selecting the best graph to visualize the data. 
After identifying the data types, it is necessary 
to understand the relationships among all 
variables, because one variable by itself is not 
very interesting. The first question to ask about a 
number is “Compared to what?”2  

 Relationships are data’s way to tell their 
story. It is important to identify whether one or 
more of these relationships exist in the data set:  
nominal comparison, time-series, correlation, 
ranking, deviation, distribution, part-to-whole 
relationships and geospatial.

KNOW THE MESSAGE
What is being conveyed? Is the purpose to find 
the story the data are telling or simply to provide 
an explanation of a known issue? 

Visualization for exploring is useful when  
what the data have to tell is unknown and it is 
still necessary to get a sense of the relationships 
and patterns contained within it for the first time. 
It allows for imprecision.

Certain graphs are better at enabling 
exploration, while others, such as pie charts, 
provide only a simple explanation. Interactive 
dashboards allow internal auditors to find their 
own stories in the data. Some graphs are more 
forgiving, allowing for the use of many categories 
and colors since users will be able to apply filters.

Visualization for explaining is best when it 
is cleanest.3 Here, the ability to pare down the 
information to its simplest form—to strip away 
the noise entirely—will increase the efficiency 
with which a decision maker can understand it. 
This is the approach to take once it is understood 
what the data are saying and when that message 
is ready to be communicated to the audience. 
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KNOW THE AUDIENCE
Knowing the audience goes a long way toward making a 
connection and maximizing the chances that management will 
understand and retain the information being conveyed. What 
experience, skill and understanding of the subject will the 
audience members have? What is their ability to focus? How 
interested are they? 

Organize, group or prioritize the information in order to 
emphasize what should be conveyed to the audience, and do 
not bury the key messages in a mass of detail and graphs.   

Most audiences are used to plain bar, line and pie charts. 
Bar charts can be useful to convey information, but it may 
help to provide the audience with some initial attention-
grabbing visuals to “wow” them and, as a result, draw their 
attention to the story that follows. Consider compelling 
visuals to include everything that calls the reader’s attention 
without sacrificing or obfuscating the message. Do not be 
afraid of trying different chart types. As Steve Jobs said, “A lot 

of times, people don’t know what they want until you show it 
to them.”

And finally, color blindness and cultural differences must 
be taken into consideration as well. Both need to be factored 
in when selecting a color palette for graphs. 

KNOW THE OPTIONS
This is one of the most interesting parts of data visualization—
choosing the correct graph for the data type and relationships 
in the data set. This is when the relationships identified earlier 
come to life.

When putting together a graph, one of four things with the 
data should be shown:  a relationship between/among data 
points, a comparison of data points, a composition of data, a 
distribution of data or the geospatial location of data points.4

To help determine which graph to use, see figure 1, created 
by Andrew Abela, author of the book Advanced Presentations 
by Design.5 

Figure 1—Chart Suggestions

Source:  Andrew Abela. Reprinted with permission.
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Some other graphs not featured in figure 1 are shown  
in figure 2:
• Bubble chart—This is a variation of the scatter plot. This is 

one of the charts that should be used only as eye-candy or 
when getting to know the data set. This chart looks fun, but 
is ineffective in communicating meaningful data, and it is 
often troublesome to get the scaling right.

• Tree map—This is a way to compare data types so that 
categorical data are represented by the colors and numerical 
variables by their size. Tree maps display large numbers 
of values that exceed the number that could be displayed 
simply and effectively with a bar graph.

• Heat map—This is a representation of data in which the 
individual values contained in a matrix are represented as 
colors. There are many types of heat maps, but they all have 

one thing in common—they use color to communicate the 
relationship between categorical and numerical variables. 

• Trellis chart—This is not a grouping of line charts copied 
and pasted together. It is one graph using the same scale and 
axes as line charts, but it is divided into categories. Trellis 
charts are useful for finding the structure and patterns in 
complex data. 

• Word cloud—This is an engaging way to visualize the 
frequency distribution of words with textual data; however, 
it should be used sparingly as word clouds cannot show how 
a word is used. It is best used to highlight categorical data 
types, e.g., departments with most sales. A word cloud can 
display the filter being applied if using an interactive tool. 

• Bullet graph—This graph was developed by Stephen Few6 
to replace the meters and gauges that are often used on 

Figure 2—Additional Graph Suggestions

Source:  Tableau Public. Reprinted with permission
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dashboards. Its linear, no-frills design provides a rich display 
of data in a small space, which is essential on a dashboard. 
Like most meters and gauges, bullet graphs feature a single 
quantitative measure (i.e., year-to-date revenue) along 
with complementary measures to enrich the meaning of 
the featured measure. Its design not only gives it a small 
footprint, but it also supports more efficient readings than 
radial meters.

• Box plot—This represents data by showing the lowest value, 
highest value, median value, and the size of the first and 
third quartile. The box plot is useful in analyzing small data 
sets that do not lend themselves easily to histograms.

• Doughnut chart—This is basically a pie chart with a hole 
in the middle. The beauty of it is that the blank space in the 
middle gives room to add a text or even one more variables, 
e.g., total percentage complete. A doughnut chart can be 
combined with a pie chart to represent more than one 
categorical variable or data set (assuming those relate  

 
 
 
 
 
 
 
 
 
somehow). Each variable in a doughnut chart adds a ring  
to the chart. The first variable is displayed in the center of 
the chart.

•  Map—This is the perfect graph to use if there are geospatial 
data types in the data set. It is not necessary to have street 
addresses; just the city is sufficient to map, for example, 
where most of the transactions are occurring. 
For the purpose of awareness, figure 3 has examples of 

other graphs that may be useful. Many data visualization 

Figure 3— Combining Data Visualization Methods

Source:  Tableau Public. Reprinted with permission.
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gurus make strong cases against using some of these for very 
valid reasons. These graphs combine two types of graphs in 
order to best convey the information.

As part 1 of this series, this article is meant to provide 
the basics in data visualization, but it also establishes the 
importance of data science. Knowledge is not power. Power is 
what is done with this knowledge and the decisions and actions 
taken as a result of understanding the information. And data 
visualization is key in making sense of it. Part 2 of this article 
will discuss how to make appropriate and effective use of colors, 
fonts and gestalt principles, and how to avoid chartjunk. 
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Feature

The audit profession is known to businesses of 
all kinds, especially those that are governed by 
regulation. While businesses understand the 
importance of audits, some people perceive 
audits as a postmortem exercise directed at 
finding faults and reporting to regulators, 
management and other interested parties. IS 
audit is a stream of the broader audit profession. 
It involves the audit of the business with respect 
to the usage of IT. While it is true and obvious 
that the IS auditor has the additional role of 
understanding the technology and its associated 
risk, the question persists as to whether the 
perception of the auditee is any different.

Most organizations have an audit function, 
whether it be a part-time internal auditor or 
full-fledged audit teams and independent audit 
committees. The role of auditors, in most cases, is 
to independently report on significant risk factors 
in the current environment. From the viewpoint of 
the auditee, the same auditor would identify risk 
in the auditee’s environment. After sharing this 
risk with management, management may conclude 
that auditees are not managing their area well, so 
during the audit, the auditees may be reluctant to 
share weaknesses with the auditor. 

Technology advancements are occurring 
quickly, businesses are adopting new and 
dynamic business models, and there is an 
emerging trend of increasing cybercrimes and 
fraud. Because of these challenges, it is time 
that IS auditors play a more significant role. 
This article provides strategies for how the IS 
auditor can become the most wanted by auditees, 
meet expectations of the business, and gain true 
respect from one and all.

BE PASSIONATE ABOUT THE PROFESSION
Auditors should be passionate about audits. 
When auditors are passionate, it creates a 
positive environment. Even the auditees can feel 
when the auditor is there in full heart and mind 
to do the assignment. Auditors with passion send 
positive signals, and auditees will potentially 
demonstrate more interest in the audit. Even if 

auditors are working in a familiar environment, 
they should look at it with fresh eyes every time 
they audit. The auditor knows there are changes 
in the environment, so there are definite areas for 
improvement. When auditors are passionate, they 
are able to continuously learn and contribute.

RESPECT THE PEOPLE AND CULTURE AND  
USE SOFT SKILLS
Auditors need to recognize the fact that they 
are dealing with people. Auditees are the people 
who will provide the information and evidence 
needed to conduct a smooth audit. Auditors need 
to respect auditees’ time and what they do in 
their daily organizational activities. In addition, 
every organization has its own culture and way of 
doing things.1 Auditors need to understand and 
respect the company culture, or auditors may not 
be received with true respect. 

Auditors should not create an environment 
of fear in the enterprise. When auditors better 
connect with people, properly explain the 
audit observations to the auditee in terms 
of risk and value, and obtain acceptance, a 
level of trust is created between the auditor 
and auditee. Communication throughout the 
audit engagement is important. Soft skills 
such as observation, listening, presenting, 
communicating, documenting and negotiating 
are important skills for an IS auditor. Soft skills 
are difficult to learn and apply in real-life audits2 
when compared to technical skills. 

UNDERSTAND THE CLIENT’S BUSINESS DOMAIN
Auditors need to understand the business 
processes of the client’s business domain. Though 
IS auditors are evaluating the IS controls, no IS 
controls work in isolation from business controls. 
Technology is important but is primarily an 
enabler. Without proper understanding of the 
business process, auditors may not be positioned 
to understand the real risk to the business process. 
In addition, the auditee may not share important 
information with the auditor if the auditor does 
not talk in terms of business processes. 

Sanjiv Agarwala, CISA, 

CISM, CGEIT, BS 25999/ISO 

22301 LA, CISSP,  

ISO 27001:2013 LA, MBCI, 

is currently director and 

principal consultant at Oxygen 

Consulting Services Pvt. Ltd. 

Agarwala has more than 17 

years of experience across 

multiple industry domains in 

various information security 

roles and has expertise in 

areas such as information 

security management 

systems, risk management, 

cybersecurity, systems audit, 

IT governance and business 

continuity management.

How to Be the Most Wanted IS Auditor 

Do you have 
something  
to say about 
this article?

Visit the Journal 
pages of the ISACA 
web site (www.isaca.
org/journal), find the 
article and choose 
the Comments tab to 
share your thoughts.

Go directly to the article:



33ISACA JOURNAL  VOLUME 1, 2016

STAY UP-TO-DATE ON TECHNOLOGY TRENDS AND INDUSTRY ISSUES
Auditors need to be up-to-date on current technologies and 
upcoming technologies, how these technologies can be used 
for business advantage, the risk inherent in these technologies, 
and how various industry issues are related to information 
systems. The IS auditor should subscribe to audit journals, 
knowledge resources and industry newsletters to stay aware 
of the latest trends. When IS auditors explain real-time and 
current issues with examples, auditees may be more open to 
discussing the issues that may be present in their environment. 

Auditors frequently face challenges while auditing the IT 
department in terms of the complexity of the IT systems they 

need to audit. When 
IS auditors are unable 
to speak the IT 
language, they  
may not get the 
respect they desire. 
Keeping up to date  
on technology 

concepts and asking the right technical questions will help in 
such scenarios.

KEEP THE OBJECTIVES IN FOCUS AND PROVIDE REALISTIC VALUE
In the context of COBIT® 5,3 any business would expect that 
if benefits are delivered and risk and resources are optimized, 
value would be created for stakeholders. While there 
would be specific audit objectives depending on the audit 
in question, audits generally tie back to value delivery, risk 
management and resource optimization. 

The COBIT 5 framework is based on a holistic set of 
seven enablers. The seven enablers are Principles, Policies and 
Frameworks; Processes; Organizational Structures; Culture, 
Ethics and Behavior; Information; Services, Infrastructure and 
Applications; and People, Skills and Competencies. When 
IS auditors take all of these enablers into consideration, they 
provide realistic value added to the organization. When auditors 
are able to explain the larger picture of the audit to the auditees, 
e.g., what is in it for them and possible improvement actions, 
auditees are able to relate more. Keeping the audit objectives in 
focus, considering these important enablers, and recommending 
a practical and relevant assessment of the audit areas brings 
forth greater respect for the auditor and greater buy-in from all.

FOLLOW THE AGREED-UPON AUDIT PROCESS
The IS audit should be conducted by following the standard 
and well-known approach that is endorsed by recognized 
industry leaders. ISACA® provides a number of IS audit-
related standards and references.4 The Institute of Internal 
Auditors (IIA) is another useful source for such audit 
practices. There are auditing guidelines for the popular 
standard ISO 27001 for information security management 
systems.5 In some scenarios, auditors and client audit 
management can agree upon the audit process of their choice. 

Once the process is decided upon, it is best to follow the 
process as it helps in the smooth conduct of the IS audit. 
Typically, drawing up the audit schedule, conducting the audit 
and drafting the final audit report are essential components 
of any audit assignment. A risk-based audit approach is 
a popular IS audit approach in the banking and financial 
industry; auditors need to follow the approach best suited as 
per the audit engagement. Auditor knowledge of all of these 
audit standards and best practices increases the confidence of 
the auditee and client audit management.

BE INNOVATIVE WHEN STUCK WITH CHALLENGES
It is not uncommon that during the course of audits, auditors 
will face various challenges, such as the auditee not being 
available due to emergencies in the operational environment, 
the auditee not understanding the question being asked, the 
auditee being defensive about providing more details and 
other similar situations. 

Sometimes the audit schedule agreed upon previously 
may be difficult to implement, and auditors are tasked with 
the challenge of doing proper audits and producing a report. 
While the audit schedule is important, there are moments 
when the auditor needs to be dynamic to make changes 
in the schedule to accommodate unforeseen challenges in 
the business environment. Auditors need to come up with 
innovative approaches to gather audit-related information, 
restrategize on how to audit an area in limited time, collect 
relevant evidence and reach an opinion. 

CREATE A PROPER IS AUDIT REPORT
The IS audit report is an important component of the IS  
audit process. When possible, IS auditors should explain 
the audit findings to the auditee in terms of risk, value and 
benefits to the organization. Doing so during the audit and 

”
“When IS auditors are unable 

to speak the IT language, 
they may not get the respect 
they desire.
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obtaining an agreement with the auditee ensures that the audit 
observations will be taken seriously and the auditee will not 
be caught by surprise. 

When the findings are properly communicated, it creates 
a good impression and corrective actions can be initiated. 
Audit reports should be drafted with proper recognition of 
the accomplishments in each of the audit areas; otherwise, 
the report looks like a fault-finding mission and gives a bad 
reputation to the IS auditor. 

Considering the importance of the IS audit report, auditors 
should spend 40-50 percent of their time on the audit report 
preparation and finalization. IS audit reports can be sent to 
many interested parties, including some that the auditor may 
not have even met during the engagement, so the report has to 
properly communicate the results of the audit.

EMBED THE LESSONS LEARNED INTO THE AUDIT PROCESS
Audit management may be tasked with the important job of 
independently identifying risk factors and areas of concern 
that need improvement. Auditors verify if the process owners 
have a lessons learned process to improve on the issues 
reported. But there is a high likelihood they may not properly 
follow the lessons learned process for the IS audit process. 
Auditors may not achieve the intended objectives for various 
reasons, or there can be some formal and informal feedback 
from auditees and the audit client. 

Postaudit, it is good practice for an auditor to perform 
a root-cause exploration for the feedback obtained, if any, 
and also perform a self-assessment of how the overall audit 
process went and areas for improvement, e.g., the need  
for better planning, improving soft skills or training in 
upcoming technologies. Doing this will help auditors improve 
their audit skills. 

ACQUIRE POPULAR AUDIT CERTIFICATIONS
Many organizations have a minimum requirement for IS auditor 
qualifications. Popular IS audit certifications test the candidate 
on recognized audit practices, and acquiring certifications 
demonstrates the minimum level of understanding of IS audit 
practices. Acquiring a popular, industry-recognized IS audit 
certification, such as the Certified Information Systems Auditor® 
(CISA®),6 Certified Internal Auditor (CIA),7 GIAC Systems 
and Network Auditor (GSNA)8 and other similar certifications, 

boosts auditee confidence and increases recognition. When the 
IS auditor systematically applies lessons learned from obtaining 
these certifications in real-life audits, it helps the auditor to gain 
more respect. 

CONCLUSION
Organizations are increasingly adopting technology to fuel 
their business growth engine. Data security threats, fraud 
and advanced attacks are on the rise. Boards of directors are 
increasingly concerned with whether the system on which 
the business is dependent is secure enough, optimized and 
contributes value to the entire enterprise. 

Auditors play a critical role by being an independent 
entity and being the eyes and ears for the organization. It is 
time that IS auditors understand the expectations of various 
stakeholders. Auditors need to effectively fight the negative 
perceptions that are in the minds of many auditees to become 
the most wanted IS auditor.
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Verizon’s 2015 Data Breach Investigations 
Report,1 which addresses industry verticals such 
as education, entertainment and manufacturing, 
points to key incidents related to data breaches  
to watch for, primarily:
• Education:  Crimeware (represents “Malware 

infections within Organizations not associated 
with specialized patterns”2), miscellaneous 
errors, cyberespionage 

• Manufacturing:  Cyberespionage, crimeware, 
insider misuse
This article focuses on miscellaneous 

errors and insider misuse as these are not 
as closely monitored, perhaps because they 
are not perceived as an external threat. The 
potential incident is created by errors of insiders 
(employees) and approved suppliers who 
function as trustworthy insiders. In these cases, 
a malicious intent may not be present, yet the 
errors can become catastrophic.

It goes without saying that risk relating to 
incidents such as those mentioned need to be 
planned for, and potential disaster recovery 
options should be in place. Otherwise, the 
organization will be caught off guard and suffer 
real business losses in terms of delays in cash 
flow, which could seriously impact the stability 
of the business, especially in markets where 
customers delay payments.

This article will focus on seven software 
incidents that caused a great deal of panic and 
heartache.3 Nearly 60 percent of the incidents 
resulted from incorrect or accidental deletions. The 
others were caused by faulty customized code and 
lack of comprehensive testing prior to promotion 
to the live environment. The whole point is that 
such errors often slip by unnoticed by the IT 
department until operations actually grind to a halt.

Any multinational organization should have 
incident management and disaster recovery 

measures in place so that such events can be 
prevented, at best, or recovered from, at worst, 
with minimal impact to the business as a whole.

Lessons learned from incidents when 
they occur are very important. Effective 
communication is key in all of this, especially 
when programmers are offshore in another 
country and only telephonic or other electronic 
communication methods are possible (figure 1, 
incident 1). Of course, everyone knows that face-
to-face communication is best, but that is not 
possible when one team is located in one country 
and another team is located in the headquarters 
in a different country. If weekly project calls 
are not held and interactions with the offshore 
programmers and the onshore functional 
consultants are minimal, it can lead to problems 
down the line.

Effective change management acts as 
a preventive step, especially with respect 
to programming code movement across 
environments. When customized code is moved 
across software environments, it needs to 
follow a gate review process in which the senior 
management representatives (who look at the 
business in its entirety) along with concerned 
independent specialists (who focus on the 
technical angle) open the gate or door into the 
next environment or request the programmers to 
review the code due to a critical testing failure. 
This process enables the team to revisit the work 
and check whether all is well before launching 
the (software) vessel on the high seas. Figure 2 
gives a graphic design of this process. Change 
management can be done for hardware as well as 
software changes. Unfortunately, this was not the 
case in the examples in figure 1, incidents  
1 and 2.

Figure 1 details seven incidents which caused 
significant turmoil and distress.
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Figure 1—Seven Incidents to Be Avoided and/or Remediated

Incident 
Number

Industry 
Vertical

Broad 
Category

Threat 
Actor Type Incident Incident Details

Impact 
Rating

Remedial 
Measures 
Initiated

Suggested 
Preventive 
Measures

1 Education Miscellaneous 
errors/insider 
misuse

External 
supplier

Inadequate 
test 
scenarios

Failure to test 
for foreign 
currencies

A program was 
conducted by the 
offshore team 
and the functional 
tester assumed that 
foreign currencies 
were tested. With 
this assumption, he 
tested all scenarios 
for the Great Britain 
pound (GBP) currency, 
as the client was in 
the UK. When the 
code went into the 
live environment, a 
transaction for the 
Euro currency failed 
and the program had 
to be stopped and 
redone.

Low The code in the live 
environment was 
suspended and the 
code was redone 
in the development 
environment; 
comprehensive testing 
for domestic and 
foreign currencies 
was conducted and 
the code was then 
promoted to the live 
environment.

Comprehensive testing 
is key. It requires 
quiet reflection and 
discussion with 
client stakeholders to 
ensure that testers 
have not missed a 
scenario. A list of client 
transactions across 
a quarter would have 
revealed what needed 
to be tested.

Use of comprehensive 
use case diagrams 
for the proposed 
system may help to 
prevent missing any 
live scenarios being 
tested in the test 
environment prior to 
the software going 
live.

2 Education External 
supplier

Inadequate 
testing

Automatic 
reconciliation 
program with 
recursive 
code, which 
reconciled 
unreconciled 
transactions 
in the live 
environment

The customized 
program was to cater 
to the bank receipt 
and payment types 
of the client. A senior 
programmer inserted 
a code she thought 
would be perfect 
at the last minute. 
Testing had previously 
worked in the final 
acceptance test (FAT) 
environment. The code 
was moved to the live 
environment.

In the live 
environment, the 
code added the 
reconciled code “R” 
to transactions that 
should not have been 
reconciled otherwise.

High The program was 
suspended in the 
live environment and 
reconciliations had 
to be done manually 
from the previous 
reconciled period.

Prior to promotion 
of code regression, 
testing needs 
to be done and 
better coordination 
measures should be 
initiated between the 
programmers working 
offshore and the 
functional consultant 
working on the client’s 
sites across the globe.

In one instance (figure 1, incident 3), the functional 
consultant had forgotten the program number of the 
functional route to the problem and resorted to the technical 
route to solve the issue. The technician concerned also did not 
know the English language well and further complicated the 
situation as he also was not sure of what needed to be done.

Once an incident has happened, it should be logged 
into the incident reporting system. The incident reporting 
system alerts key personnel to an emergency and analysts 
and programmers relevant to the task can be deployed. 
The recovery project needs to be monitored closely. In one 
instance (figure 1, incident 7), the recovery was possible 
within a few
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Figure 1—Seven Incidents to Be Avoided and/or Remediated (cont.)

Incident 
Number

Industry 
Vertical

Broad 
Category

Threat 
Actor Type Incident Incident Details

Impact 
Rating

Remedial 
Measures 
Initiated

Suggested 
Preventive 
Measures

3 Professional External 
supplier

Database 
administrator 
who was 
asked to 
delete record 
locks instead 
deleted log 
files, making 
the database 
suspect

The functional 
consultant and project 
lead had to do a repost 
of the ledger since 
there was trial balance 
imbalance between 
debits and credits. 
During the process 
of reposting, all users 
should have been out 
of the system. The 
functional consultant 
checked with the 
network administrator 
who confirmed all 
users were out in 
that location. When 
the repost was done, 
several users were 
on the system at a 
remote branch and 
this caused record 
locks.

The functional 
consultant could 
not remember the 
functional program 
to delete record 
locks and sought the 
help of a database 
administrator (DBA).

The inexperienced 
DBA deleted log 
files instead and the 
database became 
suspect.

Emergency The database had to 
be restored using the 
last available backup. 

Key files should be 
mirrored on a  
real-time basis so that 
recovery is complete 
down to the minute.

4 Manufacturing Accidental 
deletion of 
receipt header 
records

In the process of 
correcting a cash 
receipt record, the 
finance functional 
consultant accidentally 
deleted all the receipt 
header table records 
by hitting the Enter 
key without a where 
clause in the delete 
Structured Query 
Language (SQL).

Medium The standard program 
to recreate header 
records was used 
to re-create all the 
missing headers.

All SQLs should be 
checked separately in 
the FAT environment 
before being run in the 
live environment.
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Figure 1—Seven Incidents to Be Avoided and/or Remediated (cont.)

Incident 
Number

Industry 
Vertical

Broad 
Category

Threat 
Actor Type Incident Incident Details

Impact 
Rating

Remedial 
Measures 
Initiated

Suggested 
Preventive 
Measures

5 Manufacturing Employee Accidental 
deletion of the 
manufacturing 
warehouse 
in the live 
environment

The functional 
consultant was 
replicating setups for 
a new manufacturing 
facility.

Instead of copying, 
he accidentally cut 
and pasted deleting 
the manufacturing 
warehouse setup in 
the live environment.

When the interfaces 
ran in the live 
environment for the 
manufacturing facility, 
it showed errors of the 
missing setup.

The order 
administrator was 
puzzled by this error 
as all was well the 
previous morning.

High After the investigating 
team inspected 
journals (a customized 
program detailing 
user actions on the 
applications database 
generating  
user-friendly reports, 
but referring to 
database logs of 
insert, delete and 
update actions) and 
discovered who was 
responsible, the 
functional consultant 
was notified and 
asked to remedy 
the damage done. 
He was then able to 
replicate the setup 
while referring to the 
FAT environment for 
reference.

Refreshing of the FAT 
environment with 
live setups enabled a 
reference state when 
the correction of the 
damage done was 
attempted.

6 Manufacturing Employee Accidental 
deletion of 
records of the 
trial balance 
file

The financial controller 
was having some 
trouble with a trial 
balance report and 
sought the help of the 
functional consultant. 
In the process of 
investigating, the 
consultant accidentally 
deleted a few records 
in the trial balance file.

Medium The FAT environment 
had just been 
refreshed with live 
data, so the functional 
consultant replicated 
the file structure in the 
FAT environment and 
then used the printout 
of the financial 
controller to get the 
figures in order using 
SQL updates.

Weekly refreshing of 
the FAT environment 
with live data can 
help when correcting 
accidents. 

7 Manufacturing External 
supplier

Sudden 
appearance 
of corrupt 
records in 
sales detail file 

An order administrator 
reported that the sales 
orders were showing 
incorrect figures; 
investigation revealed 
that an interface had 
corrupted sales order 
detail records.

Emergency The interface was 
immediately stopped 
and the mirror images 
of the file prior to 
running the interface 
restored. 

The faulty code 
in the sales order 
interface to the 
compliance software 
was then fixed and 
the interfaces ran 
successfully the 
following day.

Mirroring key files on 
a real-time basis was 
key to an effective 
recovery in a few 
hours’ time with 
minimal impact to the 
business.

Interface programs 
with new code should 
be regression tested to 
ensure that there are 
no new errors.

Source:  Frederick G. Mackaden. Reprinted with permission.
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hours as it was one of the best practices of that organization 
to mirror key files of the enterprise resource planning (ERP) 
system on a real-time basis. This, coupled with the fact that 
the organization had extremely skilled technicians who set 
to work immediately and were successful in their endeavor, 
enabled the organization to recover within the same business 
day. The disaster recovery measures in place thus enabled 
the organization to recover from the emergency and ensured 
correction of the issue in an extraordinarily swift manner. It is 
notable that in this case, an incident report from one country’s 
user who noticed the anomaly triggered the response. This 
underscores the need, even in the midst of a crisis, to issue the 
appropriate communication to all users of the software and 
the senior management concerned. A matrix of who needs 
to be informed and when, (e.g., hourly or at the end of the 
business day) would also be helpful.

Maintenance of journal files (which tracked database 
activity such as Update, Delete, Insert to the concerned users) 
ensured tracing the root cause of the incident in at least one of 
the instances (figure 1, incident 5). 

IT heads also need to focus inward as the actors 
responsible for incidents may be within the same building. An 
organization with effective internal control systems needs to 

have an effective backup regime. Mirroring of key files on a 
real-time basis nightly, along with regular weekly and monthly 
backups, ensures that data are protected. Occasionally 
restoring runs of the available backup helps ensure that staff 
are prepared for such incidents and also supports confirming 
the veracity of the backup tapes, even when things are 
going pretty well. In fact, the recovery in just a few hours 
demonstrated in one of the scenarios (figure 1, incident 7) 
was possible due to the mirroring of the key files and the 
backup that resulted from this.

CONCLUSION
IT stakeholders need to look inward to ensure that their data 
are safe at all times. Maintenance of confidentiality, integrity 
and availability are priorities that are always present in the 
increasingly complex world of enterprise software among 
others. IT professionals must watch for miscellaneous errors 
and insider misuse especially. 

Five processes, when performed effectively, can help 
prevent dire and distressing situations:
• Effective communication
• Change management
• Backup and restore

Figure 2—Environment-gate Review for Effective Change Management 

 

Source:  Frederick G. Mackaden. Reprinted with permission.
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• Incident reporting
• Crisis management

That “integrity rings like fine glass, true, clear and 
reassuring”3 is true for data and the software environments 
that create and sustain it. Indeed, this needs to be assured 
not just for the data within an organization, but all of the 
hardware, software, and people responsible and accountable 
for them.

ENDNOTES
1  Verizon, 2015 Data Breach Investigations Report,  

www.verizonenterprise.com/DBIR/2015/
2  Ibid., page 39

3  This article highlights software incidents that caused great 
distress in the author’s personal experience or led to a 
project failure, but the focus is on a preventive, rather than a 
corrective, approach.

4  Brown, P.; Helen Exley Giftbook, Watford, UK, 2002
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Data protection and cybersecurity go hand-in-
hand due to the nature of the risk involved. The 
underlying assumption is that all data, whether 
they are stationary or in motion, are threatened to 
be compromised. 

A prime example of this can be seen in the 
medical device industry. Due to the explosion 
of medical device innovation, resulting in 
both economic and consumer/patient health 
advancement, the industry has seen a growing 
number of threats from a cybersecurity risk 
landscape. The US is the largest medical device 
market in the world with a market size of 
approximately US $110 billion, and it is expected 
to reach US $133 billion by 2016.1 The industry 
has seen a rise in innovation since the early 2000s, 
primarily due to the advent of technological 
advancement and the demand from consumers 
and health care practitioners to further the 
quality of the patient care provided. A few of 
the relevant, more commonly known medical 
devices are pacemakers, infusion pumps, operating 
room monitors, dialysis machines—all of which 
retain and potentially transmit vital patient and 
equipment data to medical professionals and other 
sources gathering data. 

Security experts say cybercriminals are 
increasingly targeting the US $3 trillion  
US health care industry, in which many 
companies remain reliant on aging computer 
systems that do not use the latest security 
features.2 As a result, the percentage of health 
care organizations that have reported a criminal 
cyberattack rose to 40 percent in 2013 from 20 
percent in 2009, according to an annual survey 
by the Ponemon Institute think tank on data 
protection policy. As revealed in the 2014 Cost of 
Data Breach Study:  Global Analysis, sponsored 
by IBM, the average cost of a breach to a 
company was US $3.5 million dollars, 15 percent 
more than what it cost the previous year.3

The role of IT security professionals, especially 
in the audit function, is to be the front line in 
identifying and helping to address the risk that 

enterprises face in the growing threat landscape 
operating at a global level. As a result, every 
audit function should consider spending time 
on identifying opportunities to perform a review 
around data protection and cybersecurity within 
its respective enterprise to help identify gaps and 
work with key departments in the enterprise  
to help reduce and/or eliminate the gaps as best 
as possible.

RISK ASSESSMENT
To begin, enterprises should consider performing 
a risk assessment of the threat landscape; making 
this happen starts with the tone at the top. The 
risk assessment normally should be owned by 
the enterprise-level functions, and it can be 
a joint effort between the audit function and 
the business functions in an effort to ensure 
that there is synergy between the two. Risk 
assessments are meant to help identify and 
address the gaps that may be exacerbated in 
the event of a cyberrisk due to a lack of key 
controls. One of the primary resources for 
creating an internal risk assessment analysis 
of an organization is the framework provided 
by the American Institute of Certified Public 
Accountants (AICPA).4 The AICPA has 
drafted a white paper that attempts to simplify 
the practitioner’s understanding of the risk 
assessment standards and process by focusing 
on the end game and how that objective can be 
achieved in an effective, yet efficient, manner.5 
An effective way to simplify the risk assessment 
is by dividing the areas of the assessment into the 
following categories (figure 1):
• Understand the business. It is vital to include 

the fundamentals of the organization from the 
top. This includes knowing who the customers 
are and what the key products are that drive  
the very engine of the enterprise. One of the  
best resources for US companies to utilize  
to further the organizational knowledge is  
to review Form 10-K, an annual report  
required by the US Securities and Exchange 
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Commission (SEC). This gives a comprehensive summary 
of a company’s financial performance. It can help further 
an understanding of the enterprise based on the knowledge 
already amassed and enable a view of the risk from a 
business and financial perspective.

• Know the organization’s internal control environment. 
Elements of a strong internal control environment include 
the right combination of IT and transactional-level controls 
that are backed by a process to manage the reporting of any 
breakdown of controls and actionable plans stemming from 
such a breakdown. The DNA of the internal controls of an 
organization is composed of the philosophy, adaptation, 
integrity and stance of the organization’s resources toward 
the control environment. 

• Collaborate among departments. The audit function has 
one of the best positions in the company when it comes to 
bringing together various departments to collaborate on all 
aspects of key business, financial and regulatory risk—both 
internal and external. Collaboration among the chief privacy 
officer (CPO), chief information security officer (CISO), 
chief audit executive (CAE) and chief risk officer (CRO) is 
vital to have a robust risk assessment program in place.6

• Summarize and communicate the risk assessment. Risk 
communication is commonly defined as the “process of 
exchanging information among interested parties about 
the nature, magnitude, significance, or control of a risk.”7 
It is important to include all the key stakeholders of the 
organization as part of the risk assessment summary of 
recipients, which should be ideally communicated for each 
key business and function, as well as at the enterprisewide 
level. This helps with the delivery and the overall execution 
of the proposed audits that are planned for the year and 
in paving the way for having a robust audit plan clearly 
defining the audit and the risk that correlates to why the 
audit is being conducted.

DATA PROTECTION AND CYBERSECURITY AUDIT SCOPE
To have a meaningful scope for an audit around data 
protection and cybersecurity, one must consider all relevant 
areas of the organization that require inclusion in the scope of 
the audit. The functional entities that ought to be considered 
in scope should include customer operations, finance, 
human resources (HR), IT systems and applications, legal, 
pharmacovigilance, purchasing, regulatory affairs,  

Figure 1—Steps Required to Perform a Robust Risk Assessment

 

Source:  Mohammed J. Khan. Reprinted with permission.
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  .  Verification of the overall management of data within 
the organization that are shared among peers on 
collaboration tools and platforms

 –  File share management:
  .  File management and permissions on massive file shares 

utilized by the organization’s departments, the protection 
of the file shares via proper system administrative 
authorities, and monitoring of key file shares

• Third-party interaction and data sharing:
 –  Contract management end-to-end life cycle, including 

standard language of key vendors that would have access 
to highly confidential data, including patient health 
information and intellectual property

•  Personal computer device physical protection and encryption:
 –  Internal and external technological controls necessary to 

deter flight of data from employees and/or contractors
• Records storage and management:
 –  Onsite and off-site physical security of confidential paper 

data, including electronic tapes if off-site storage is utilized 
for backup purposes 

• Incident response and handling:
 –  Electronic asset management of key devices, including 

laptops, desktops, servers and mobile devices:
  .  End-to-end life cycle of asset loss and disposal process

CONCLUSION
Data protection and cybersecurity management is a key 
area that all organizations have to manage well. A CIO 
Network event held by The Wall Street Journal included a 
panel of CIOs who prioritized a set of recommendations to 
drive business and policy in the coming years. Cybersecurity 
was one of the key themes that came out of the event and 
corresponding special report. 

A primary responsibility for a CIO or CISO when talking 
to the chief executive officer (CEO) or board of directors 
(BoD) is to articulate how cybersecurity translates into 
revenue. Putting monetary value on security events and tying 
security to real-life business cases can show senior executives 
the potential impact of a cyberevent in terms that make sense  
to them.8

The role of audit is to embrace the function it plays as a 
key member of the organization that has to independently 
assess the organization’s management of risk around data loss 
and prevention by performing robust risk assessments at the  
organization level and delivering meaningful data protection 
and cybersecurity-related audits. This will help further the  

 
 
 
 
 
 
 
 
 
chance of an organization’s maturity level to increase when it 
comes to fighting the ever-growing threat of cyberespionage 
and internal malicious data loss through organizational 
employee resources and temporary labor workforces.
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Information security professionals continue 
to struggle with acquiring and understanding 
the most relevant and useful data in order to 
anticipate threats, guard against attacks and 
determine forensically what happened after a 
hack occurs. However, despite such efforts, data 
breaches, such as those recently perpetrated 
against Target and the US Government’s Office 
of Personnel Management (OPM), are getting 
much bigger in scope; more damaging as to 
consequences; more difficult to monitor, analyze 
and address; and more costly to resolve.1 Is there 
anything on the horizon that might make security 
metrics more effective? The answer:  Quite 
possibly.

WHAT HAS CHANGED?
Over the past five or so years, big data has burst 
onto the scene along with highly efficient tools 
for big data storage and analysis. The sources 
of big data are many, ranging from search data 
captured by the likes of Google and reported 
to advertisers to enable targeted marketing, to 
transaction data from Amazon and other major 
online retailers and auction sites that identify 
products that might interest customers, and 
network traffic monitored by telecommunications 
companies and used for billing, analysis and 
other applications.2 

This mother lode of data, the development 
of high-efficiency tools, including open-source 
products such as software framework Apache 
Hadoop, and the dramatic drops in the costs of 
processing and storage, have led to an environment 
that can be exploited for many purposes—in this 
case, cybersecurity. Never before has so much 
information been available to security and risk 
professionals. In addition, the rapidly evolving 
creative and innovative benefits from this data and 
analysis bonanza are being realized.  

Nevertheless, results from the cloud, while 
clearly adding considerably to resources already 
available to fend off cyberattacks, are by no 
means the whole story. There is a growing 

realization by big data analysts of a need for 
so-called “small data,” which derive from 
surveys and interviews of subject matter experts, 
alerts, reports, internal and external audits and 
assessments, and the like.3 

Furthermore, the myriad of traditional 
security metrics, which this article calls “midsize 
data” and which are obtained from logs of 
network and host intrusion detection systems 
(IDSs) and intrusion protection systems (IPSs), 
applications, network and systems firewalls, and 
the like, must not be forgotten. Data from these 
sources are aggregated, correlated and analyzed 
by increasingly sophisticated security information 
and event management (SIEM) systems. Midsize 
data can bring further meaning to big data and 
may also be put into context by small data.

This article shows the synergistic effects of 
combining big, midsize and small data. It further 
suggests how one might aggregate, correlate and 
analyze data to fully understand the business and 
operational environment that an organization’s 
computer systems and networks support. From 
such an understanding emanates focused actions 
that should be taken to ensure a higher degree of 
information security.

It should be noted, however, that the collective 
power of big, midsize and small data does not 
preclude the need for incorporating value and 
uncertainty into the mix.4 These characteristics 
are obtained via small data processes, such as 
the Operationally Critical Threat, Asset, and 
Vulnerability Evaluation (OCTAVE) approach to 
handling risk.5

BIG, MIDSIZE AND SMALL DATA
The differentiation among big, midsize and 
small data appears, at first look, to be fairly 
straightforward. Nevertheless, complexities are 
introduced when combining analyses of various 
data sources since they frequently are not in 
compatible formats. Some tools operate on both 
structured and unstructured data and others do 
not. Some unstructured information can add to 
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the analyses of structured data, such as providing business 
context for network traffic, whereas in other situations, 
unstructured data yield few benefits because they are not in 
formats that are mutually compatible.

There are some groundbreaking efforts being made to 
standardize data structures across certain big and midsize data 
collection programs to provide consistency and improve ease 
of use. A notable example is the Soltra approach created by 
the US financial services industry. Soltra uses open standards, 
including Structured Threat Information eXpression (STIX) 
and Trusted Automated eXchange of Indicator Information 
(TAXII),6 to be able to interoperate with established security 
tools using the same standards.7

Big Data
Data in this category are usually collected in real time in 
enormous volumes from web traffic and internal traffic.8 The 
data are then often analyzed rigorously using increasingly 
sophisticated tools. It is common in today’s world to run 
massive amounts of data through analytic engines and 
announce interesting relationships, often regardless of 
whether or not there is any predictable cause and effect.

Judging from the claims of some security product and 
service vendors, one might think that if only one were to 
gather enough data, then one should be able to anticipate all 
applicable threats, exploits and attacks sufficiently well in 
advance so as to take preventive or defensive action as the 
analysis of the data would suggest. Clearly this utopian view 
is not reality. Some considerable expertise is still needed to 
interpret results and put them in context. Notwithstanding 
their limitations, however, big data analyses contribute 
significantly to better understanding of security posture and 
environments and may well provide an edge that information 
security professionals have been seeking for decades, as 
supported by a number of publications and articles.9

Another important aspect of the big data revolution has 
been the proliferation of highly efficient analytical tools 
designed to rapidly sift through huge volumes of structured and 
unstructured data. These tools can run against data obtained 
from external sources and internally generated data or a 
combination of both. Whether or not predictive analysis can 
derive patterns to enable forecasting future events remains to 
be seen, but the prospect is encouraging for a profession that 
usually deals with attacks after the fact rather than proactively.

Midsize Data
Data collected by network and host IDSs and IPSs, network 
and application firewalls, and application instrumentation 
can run typically gigabytes, but even terabytes, per day. Yet, 
such data are still considered to be significantly smaller than 
the terabytes and petabytes typical of big data, which is why 
the term “midsize” is used when referring to data relating 
specifically to the organization and collected by internally 
deployed security products or third-party services. These data 
are typically aggregated, correlated, analyzed and displayed 
by SIEM systems, which also issue alerts when suspicious, 
unusual or unexpected activities occur. 

Even though SIEM data can result in very large databases, 
which can be analyzed in real time, they provide only part of 
the picture. There is a strong, largely unmet need to generate 
and analyze data about activities within applications and 
system software. This area is, unfortunately, underserved 
in many organizations, as suggested by so many reports of 
companies, government agencies, academic institutions and 
others not knowing exactly who and what was affected by a 
data breach and when the breach might have occurred. The 
key here is to incorporate security data collection capabilities 
into software early in the development life cycle. This will 
largely avoid the expensive reworking of applications that 
postdevelopment instrumentation incurs.10

Small Data
Big and midsize data need to be supplemented with small 
data to better understand their meaning and context. The 
information value of small data is derived mainly from analysts 
being able to put other data analyses into perspective. By 
surveying or interviewing business managers, users, customers, 
business partners, suppliers, and other internal areas, such as 
legal, compliance, and marketing, one can get a better sense of 
what is important to each area and how its activities vary with 
new business, seasonal factors and the like.

As an example, network- and host-based IDSs and IPSs 
monitor message volumes and traffic characteristics. In the 
case of IPSs, the systems also respond to unusual activities 
and block specific messages. Often the IT and information 
security areas are not fully aware of business changes and 
might, as a result, interpret a sudden surge in traffic volume 
as a cyberattack or nefarious insider activities, for example, 
when in fact the increase might be due solely to taking on a 
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large new customer. Similarly, a big drop in volume might be 
due to the loss of a major customer. The prospect of any such 
major business shifts needs to be conveyed to the security staff, 
which, in turn, need to pass on the information in advance to 
those responsible for IDSs, IPSs and other monitoring systems. 
No amount of analysis of historical data would anticipate such 
changes, so it makes sense to regularly communicate such 
changes in the form of small data inquiries and reports.

It is important to have accurate and timely reporting 
systems in place that inform security staff of events and 
potential changes that might affect any and all aspects of 
business operations, IT and information security. Such 
advisories might include system failures, lost data media, 
unusual activities and system upgrades.

Another example of small data collection is implementing 
a method for determining information security risk, such as 
OCTAVE.11 In this approach, all involved departments, which 
often means the entire enterprise, are asked very specific 
questions about their assessment of security risk relating to 
information systems. The responses are evaluated and an 
overall security risk posture is established.

PUTTING IT ALL TOGETHER
As shown in figure 1, big, midsize and small data are collected 
and preliminary analyses are performed using a variety of 
tools relevant to each source of data.

Figure 1—Processes for Acquiring and Analyzing  
Security Data From Various Sources

Source:  C. Warren Axelrod. Reprinted with permission.

The results can then be pooled to provide an overall view 
of information security threats, attacks and vulnerabilities 
potentially affecting an organization’s networks, systems 
and applications, leading to situational awareness. The 
organization then must respond to the possibility of attacks by 
patching vulnerabilities and updating security tools to protect 
against known attacks. 

When data collection, analysis and reporting are performed 
in real time, systems will likely issue instantaneous alerts. 
Immediate responses are then usually required. However, 
many analyses are done in batch mode, taking weeks or even 
months before results are issued. Responses to these reports 
are tactical and strategic rather than operational, as are 
reactions to real-time incident reports.

It is important that analysts have a holistic view of an 
organization’s business functions and IT systems so that their 
responses do not result in unintended consequences. For 
example, a sudden increase in transaction volume might be due 
to a denial-of-service (DoS) attack or may result from taking 
on a big new customer. In such a case, the incident response 
team needs to know in advance about significant changes in the 
business so that they interpret changes appropriately.

Figure 2 shows the various sources of data and 
corresponding analyses for both batch and real time  
(stream) and illustrates how results might be consolidated and 
actions taken.

Figure 2—Real-time and Batch Data Collection and Processing

Source:  C. Warren Axelrod. Reprinted with permission.
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In general, big data are collected in real time, typically 
running into the millions of transactions per second for large 
organizations.12 Big data are usually analyzed in batch mode, 
but increasingly, tools are becoming available for real-time 
analysis.13 Midsize data are typically collected, analyzed, 
reported and acted upon in real time. Small data are usually 
collected and analyzed over longer periods, such as days, 
weeks or months.

CHARACTERISTICS OF DATA TYPES
Each category of data, whether big, midsize or small, has its 
own particular characteristics and capabilities and produces 
different results. It should be noted that the field of security 
intelligence is very dynamic and new tools and methods are 

continually being introduced. In general, but clearly not in 
all cases, innovative big data capabilities are appearing at 
the fastest rate, with moderate evolution for midsize data 
methods and procedures, and small data showing relatively 
little change. While small data methods and procedures are 
generally well established, their rate of adoption is slower 
than hoped. Similarly the adoption of approaches for midsize 
data is not as rapid as needed, particularly when it comes to 
providing security information from within applications.

Figure 3 summarizes the characteristics, capabilities 
and information produced by data type. It is provided as 
guidance and is by no means comprehensive, particularly with 
respect to capabilities, since new uses of these data types for 
developing better security intelligence are being created daily.

Figure 3—Characteristics, Capabilities and Information From Big, Midsize and Small Data

Data Type Size of Data Characteristics Capabilities Information Produced

Big Terabytes to 
petabytes

•  Volume (huge amounts of data)
•  Velocity (very high speed of data in 

and out)
•  Variety (broad range of data types 

and sources)
•  Veracity (trustworthiness of data 

and analytics)

• Data capture
• Analysis
•  Database curation (healing, manual 

updating)
• Search
• Sharing
• Storage
• Transfer
• Security
• Visualization

• Threat advisories
• Exploits “in the wild”
• Incidents/events/attacks
• Unusual activities
• Predictive analytics
• Supply-chain events
• Geopolitical events

Midsize Gigabytes to 
terabytes

•  Continuous real-time monitoring 
and logging from IDS/IPS systems, 
firewalls, etc.

•  Real-time logging of user activities 
within applications and databases

•  Real-time analysis and reporting 
(visualization) for network, host and 
applications analyses

•  Report generation for auditors, 
management, regulators, 
shareholders, corporate customers

• Data logging
• Data aggregation
• Correlation
• Alerting
• Dashboards
• Compliance
• Retention
• Forensic analysis

• Attempted attacks
• Successful attacks
• Details of attackers
• Unusual activities
•  Relationships among events

Small Kilobytes to 
gigabytes

•  Surveys/interviews tailored to 
specific departments

•  Internal operational reports
•  External public and private reports
•  Internal and external alerts and 

notifications
•  Internal and external audit reports
•  Internal and third-party 

assessments
•  Vendor/supply chain risk 

management

•  Building of asset-based threat 
profiles

•  Identification of infrastructure 
vulnerabilities

• Vulnerability assessments
•  Development of security strategy 

and plans

• Context 
• Business value
• Uncertainty/risk
•  Different perspectives on criticality 

of systems and data
•  Investment in security, privacy and 

secrecy

Source:  C. Warren Axelrod. Reprinted with permission.
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REAL-WORLD CASES
The following is a series of example cases.14

Big Data
Long before big data as such were on the radar, 
telecommunications companies and ISPs had been gathering 
and analyzing huge amounts of data regarding activities on 
their networks. Shortly after the structured query language 
(SQL) Slammer computer worm struck in January 2003, one 
ISP was able to show retrospectively how the implementer of 
the worm had made several trial runs against a particular port 
before launching the main attack. In this case, the analysis 
was after the fact, but the goal has been to develop predictive 
capabilities for teasing out questionable activities from the 
huge amounts of collected traffic data.

A current example of using big data to provide organizations 
with immediate notifications of threats is the Soltra Edge 
initiative sponsored by the Financial Services Information 
Sharing and Analysis Center (FS-ISAC) and the Depository 
Trust and Clearing Corporation (DTCC). The goal of Soltra is to 
“deliver software automation and services that collect, distill and 
speed the transfer of threat intelligence from a myriad of sources 
to help safeguard against cyber attacks.”15

Midsize Data
As one company began to implement security information 
management (SIM) technology (SIM was later superseded, 
at least in name, by SIEM), its operation of, and support for, 
firewalls was moving from information security to network 
operations since the technology had become mainstream. 
IDSs and SIM systems were still managed by information 
security staff, but soon thereafter IDSs transitioned to 
operations. Then, when IPSs were introduced, the technology 
was considered too dangerous to move into day-to-day 
operations, since a single misstep in supporting IPSs could 
rapidly lead to major business catastrophes. An IPS vendor 
illustrated the point by giving the example of a company that 
implemented an IPS on a Friday evening. The system, which 
monitored traffic patterns in order to set up prevention rules, 
observed and established its baseline volume pattern on 
typical low-volume weekend traffic. On Monday morning, 
when everyone came to work, the IPS saw a sharp jump 
in volume and proceeded to close down new traffic, which 
meant all employees and connected customers.

Furthermore, early SIM systems did not have user-friendly 
interfaces, and interpreting events required significant effort 
by subject matter experts. However, it was found that it was 
helpful to obtain information from business units regularly  
so that teams expected and were prepared for major 
anticipated changes. 

Small Data
The types of data that comprise small data and the means of 
collecting them are many and diverse. While some measure 
of automation can be invoked to assist in collecting and 
analyzing survey data, the quantity of data collected and 
the number of persons surveyed are usually small and few, 
respectively. While periodic reporting of security metrics may, 
at some level, also be automated, there is often a need for 
manual data entry. Consequently, there are limits to what one 
might ask for and the quality and quantity of the data received 
in response. Such data are often unstructured, although some 
are designated specific formats ahead of time as dictated by 
the products being used.

OCTAVE Method
One such approach is the OCTAVE method, which was 
developed by Carnegie Mellon University’s (Pittsburgh, 
Pennsylvania, USA) Software Engineering Institute. 
One definition of OCTAVE is “a security framework for 
determining risk level and planning defenses against cyber 
assaults.”16 Since its initial development in 2001 for the  
US Department of Defense (DoD), OCTAVE has broadened 
its scope to include the private sector and has undergone a 
number of changes and enhancements. It has been published 
in several versions, including the most recent version, 
OCTAVE Allegro, which is based on OCTAVE Original 
and OCTAVE-S. Today, OCTAVE-S is used for smaller 
organizations, while OCTAVE Allegro is used for large 
organizations with multilevel structures.

•  Learn more about, discuss and collaborate on big 
data in the Knowledge Center.

www.isaca.org/topic-big-data
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OCTAVE defines three phases:17

1. Build asset-based threat profiles.
2. Identify infrastructure vulnerabilities.
3. Develop security strategy and plans.

Clearly, being able to develop a security strategy requires 
more than the responses to OCTAVE questions, which is why 
an overall program requires additional analyses of data from 
other sources.

Management of an OCTAVE project for a smaller financial 
organization found significant benefits in being able to 
approach all areas of the company with a prepared set of 
questions. In some organizations, it may be more effective to 
have outside parties conduct the surveys since often internal 
department staff is more responsive to outside consultants.

Supplementary Information
Many organizations report security metrics, such as threats 
from big data sources and numbers of attempted and 
successful intrusions from network and system monitoring 
products (firewalls, IDSs, etc.). In some cases, third-party 
services will match threats against a company’s particular 
infrastructure and software and hardware products in use so 
that organizations are provided with information relevant to 
their environment. In other situations, one has to perform the 
matching oneself. In either case, a full, accurate and up-to-
date inventory is needed. While there are automated systems 
that run through an organization’s systems and networks 
and pick up details of software installed, including version 
numbers to determine whether patching is current, there 
is usually a considerable ongoing manual effort involved in 
making sure that all resources have been covered.

Even when the above “scoreboards” are presented to 
management, auditors and regulators, they often require 
supplementary information without which the numbers 
have little meaning. For example, if a report shows that 80 
percent of installations of a particular software product have 
been updated with the latest patch, it is still necessary to 
know whether the remaining 20 percent includes systems 
that are critical to the functioning of the organization.18 If so, 
there may be considerable risk exposure until all systems are 
patched or otherwise fixed.

If the reported security metrics do not include descriptions 
of their criticality and their purpose within the organization, 
then decision makers will not have sufficient information 

with respect to the value of the systems involved and the 
importance of making sure that the applications and the data 
are adequately protected. 

Recommendations
Here is a summary of actions to be taken in order to fully 
benefit from the rich inventory of security-related data that is 
increasing rapidly as new sources and tools are discovered:
• Determine appropriate information security metrics for 

decision making and action.
• Determine the sources from which data supporting decision 

making and action might be extracted.
• Socialize benefits of collecting and analyzing data and 

reporting and reacting to metrics.
• Introduce policies and procedures that formalize data 

collection, analysis and reporting.
• Obtain senior-level management commitment to apply 

sufficient resources to build the necessary capabilities for 
data collection, analysis, reporting and response.

• Formalize the interactions within and among the various 
constituencies (i.e., information security, risk management, 
application development, quality assurance, operations, 
vendor management, internal audit, business continuity).

CONCLUSIONS
The proliferation of enormous data sources and advanced 
analytical tools has lead the world to the brink of major 
breakthroughs for determining threats, predicting and avoiding 
attacks, and detecting and responding to breaches. The full 
benefits of these innovations will not automatically accrue in 
the cybersecurity world. They require work in selecting and 
integrating known data and expressing results in terms that are 
understandable and actionable for decision makers. 

This article ex amines the potential and suggests 
approaches that will help realize synergies among big, midsize 
and small data analyses and result in capabilities that will, for 
the first time, give defenders a chance to overtake the rapidly 
rising abilities of attackers.
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The Payment Card Industry Data Security 
Standard (PCI DSS) is an information security 
standard for organizations that handle branded 
credit cards from the major card companies, 
including Visa, MasterCard, American Express, 
Discover and JCB. PCI DSS “was created to 
increase controls around cardholder data to 
reduce credit card fraud via its exposure.”1 “[The] 
ISO/IEC 27001 standard is a specification for an 
information security management system (ISMS) 
published by the International Organization for 
Standardization (ISO) and the International 
Electrotechnical Commission (IEC) under the 
joint ISO and IEC subcommittee.”2

While both standards focus on information 
security, ISO/IEC 27001 is suitable for every 
type of organization and PCI DSS focuses on 
organizations dealing with e-commerce. 

What if those two standards were to be 
combined? Is that feasible? What are the 
differences between the standards?

This article discusses and examines  
the interoperability of PCI DSS 3.1 and  
ISO/IEC 27001:2013. Further, the pros and  
cons of the PCI DSS and ISO/IEC 27001 
standards are compared and contrasted. 

PCI DSS
PCI DSS is a standard developed by a council 
consisting of Visa, MasterCard, American Express, 
Discover and JCB in order to preserve payment 
card and cardholders’ sensitive information.3 There 
are six goals and 12 requirements in the standard 
(figure 1). 

These 12 requirements have been addressed 
at a high level in ISO/IEC 27001:2013 standard 
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Figure 1—Overview:  12 Requirements of PCI DSS

PCI Data Security Standard:  High-level Overview

Build and maintain a secure network and systems. 1.  Install and maintain a firewall configuration to protect 
cardholder data.

2.  Do not use vendor-supplied defaults for system passwords 
and other security parameters.

Protect cardholder data. 3.  Protect stored cardholder data.

4.  Encrypt transmission of cardholder data across open, 
public networks.

Maintain a vulnerability management program. 5.  Protect all systems against malware and regularly update 
antivirus software or programs.  

6. Develop and maintain secure systems and applications.

Implement strong control access measures. 7.  Restrict access to cardholder data by business need  
to know.

8. Identify and authenticate access to system components.

9. Restrict physical access to cardholder data.

Regularly monitor and test networks. 10.  Track and monitor all access to network resources and 
cardholder data.

11. Regularly test security systems and processes.

Maintain an information security policy. 12.  Maintain a policy that addresses information security for 
all personnel.

Source:  Tolga Mataracioglu. Reprinted with permission. Based on PCI Security Standards Council, PCI DSS Quick Reference Guide, 
October 2010, https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Quick%20Reference%20Guide.pdf
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developed by the ISO and the IEC. Figure 2 shows high-level 
mapping of these 12 PCI DSS requirements to ISO/IEC 
27001:2013 clauses.

Companies must be audited by a qualified security 
assessor (QSA) and an approved scanning vendor (ASV) in 
predetermined periods that have been authorized by the PCI 
Council.4 Further, the International Society of Automation 
(ISA) can perform assessments using self-assessment 
questionnaires (SAQs), depending on the size and the level of 
the merchants.

Figure 3 illustrates the compliance of PCI DSS in four 
different levels based on number and type of transactions. 
Figure 4 depicts the compliance of JCB. Figure 5 portrays 
the compliance of American Express. These three figures 
help organizations by providing information on how to audit 
information security within the context of the number of 
transactions performed annually. By using the information 
in the following figures, chief information security officers 
(CISOs) can easily decide in what circumstances to perform 
a self-assessment, a security scan or an on-site review for 
auditing information security. 

Figure 3—Compliance of PCI DSS

Merchant 
Level Merchant Definition Compliance

Level 1 More than 6 million  
V/MC transactions annually 
across all channels, 
including e-commerce

Annual onsite PCI data 
security assessment and 
quarterly network scans

Level 2 1,000,000-5,999,999  
V/MC transactions annually

Annual self-assessment 
and quarterly network 
scans

Level 3 20,000-1,000,000 V/MC 
e-commerce transactions 
annually

Annual self-assessment 
and quarterly network 
scans

Level 4 Less than 20,000 V/MC 
e-commerce transactions 
annually and all merchants 
across channel up 
to 1,000,000 VISA 
transactions annually

Annual self-assessment 
and annual network scans

Source:  Tolga Mataracioglu. Reprinted with permission. Based on Compliance 
Resource Kit, What Is PCI DSS, complianceresourcekit.com/index.php? 
option=com_content&task=view&id=67

Figure 2—High-level Mapping of PCI DSS Requirements to ISO/IEC 27001

PCI DSS Requirement ISO/IEC 27001 Clause

1. Install and maintain a firewall configuration to protect cardholder data. A.12 Operations security
A.13 Communications security

2.  Do not use vendor-supplied defaults for system passwords and other 
security parameters.

A.12 Operations security
A.13 Communications security

3. Protect stored cardholder data. A.12 Operations security
A.13 Communications security

4. Encrypt transmission of cardholder data across open, public networks. A.14 System acquisition, development and maintenance 

5.  Protect all systems against malware and regularly update antivirus 
software or programs.

A.14 System acquisition, development and maintenance 

6. Develop and maintain secure systems and applications. A.14 System acquisition, development and maintenance 

7. Restrict access to cardholder data by business need to know. A.12 Operations security
A.13 Communications security

8. Identify and authenticate access to system components. A.12 Operations security
A.13 Communications security

9. Restrict physical access to cardholder data. A.11 Physical and environmental security

10. Track and monitor all access to network resources and cardholder data. A.12 Operations security
A.13 Communications security

11. Regularly test security systems and processes. A.14 System acquisition, development and maintenance 
A. 6 Organization of information security
A.18 Compliance

12. Maintain a policy that addresses information security for all personnel. A.5 Information security policies

Source:  Tolga Mataracioglu. Reprinted with permission.
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ISO/IEC 27001 STANDARD
This standard includes seven main titles within the scope 
of annex SL:  organization, leadership, planning, support, 
operation, performance evaluation and improvement.5 Annex 
SL is a new management system format that helps streamline 
creation of new standards and make implementing multiple 
standards within one organization easier. It was created by 
ISO Technical Management Board’s (TMB) Joint Technical 

Coordination Group (JTCG).6 Using the same titles defined 
in the annex SL is useful for those organizations that choose 
to operate a single management system that meets the 
requirements of two or more management system standards. 
Although ISO/IEC 27001 does not suggest a Plan-Do-Check-
Act (PDCA) cycle, the seven titles can be mapped into the 
cycle as shown in figure 6.

Figure 4—Compliance of JCB

If cardholder data and transaction data are handled via the Internet or Internet-accessible network:

 

Merchants Payment Processors

One million JCB transactions or more 
per year

Less than 1 million JCB transactions per 
year

Regardless of the number of  
JCB transactions

Self-assessment N/A ✓ N/A

Security scan Quarterly Quarterly Quarterly

Onsite review Yearly N/A Yearly

If cardholder data and transaction data are not handled via the Internet or Internet-accessible network

 

Merchants Payment Processors

One million JCB transactions or more 
per year

Less than 1 million JCB transactions per 
year

Regardless of the number of  
JCB transactions

Self-assessment N/A ✓ N/A

Security scan N/A N/A N/A

Onsite review Yearly N/A Yearly

Source:  Tolga Mataracioglu. Reprinted with permission. Based on JCB, JCB Data Security Program, partner.jcbcard.com/security/jcbprogram/index.html

Figure 5—Compliance of American Express

Levels Explanation

Level 1 2.5 million or more American Express card transactions per year 

Level 2 50,000 to 2.5 million American Express card transactions per year (Service providers:  fewer than 2.5 million transactions)

Level 3 designated Fewer than 50,000 American Express card transactions per year and have been designated by American Express as being 
required to submit validation documents

Level 3 Fewer than 50,000 American Express card transactions per year (merchants only)

Level EMV 50,000 or more American Express chip-enabled card transactions per year with at least 75 percent made on an EMV-enabled 
(chip-enabled) terminal capable of processing contact and contactless American Express transactions

Source:  Tolga Mataracioglu. Reprinted with permission. Based on American Express, The Data Security Operating Policy, https://www209.americanexpress.com/
merchant/services/en_US/data-security
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ISO/IEC 27001 contains 14 control domains, shown in 
figure 7, and 114 controls.

Figure 7—The 14 Control Domains of ISO/IEC 27001

Control Domains Number of 
Controls

A.5:  Information security policies 2

A.6:  Organization of information security 7

A.7:  Human resources security 6

A.8:  Asset management 10

A.9:  Access control 14

A.10:  Cryptography 2

A.11:  Physical and environmental security 15

A.12:  Operations security 14

A.13:  Communications security 7

A.14:   System acquisition, development  
and maintenance

13

A.15:  Supplier relationships 5

A.16:  Information security incident management 7

A.17:   Information security aspects of business 
continuity management

4

A.18:  Compliance 8

TOTAL: 114

Source:  Tolga Mataracioglu. Reprinted with permission. Based on International 
Organization for Standardization, ISO/IEC 27002, Information technology—
Security techniques—Code of practice for information security controls, www.
iso.org/iso/catalogue_detail?csnumber=54533

COMPARISON OF THE STANDARDS
InformationShield has developed a table that provides 
high-level mapping between the security requirements of  
PCI DSS and ISO/IEC 27001.7

It is recommended that combining both PCI DSS and 
ISO/IEC 27001 provides better solutions about information 
security to organizations. The flexibility of ISO/IEC 27001 
is higher than that of PCI DSS, since all of the controls have 
been written at a high level.

“The organizations have to determine the boundaries and 
applicability of the information security management system 
to establish its scope.”8 When comparing the scope of the two 
standards, scope selection in ISO/IEC 27001 depends on the 
company; however, the scope is exactly the credit cardholder 
information in PCI DSS.

Although the controls in ISO/IEC 27001 are 
recommendations, it is important to note that the controls in 
PCI DSS are compulsory. 

Since ISO/IEC 27001 is more flexible than PCI DSS, it is 
easier to conform to the ISO/IEC 27001 standard.

When comparing the costs, establishing a typical 
information security management system (ISMS) and 
completing the PDCA cycle costs approximately  
US $150,000 in a typical organization. The cost of a typical 
PDCA cycle includes:9

• The costs that are caused by information security incidents
• The costs for managing information security
• The costs that are related to information security measures
• The costs of capital that are induced by information  

security risk

Figure 6—Mapping of ISO/IEC 27001 Titles Into PDCA Cycle

 

Source:  Tolga Mataracioglu. Reprinted with permission.

Act Plan

Check Do

10. Improvement

4. Context of the
Organization

5. Leadership

6. Planning

8. Operation

7. Support

Managed RisksRequirements

9. Performance Evaluation
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However, the cost of compliance with PCI DSS is 
approximately US $120,000 to US $700,000, due to the 
differences among the four levels. 

And what about auditing? Recertification auditing of  
ISO/IEC 27001 is performed in three-year cycles and 
small-scope auditing is performed every year. There are also 
surveillance audits that are performed at least once a year. In 
contrast, there are four network scanning audits and an onsite 
audit for level 1 in PCI DSS.

There are compliance levels in PCI DSS to measure the 
maturity level of the company; no compliance levels exist in 
ISO/IEC 27001. 

Mapping of PCI DSS and ISO/IEC 27001 is shown in 
figure 8.

Figure 8—Mapping of PCI DSS and ISO/IEC 27001:2013

Parameter
ISO/IEC 27001:2013 

Standard PCI DSS

Creator ISO PCI Council

Flexibility High Low

Scope Depends on the 
company

Credit cardholders’ 
information

Controls applied Flexible Tight

Controls High-level Low-level

Control types “Should” “Must”

Compliance Easy Hard

Number of controls 114 224

Auditing Three-year cycles 
and a small-scope 
audit performed 
every year

Four network 
scanning audits and 
an onsite audit for 
level 1

Certification May be given to all 
companies

Any companies that 
provide information 
security for critical 
paying processes

Compliance level Does not exist Exists

Source:  Tolga Mataracioglu. Reprinted with permission.

CONCLUSION
PCI DSS is a standard to cover information security of credit 
cardholders’ information, whereas ISO/IEC 27001 is a 
specification for an information security management system. 
Mapping of PCI DSS and ISO/IEC 27001 standards is vital 
information for managers who are tasked with conforming 
to either standard in their organizations. It is recommended 
that PCI DSS and ISO/IEC 27001 be combined to give better 
solutions about information security to organizations.
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ACROSS
1.  Definitive statement on data privacy, abbr.
3.  Open to attack
10.  Verifying identity
11.  Open conflict
12.  The best kind of security relating to storage of  

personal information
13.  “This __ test,” 2 words
14.  Prove deficient
15.  Be determined by, 2 words
18.  Very cold
20.  Secret prefix
21.  Check, track and observe
23.  Exclude
25.  Type of device that has been susceptible to cyberattack, abbr.
28.  Computerese, e.g., language that can cause IT auditors to  

be unappreciated
29.  Popular rental
30.  Organization to improve the quality of the environment

By Myles Mellor
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31.  Family of operating systems
32.  What an IT auditor should come up with rather than  

“cannot be done”
36.  COBIT-related credential
37.  End weakly
38.  Morning time
41.  File sorting aid
43.  It can affect the reliable operation of computer equipment
44.  Money paid out
45.  Like a room that has not been used for a long time

DOWN
1.  Its role has to be focused on keeping business and  

IT initiatives on track, abbr.
2.  Rights and obligations relating to personal information
4.  Incautious
5.  One of the Poles
6.  Holding, storing
7.  Defect in a computer system
8.  Magnitude
9.  Nimbleness, ability to adapt
16.  It may stand in the way of changing viewpoint
17.  Key factor to establish and stick to during an IT audit
19.  Firm, for short
21.  Blemish
22.  Formed into a structured and coherent whole
23.  Established standard by which things are measured
24.  “____, but verify” old Russian proverb made popular  

by Ronald Reagan
26.  Decide
27.  Continent (abbr)
28.  Scribble
29.  Warnings that might be delivered by an IT auditor
31.  Short for dealer
33.  General direction
34.  IS auditor certification, abbr.
35.  Like some predictions
39. Bathroom need
40.  High grades
42.  Word indicating authorship
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CPE   Quiz

MOSCA ARTICLE
 1.  What organizations need to begin thinking about quantum 

computers now is not an immediate drastic overhaul of their 
security infrastructure, but rather an “ounce of prevention” as 
quantum technologies begin to take shape on the horizon.   

 2.  Quantum cryptography is based on the law of quantum 
mechanics that says that observing quantum data necessarily 
disturbs them; this means that any eavesdropping on a quantum 
transmission used for key establishment can be instantly detected 
before any data can possibly be compromised.

SHARKASI ARTICLE
 3.  For a long time, service providers, government organizations 

and private enterprises have been able to benefit from the 
cost savings and flexibility of choosing the right security 
tools to mitigate the risk of deliberately intercepted, stolen or 
corrupted sensitive data. 

 4.  Without a coordinated risk management strategy, organizations 
will continue to struggle with repeated policy iterations before 
risk-handling procedures and controls are efficiently aligned.  

 5.  All cloud application providers offer basic transport layer 
security, such as Secure Sockets Layer (SSL), to protect data 
while in transit to their servers. Employees uploading sensitive 
documents on unencrypted connections is not an issue that 
must be addressed. 

 6.  Optimal cloud security practices should include encryption of 
sensitive data used by cloud-based virtual machines, centralized 
key management that allows the user (and not the cloud 
provider) to control cloud data, and an assurance that cloud data 
are accessible according to established enterprise policies.

 7.  End-point protection should be focused on tools that deliver 
a centrally managed, web-based, easy-to-use, fully integrated 
management interface that delivers a full suite of protection to 
end points. End-point security tools should also be supported 
by a management dashboard that provides real-time security 
posture reporting over all managed end points.

 8.  Security tools cannot keep Internet users from becoming 
Internet abusers or guard against network-draining viruses, 
spam and chain email, or mitigate legal, compliance and 
reputational risk.

WLOSINSKI ARTICLE
 9.  The annual cost of cybercrime to consumers in the US is more 

than US $38 billion; in China, it is more than US $37 billion; 
and in Europe, more than US $13 billion. 

 10.  The problem with the underground threat is not at the 
organization’s enterprise or system level; rather, it is a world 
threat. Stopping all sources is a monumental task that requires 
the cooperation of many countries and organizations.   

 11.  Some of the countermeasures that can be implemented at 
the global level include developing an inventory system that 
would document what it discovers and having those who use 
encryption employ something that cannot be broken, such as 
developing an internal proprietary encryption formula that 
works for a single organization only.  

SULLIVAN ARTICLE
 12.  Microcertifications periodically validate access privileges 

against business policies when they are triggered by 
questionable activities and events. If violations are found, 
notifications are batched to the relevant managers for remedial 
action. Managers constantly rectify compliant user accounts.      

 13.  Implementing microcertifications requires two elements:  a 
unified IT security infrastructure and big data analysis tools.  
The COBIT® 5 governance map, developed by ISACA®, 
addresses the current patchwork nature of most identity and 
access management systems.  

LIEBERMAN ARTICLE
 14.  In any well-designed business continuity/disaster recovery 

(BC/DR) program, there are three roles that provide 
leadership:  sponsorship, ownership and custodianship. 
Traditionally, a successful program starts with sponsorship that 
flows from the C-suite and the board of directors (BoD) to the 
rest of the firm.   

 15.  As part of the development and implementation of the  
BC/DR cyberbreach program, and prior to any cyberbreach 
actually happening, the chief executive officer (CEO) should 
locate an experienced outside cyberbreach expert—one who 
understands the technical, legal and regulatory implications of 
particular types of cyberbreaches.  
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ISACA MEMBER AND CERTIFICATION HOLDER COMPLIANCE
The specialised nature of information systems (IS) audit and assurance and the skills necessary to perform such engagements require standards that 
apply specifically to IS audit and assurance. The development and dissemination of the IS audit and assurance standards are a cornerstone of the 
ISACA® professional contribution to the audit community. 

IS audit and assurance standards define mandatory requirements for IS auditing. They report and inform:
n  IS audit and assurance professionals of the minimum level of acceptable performance required to meet the professional responsibilities set out in the 

ISACA Code of Professional Ethics
n  Management and other interested parties of the profession’s expectations concerning the work of practitioners 
n  Holders of the Certified Information Systems Auditor® (CISA®) designation of requirements. Failure to comply with these standards may result in an 

investigation into the CISA holder’s conduct by the ISACA Board of Directors or appropriate committee and, ultimately, in disciplinary action.

ITAF TM, 3rd Edition (www.isaca.org/itaf) provides a framework for multiple levels of guidance:
n IS Audit and Assurance Standards
 The standards are divided into three categories:
 –  General standards (1000 series)—Are the guiding principles under which the IS assurance profession operates. They apply to the conduct of 

all assignments and deal with the IS audit and assurance professional’s ethics, independence, objectivity and due care as well as knowledge, 
competency and skill.

 –  Performance standards (1200 series)—Deal with the conduct of the assignment, such as planning and supervision, scoping, risk and materiality, 
resource mobilisation, supervision and assignment management, audit and assurance evidence, and the exercising of professional judgement and 
due care.

 –  Reporting standards (1400 series)—Address the types of reports, means of communication and the information communicated.
n  IS Audit and Assurance 
  The guidelines are designed to directly support the standards and help practitioners achieve alignment with the standards. They follow the same 

categorisation as the standards (also divided into three categories):
 –  General guidelines (2000 series)
 –  Performance guidelines (2200 series)
 –  Reporting guidelines (2400 series)
n  IS Audit and Assurance Tools and Techniques
 –  These documents provide additional guidance for IS audit and assurance professionals and consist, among other things, of white papers, IS audit/

assurance programmes, reference books, and the COBIT® 5 family of products. Tools and techniques are listed under www.isaca.org/itaf.

An online glossary of terms used in ITAF is provided at www.isaca.org/glossary.

Disclaimer:  ISACA has designed this guidance as the minimum level of acceptable performance required to meet the professional responsibilities set 
out in the ISACA Code of Professional Ethics. ISACA makes no claim that use of this product will assure a successful outcome. The guidance should 
not be considered inclusive of any proper procedures and tests or exclusive of other procedures and tests that are reasonably directed to obtaining the 
same results. In determining the propriety of any specific procedure or test, the control professionals should apply their own professional judgment to 
the specific control circumstances presented by the particular systems or IS environment.

IS Audit and Assurance Standards

The titles of issued standards documents are listed as follows:

General
1001 Audit Charter
1002 Organisational Independence
1003 Professional Independence
1004 Reasonable Expectation
1005 Due Professional Care
1006 Proficiency
1007 Assertions
1008 Criteria

Performance
1201 Engagement Planning 
1202 Risk Assessment in Planning
1203 Performance and Supervision
1204 Materiality
1205 Evidence
1206 Using the Work of Other Experts
1207 Irregularity and Illegal Acts

Reporting
1401 Reporting
1402 Follow-up Activities

IS Audit and Assurance Guidelines

Please note that the new guidelines became effective 1 September 2014.

General
2001 Audit Charter 
2002 Organisational Independence 
2003 Professional Independence 
2004 Reasonable Expectation
2005 Due Professional Care
2006 Proficiency 
2007 Assertions
2008 Criteria

Performance
2201 Engagement Planning 
2202 Risk Assessment in Planning 
2203 Performance and Supervision 
2204 Materiality 
2205 Evidence
2206 Using the Work of Other Experts 
2207 Irregularity and Illegal Acts 
2208 Sampling

Reporting
2401 Reporting 
2402 Follow-up Activities 

Standards

Tools and Techniques
Guidelines

The ISACA Professional Standards and Career Management Committee (PSCMC) is dedicated to ensuring wide consultation in the preparation of 
ITAF standards and guidelines. Prior to issuing any document, an exposure draft is issued internationally for general public comment. 

Comments may also be submitted to the attention of the Director of Professional Standards Development via email (standards@isaca.org); fax 
(+1.847. 253.1443) or postal mail (ISACA International Headquarters, 3701 Algonquin Road, Suite 1010, Rolling Meadows, IL 60008-3105, USA).

Links to current and exposed ISACA Standards, Guidelines, and Tools and Techniques are posted at www.isaca.org/standards.
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ISACA® Certification Exam Prep Materials

CISA® Review Questions, Answers & 
Explanations Database—12-Month Subscription
The CISA Review Questions, Answers & Explanations 
Database is a comprehensive 1,000-question pool of items 
that contains the questions from the CISA Review Questions, 
Answers & Explanations Manual, 11th Edition. The database 
has been revised according to the recently updated 2016 
CISA Job Practice. 

Exam candidates can take sample exams with randomly 
selected questions and view the results by job practice 
domain, allowing for concentrated study in particular areas. 
Additionally, questions generated during a study session 
are sorted based on previous scoring history, allowing CISA 
candidates to identify their strengths and weaknesses and 
focus their study efforts accordingly. 

The information contained in the 12-month subscription is 
the same information that is contained in the CISA Review 
Questions, Answers & Explanations Manual, 11th Edition. The 
database is available via the web, allowing candidates to log 
in anywhere they have Internet connectivity. This database is 
MAC and Windows compatible.

Member: US $185.00  
Non-member: US $225.00
Product Code: XMXCA15-12M

The CISA® Review Questions, Answers & 
Explanations Database is also available on  
CD-Rom in Spanish.

CISA® Review Questions, Answers & 
Explanations Database—6-Month Extension
The CISA® Questions, Answers & Explanations Database— 
6-Month Extension can only be purchased only as an 
extension to the CISA Questions, Answers & Explanations 
Database—12-Month Subscription. The database is available 
via the web, allowing CISA Candidates to log in at home,  
at work or anywhere they have Internet connectivity.

Member: US $45.00  
Non-member: US $65.00
Product Code: XMXCA15-EXT180

 2016

CISA
 Review Questions, Answers
 & Explanations Database

 2016

CISA
 Review Questions, Answers
 & Explanations Database

BESTSELLING PRODUCT

CISA® Review Questions, Answers & 
Explanations Manual, 11th Edition 
Designed to familiarize candidates with the question types 
and topics featured in the CISA exam, the CISA® Review 
Questions, Answers & Explanations Manual, 11th Edition 
consists of 1,000 multiple-choice study questions. The 
information contained in the CISA Review Questions, 
Answers & Explanations is the same information that is 
contained in the 12-Month Subscription.

Many questions have been revised or completely rewritten 
to be more representative of the CISA exam question 
format and/or to provide further clarity or explanation of 
the correct answer. These questions are not actual exam 
items but are intended to provide CISA candidates with an 
understanding of the type and structure of questions and 
content that have previously appeared on the exam. 

 
Member: US $100.00  
Non-member: US $130.00
Product Code: QAE11ED

Available in: Chinese Simplified, Italian, 
Japanese, and Spanish

CISA® Review Manual, 26th Edition
The CISA® Review Manual, 26th Edition is a comprehensive
reference guide designed to help individuals prepare for the 
CISA exam and understand the roles and responsibilities 
of an information systems (IS) auditor. The manual has 
been revised according to the 2016 CISA Job Practice and 
represents the most current, comprehensive, peer-reviewed 
IS audit, assurance, security and control resource available. 

The 26th edition is organized to assist candidates in 
understanding essential concepts and studying the following 
job practice areas: The Process of Auditing Information 
Systems; Governance and Management of IT; Information 
Systems Acquisition, Development and Implementation; 
Information Systems Operations, Maintenance and Service 
Management; Protection of Information Assets. 

Member: US $105.00  
Non-member: US $135.00
Product Code: CRM26ED

Available in: Chinese Simplified, French, Italian, 
Japanese, and Spanish.
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BESTSELLING PRODUCT

CISM® Review Questions, Answers & 
Explanations Database—12-Month Subscription
The CISM® Review Questions, Answers & Explanations 
Database is a comprehensive 950-question pool of items 
that contains the questions from the CISM® Review 
Questions, Answers & Explanations Manual, 8th Edition. 

The database is available via the web, allowing our CISM 
candidates to log in at home, at work or anywhere they 
have Internet connectivity. The database is MAC and 
Windows compatible.

Exam candidates can take sample exams with randomly 
selected questions and view the results by job practice 
domain, allowing for concentrated study in particular areas. 
Additionally questions generated during a study session are 
sorted based on previous scoring history, allowing CISM 
candidates to identify their strengths and weaknesses and 
focus their study efforts accordingly. 

The information contained in the 12-Month Subscription is 
the same information that is contained in the CISM Review 
Questions, Answers & Explanations Manual, 8th Edition.

Member: US $185.00  
Non-member: US $225.00
Product Code: XMXCM15-12M

 2016

CISM
 Review Questions, Answers
 & Explanations Database

CISM® Review Questions, Answers & 
Explanations Database—6-Month Extension
The CISM® Questions, Answers & Explanations Database— 
6-Month Extension can only be purchased only as an 
extension to the CISM Questions, Answers & Explanations 
Database—12-Month Subscription. The database is available 
via the web, allowing CISM Candidates to log in at home,  
at work or anywhere they have Internet connectivity.

Member: US $45.00  
Non-member: US $65.00
Product Code: XMXCM15-EXT180

 2016

CISM
 Review Questions, Answers
 & Explanations Database

CISM® Review Manual, 14th Edition
The CISM® Review Manual, 14th Edition assists candidates 
to study and understand essential concepts in the following 
job practice areas: Information Security Governance; 
Information Risk Management and Compliance; Information 
Security Program Development and Management; 
Information Security Incident Management.

Each of the book’s four chapters has been divided into two 
sections for focused study. Section one of each chapter 
contains the definitions and objectives for the four 
areas, as well as the corresponding tasks performed by 
information security managers and knowledge statements 
that are tested on the exam. Section two of each chapter 
consists of reference material and content that support 
the knowledge statements. The material enhances CISM 
candidates’ knowledge and/or understanding when 
preparing for the CISM certification exam. Also included are 
definitions of terms most commonly found on the exam. 

Member: US $105.00  
Non-member: US $135.00
Product Code: CM14ED 

Also available in Spanish
Product Code: CM14EDS

CISM® Review Questions, Answers & 
Explanations Manual, 8th Edition
The CISM® Review Questions, Answers & Explanations 
Manual, 8th Edition consists of 950 multiple-choice study 
questions, answers and explanations, which are organized 
according to the CISM job practice domains. 

The questions, answers and explanations are intended  
to introduce the CISM candidate to the types of questions  
that appear on the CISM exam. They are not actual 
questions from the exam. Questions are sorted by CISM 
job practice domains and a sample exam of 200 questions 
is also provided. The information contained in the CISM 
Review Questions, Answers & Explanations is the same 
information that is contained in the 12-Month Subscription.

Member: US $100.00  
Non-member: US $130.00
Product Code: CQA8ED

NEWLY
UPDATED!
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ISACA® Certification Exam Prep Materials

2 EASY WAYS TO ORDER:
1. Online — Access ISACA’s bookstore online anytime 24/7 at www.isaca.org/bookstore
2. Phone — Contact us by phone M – F between 8:00AM – 5:00PM Central Time (CT) at 847.660.5650

CGEIT® Review Questions, Answers & 
Explanations Manual, 4th Edition
The CGEIT® Review Questions, Answers & Explanations 
Manual is designed to familiarize candidates with the question 
types and topics featured in the CGEIT exam. The questions 
are not actual exam items but are intended to provide CGEIT 
candidates with an understanding of the type and structure 
of questions and content that has previously appeared on the 
exam. To help candidates maximize—and customize—study 
efforts, questions are presented in the following two ways:

 • Sorted by job practice area

 • Scrambled as a sample 75-question exam

Member: US $60.00
Non-member: US $75.00
Product Code: CGQ4ED

CRISC™ Review Manual, 6th Edition
The CRISC™ Review Manual is a comprehensive reference 
guide designed to help individuals prepare for the CRISC 
exam and understand IT-related business risk management 
roles and responsibilities. The manual has been enhanced 
over the past editions and represents the most current, 
comprehensive, peer-reviewed IT-related business risk 
management resource available worldwide. The CRISC™ 
Review Manual, 6th Edition offers an easy-to-navigate 
format. Each of the book’s four chapters has been divided 
into two sections for focused study.

Member: US $85.00
Non-member: US $115.00
Product Code: CRR6ED

Available in Spanish
Product Code: CRR6EDS
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CGEIT® Review Manual, 7th Edition
The CGEIT® Review Manual is designed to help individuals 
prepare for the CGEIT exam and understand the responsibilities 
of those who implement or manage the governance of 
enterprise IT (GEIT). It is a detailed reference guide that has 
been developed and reviewed by subject matter experts 
actively involved in governance of enterprise IT worldwide. 

The CGEIT® Review Manual features an easy-to-use format. 
Each of the book’s five chapters has been divided into 
two sections for focused study. Section one contains the 
definitions and objectives for each of the five CGEIT practice 
areas, as well as the corresponding tasks performed by 
GEIT professionals and knowledge statements necessary  
to perform these tasks. Section two of each chapter 
consists of content and reference material that supports the 
knowledge statements.

 
Member: US $85.00
Non-member: US $115.00 
Product Code: CGM7ED 

Available in Japanese
Product Code: CGM7EDJ

CRISC™ Review Questions, Answers & 
Explanations Database—12-Month Subscription
The CRISC™ Practice Question Database is a comprehensive
500-question pool of items that contains the questions from 
the CRISC™ Review Questions, Answers & Explanations 
Manual, 4th Edition. The database is available via the web, 
allowing CRISC candidates to log in at home, at work or 
anywhere they have Internet connectivity. The database is 
MAC and Windows compatible.

Exam candidates can take sample exams with randomly 
selected questions and view the results by job practice 
domain, allowing for concentrated study in particular areas. 
Additionally, questions generated during a study session are 
sorted based on previous scoring history, allowing CRISC 
candidates to identify their strengths and weaknesses and 
focus their study efforts accordingly. 

 
Member: US $185.00
Non-member: US $225.00 
Product Code: XMXCR14-12M

CRISC Review Questions, Answers & Explanations 
Manual, 4th Edition is available in print.
Member: US $60.00 
Non-member: US $80.00
Product Code: CRQ4ED
Available in Spanish. Product Code: CRQ4EDS
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Build and hone your abilities to be an in-demand professional in the growing global cyber workforce.   
CSX Practitioner Labs enable you to develop your technical skills in an adaptive, performance-based cyber 
laboratory environment. You’ll practice applying essential concepts and industry-leading methods, using an 
array of open-source tools, within real-world scenarios. Gain critical skills to help you advance your career  –  
and prove you have what it takes to get the job done, by preparing for the CSX Practitioner certification.

Visit www.isaca.org/csxplabs for more information. 

DEVELOP YOUR EDGE AS A CYBER SECURITY 
FIRST RESPONDER.



LEARN MORE ABOUT OUR TRAINING: 

410-672-1522, ext. 113   |   training@chirontech.com 
or visit chirontech.com

Chiron’s cyber protection program trainees are challenged and 
tested with real-world scenarios based on today’s dynamic, 
agile and constantly evolving threat environment. Unlike 
simulated training, Chiron’s classes are held in a laboratory 
setting unrestricted by rigid network security constraints that 
hamper the hands-on learning experience. 

Our customized training approach creates qualified Information 
Operations professionals that are tested and equipped to 
handle the real-life cyber threats of today.

CHIRON’S TEAM OF EXPERT INSTRUCTORS BRING YEARS OF 
RELEVANT, REAL-WORLD EXPERIENCE INTO THE CLASSROOM.

OFFENSIVE AND DEFENSIVE 
CYBER OPERATIONS

ADVANCED THREAT SIMULATION

NETWORK FORENSICS AND 
THREAT ANALYSIS

MALWARE REVERSE ENGINEERING

SIMULATED TRAINING ENVIRONMENT

TRAIN 
LIKE YOU 
FIGHT


